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Preface

This book will help you resolve these issues and boost your confidence in handling
Apache Tomcat 7 administration using the tips, tricks, and best practices used by
various industry experts to maintain their middleware infrastructure. The best thing
that the author did while designing the content is a practical solution, with a detailed
description of why we are doing this solution.

Apache Tomcat (or Jakarta Tomcat, or simply Tomcat) is an open source servlet
container developed by The Apache Software Foundation. The latest major stable
release, Apache Tomcat version 7, implements the Servlet 3 and JavaServer Pages
2 specifications from the Java Community Process. It includes many additional
features that make it a useful platform for developing and deploying web
applications and web services.

Apache Tomcat 7 Essentials follows a practical approach to explain installing,
configuring, and maintaining Tomcat. It helps you to understand the middleware
architecture to host multiple websites and also provides the confidence to implement
middleware support. It imparts to you the capacity to resolve migration issues and
also provides regular maintenance solutions. This is the first, and only, book to cover
upgrading to Tomcat 7 from the previous versions.

The journey of the reader starts at the beginner's level and ends at the expert level.
The content is designed in such a way that it balances the theory and practical
approach for understanding concepts related to handling middleware and

web issues.
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In this book, you will go through a three-phase life cycle. The first cycle consists of
the installation, configuration of Tomcat 7 on different OSes, other configurations
related to the JDBC, port, deployment, and so on.

The second phase deals with the building of an enterprise application setup and high
availability architectures (clustering and load balancing). The third and critical phase
will teach you to handle critical issues, performance tuning, and the best practices for
various environments such as Dev/QA /Stage/Production.

This book gives you a wider vision of using Tomcat 7 in web technologies and the
skill to optimize its performance using Apache Tomcat 7.

What this book covers

Chapter 1, Installation of Tomcat, covers the Apache Tomcat history and the new
features introduced in Tomcat 7. The step-by-step installation of Tomcat 7 on
Windows and Linux operating systems and common problems that may arise during
the installation and their possible solutions are also discussed.

Chapter 2, Configuration and Deployment, covers the configuration of Tomcat including
the DataSource configuration for different databases such as Oracle, MySQL, and
PostgreSQL, and Context Path creation using an application. Various ways to
perform deployment including deployment using Tomcat Manager for a sample
application and troubleshooting common issues are also discussed.

Chapter 3, Performance Tuning, explains the different ways of performance
improvement and techniques in Apache Tomcat 7. Step-by-step configurations
for Connectors, JVM performance tuning, and OS parameter optimization are
also covered.

Chapter 4, Integration of Tomcat with the Apache Web Server, explains the integration of
Apache/IIS with Tomcat 7, integration of various components such as mod_jk,
mod_proxy, and real-time issues which may arise during integration, along with
their solutions.

Chapter 5, Securing Tomcat 7, explains the various policies of Tomcat 7 and its
functionalities such as the Catalina policy and System level policy. Measures

to enable security and their benefits such as SSL, best practices used in real-
time industries to secure Tomcat 7 in the production environment, by doing the
configuration change and SSL implementation are also covered.

Chapter 6, Logging in Tomcat 7, explains the different methods of enabling logs in
Tomcat 7 —log4j and JULL. Also, the best practices used for log analysis, tips, and
tricks are discussed.

[2]
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Chapter 7, Troubleshooting in Tomcat, covers different issues faced by the application/
web administrators in a real-time environment, how to avoid these issues in the
production environment using different techniques with errors and their solutions,
thread dump analysis and tools used for thread dump analysis, memory issues, steps
for troubleshooting real-time problems, and web server benchmarking.

Chapter 8, Monitoring and Management of Tomcat 7, explains various processes of
monitoring in Tomcat 7, components using Tomcat Manager and JConsole, such as
different ways of monitoring, how monitoring is done in Tomcat 7, JConsole, and
how it is used.

Chapter 9, Clustering in Tomcat 7, explains clustering of Tomcat 7 and its
implementation technique. Topics included are clustering architecture, horizontal
and vertical clusters and their benefits, implementation of horizontal and vertical
clustering on Tomcat 7, and verification of clusters.

Chapter 10, Tomcat Upgrade, explains various strategies used in the upgrade from
Tomcat 6 to Tomcat 7 and the various steps followed during the upgrade process
such as the life cycle of the upgrade, upgrade configuration of Tomcat 7, DataSource
configuration, and discussions on various ITIL processes used during upgrade.

Chapter 11, Advanced Configuration for Apache Tomcat 7, explains the advanced
configuration of Tomcat 7 and its optimization parameters. Key points covered in the
environment are virtual hosting, features of Development/QA /Stage/Production,
Tomcat as a service, and running Tomcat as a non privileged user.

What you need for this book

To understand the contents of this book, you should have a basic knowledge of
Windows or Linux operating systems and it is an added advantage if you have some
knowledge in Java.

Who this book is for

If you are a J2EE Administrator, Migration Administrator, Technical Architect, or
Project Manager for a web hosting domain, and are interested in Apache Tomcat 7,
then this book is for you. If you are responsible for the installation, configuration,
and management of Tomcat 7, then this book will be of help to you too.

[31]
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Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "Due to Tomcat 7's support for
web fragments, developers now don't need to implement the specific library
configurations for their application web . xm1."

A block of code is set as follows:

# .bash profile
# Get the aliases and functions
if [ -f ~/.bashrc ];then
~/ .bashrc
fi
# User specific environment and start-up programs
JAVA HOME=/opt/jdkl.6.0_24
PATH=3$JAVA HOME/bin:S$PATH:$HOME/bin
export PATH JAVA HOME
unset USERNAME

When we wish to draw your attention to a particular part of a code block, the
relevant lines or items are set in bold:

<Executor name="tomcatThreadPool"
namePrefix="catalina-exec-"
maxThreads="150"
minSpareThreads="4"/>

Any command-line input or output is written as follows:

[root@localhost optl# cksum apache-tomcat-7.0.12.zip

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "The
previous screenshot shows the packages which are available in md5, and by clicking
on md5 on the website, we can compare the checksum generated in our system with
the value given on the site."

[4]
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% Warnings or important notes appear in a box like this.

Al

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbacke@packtpub.com,
and mention the book title through the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the example code

You can download the example code files for all Packt books you have purchased
from your account at http: //www.packtpub.com. If you purchased this book
elsewhere, you can visit http: //www.packtpub. com/support and register to have
the files e-mailed directly to you.

[51]
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/support, selecting your book, clicking on the errata submission form link, and
entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded to our website, or added to any list
of existing errata, under the Errata section of that title.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[6]
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Installation of Tomcat 7

Apache Tomcat is an open source Java-based web and servlet container, which is
used to host Java-based applications. It was first developed for Jakarta Tomcat. Due
to an increase in demand, it was later hosted as a separate project called Apache
Tomcat, which is supported by The Apache Software Foundation. It was initially
developed by James Duncan Davidson, a software architect at Sun Microsystems.
He later helped make this project open source and played a key role in donating
this project from Sun Microsystems to The Apache Software Foundation. Tomcat
implements the Java Servlet and the JavaServer Pages (JSP) specifications from Sun
Microsystems, and provides a "pure Java" HITP web server environment for Java
code to run.

Apache Tomcat version 7.0 implements the Servlet 3.0 and Java Server Pages 2.2
specifications from the Java Community Process. It includes many additional
features that makes it a useful platform for developing and deploying web
applications and web services.

In this chapter, we will discuss the following topics:

e Introduction to Tomcat 7
e Features of Tomcat 7
e Installation of Tomcat

[e]

Prerequisites for Tomcat 7 installation

o

Installation on Linux and Windows operating systems

e Common areas of troubleshooting during installation



Installation of Tomcat 7

History of Tomcat

Tomcat was first introduced to the open source group in 1999 and its first version
was released with 3.0.x version. Since then, it has been greatly supported by the open
source community and widely accepted in the IT industry. In the current scenario,
Tomcat is running in production environments, as well as being used for mission-
critical projects in various industries. The following mentioned details give us a
quick history of the versions.

Over the 12 years of of its successful journey, Tomcat has reached various states and
given the IT industry various releases. Tomcat road maps outlined with their stable
releases are mentioned as follows:

Version Release Date  Description

3.0.x. (initial 1999 Merger of donated Sun Java Web Serve%‘ .cod.e and ASF, and
release) implements Servlet 2.2 and JSP 1.1 specifications.

3.3.2 March 9,2004  Latest 3.x release.

4.1.40 June 25, 2009 Latest 4.x release.

5.5.32 February 1, 2011 Latest 5.x release.

6.0.32 February 3, 2011 Latest 6.x release.

First Apache Tomcat release to support Servlet 3.0, JSP 2.2,
and EL 2.2 specifications.

7.0.11 March 11, 2011 Fourth stable version.
7.0.12 April 6, 2011 Current stable version.

7.0.0 beta June 29, 2010

For more information on version changes, release, and comparison, visit

http://en.wikipedia.org/wiki/Apache Tomcat and http://
’ wiki.apache.org/tomcat/FrontPage.

Tomcat support matrix

Apache Tomcat can be classified based on different components, such as the JDK
version, enhancement, stability, and so on. Let's take a real time example, where
you want to take a decision on which Apache Tomcat version to deploy for an
application. For example, if an application is using Servlet 2.4 and JSP 2.0, then we
should always go for the 5.x version. In reality, it's a difficult job to find out which
version of Tomcat we should use to utilize the system resource properly.

[8]
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Chapter 1

Normally, these tasks would be done by the company's technical architect, and they
are solely responsible for the technical specifications used in any product. Based on
the features of Tomcat, let us quickly go through the comparison of Tomcat with
different versions:

Features 7.x 6.x 5.x 4.x 3.x

Version Servlet 3.0, JSP  Servlet 2.5, Servlet 2.4, Servlet2.3, Servlet2.2, JSP

specifications 2.2, EL 2.2 JSP2.1 JSP 2.0 JspP1.2 11

Stable: Yes Yes Yes Yes Yes
Highly

Enhancements  Yes Yes Unlikely  unlikely Highly unlikely
Highly

Bug Fixes Yes Yes Yes unlikely Highly unlikely
Highly

Security Fixes  Yes Yes Yes unlikely Highly unlikely
Highly

Releases Yes Yes Yes unlikely Highly unlikely

Jean-Frederic
Mark Thomas  Clere Filip Hanik Mark Thomas Bill Barker

Release Manager (markt) (jclere) (fhanik) (markt) (billbarker)

Process CIR RTC RTC CIR CIR

Listed on

download pages Yes Yes Yes No No

JDK version 1.6 15 14 1.3 1.1

In the previous table, highly unlikely means that the user using the previous version
necessarily needs to have the upgraded higher version to support the new improved
features. It also involves security fixes for the current version.

[o]
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Features and enhancements of Apache
Tomcat 7

In the previous section, we discussed the various support matrices for Tomcat
versions, we are now aware of the support specifications (JDK support, EJB, and
Servlet) for Tomcat. Let's try to understand, and quickly review the new features/
enhancements for Tomcat 7.

Apache Tomcat 7.x was released with some key improvements over Tomcat 6.x and
real time implementation of Servlet 3.0, JSP 2.2, and EL 2.2 specifications. Apart from
these, it also solves some major issues from previous releases.

Web application memory leak detection and
prevention

Tomcat had a chronological problem of memory leaks in 4.x/5.x versions. While
reloading the applications in the entire life cycle of Tomcat, OutOfMemoryError
exceptions were generated. Tomcat has put an exceptional effort in tracking down
the bugs and issues related to memory, in order to avoid memory leaks.

Servlet 3.0

Tomcat 7 offers great support for Servlet 3.0. Servlet 3.0 helps developers to code
very easily and also provides significant support for asynchronous programming
techniques. The types of support provided are:

e Asynchronous Support: Servlet 3.0's asynchronous support has been
fully integrated into Tomcat 7. The biggest advantage of asynchronous
programming is that the server doesn't have to wait for the response from
the resources. For example, if you have 2000 concurrent users using an
application, then we cannot allocate 2000 connections to the database and
make the connection idle untill we get the response. By using asynchronous
programming, your application can handle other user requests while this
particular user is waiting for the response from the resources, such as DB,
NAS, and so on.

¢ Dynamic Configuration: It is again, a very vital feature of Servlet 3.0. Due
to Tomcat 7's support for web fragments, developers now don't need to
implement the specific library configurations for their application web . xm1.
This means, you can integrate the library reference in web . xml.

[10]
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¢ Annotation-based Configuration: With the additional support for Servlet
3.0 in Tomcat 7, developers can include decorative programming styles.
The biggest advantage of implementing decorator is you can configure
rewrite rules in the application servlet classes instead of web servers. Hence,
you reduce the dependency on web servers. It also eliminates the need for
deployment descriptors.

Improved logging

Tomcat 7 includes two new features for logging, in order to provide a good
understanding to the users for log analysis:

e Asynchronous file handler: The asynchronous handler allows Tomcat to
write logs to the disk by a dedicated thread, so that logging operations do not
cause any delay in processing threads.

¢ Single line log formatter: The single line formatter writes logs in a single
line, which is a better feature for administrators.

Aliases

This is the best feature for an administrator. It provides the administrator with

the freedom to eliminate the dependency of another web server to host multiple
websites. In addition to this, you can host the entire static content (image/JavaScript
in a single package).

Important points to remember about Tomcat 7 features

Apache Tomcat 7 can be run through JRE 1.6 or later. It means that we
don't have to install the complete Java Development Kit (JDK). This will
be really helpful in space crunch issues and the slimming of Java will

~“ utilize less memory. But, it is also recommended from the administrator's
point of view, to install the complete Java Development Kit as it provides
other utilities (jmap, jstack) which are very helpful to administrators.
This has an inbuilt eclipse JIT (Just in Time) compiler.

Apache Tomcat 7 resolves class loading conflict issues, such as
ClassCastExceptions. ClassCastExceptions mean that there is an issue
with class while loading in runtime.
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Installation of Tomcat 7

In the previous section, we have discussed the new enhancements in Apache Tomcat
7. Now, it's time to move on to the Tomcat installation.

How to download the Tomcat software

Perform the following steps to download the software:

Before we start the installation of Apache Tomcat 7 software, the first thing
that comes to mind is where can you download the software from and also
how much does the license cost? By default, Apache comes with Apache
License, Version 2.0 ,which is compatible to GPL (General Public License). In
simple terms, it is free of cost! For more information on licenses, you can visit
http://www.apache.org/licenses/. Now, the second problem is how to
download the software.

It is always recommended to download the software from its official site,
http://tomcat.apache.org/download-70.cgi. By default, on http://
tomcat .apache.org/, we get the latest stable version of Tomcat package
and we have to download the package based on the operating system, where
we want to install it.

Binary Distributions

* Core:
© zip (pgp. md5)
© tar.gz (pgp. mdS)
© 32-bit Windows zip (pgp, md5)
o 64-bit Windows zip (pgp, md5)
© 64-bit [tanium Windows zip (pgp, mdS)
© 32-bit'64-bit Windows Service Installer (pgp, md5S)
® Full documentation:
0 tar gz (pgp. mdS)
® Deplover:
© zip (pgp. md5)
o tar.gz (pgp, md5)
® Hxtras:
o JMX Remote jar (pgp, mdS)
o Web services jar (pgp. mdS)
© JULI adapters jar (pgp, md5)
o JULI log4] jar (pgp, md5)
* Embedded:
© tar.gz (pgp. mdS)
© zip (pgp. md5)

Source Code Distributions

® tar.gz (pgp, mdS)
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Once the download is complete, then you have to do the integrity check for the
downloaded software using the MD5 checksum.

MDS5 Message-Digest Algorithm is a widely used
Q cryptographic hash function that produces a 128-bit (16
L
byte) hash value.

Following is the process to perform the integrity check using the MD5 checksum:

1.

Download the MD5 checksum from the website apache . org. The MD5 check
sum is integrated with every package we download. The previous screenshot
shows the packages which are available in MD5, and by clicking on md5 on
the website, we can compare the checksum generated in our system with the
value given on the site.

Run the following command to generate the checksum for the downloaded
software. See the following screenshot:

[root@localhost optl# cksum apache-tomcat-7.0.12.zip

[root@localhost opt]# cksum apache-tomcat-7.0.12.zip
3514439228 Te38243 apache-tomcat-7.0.12.=zip
[root@localhost optl# |:|

Tomcat comes with different packages for installation such as binary, source, and
RPM. Based on the requirement, the package should be taken from the official site.
Let's have a brief discussion on which package should be implemented in real time
and why.

Binary package
It comes with a pre-set library and customized configuration which are implemented

and tested as per industry standards. A few advantages of using the binary
package are:

It is a standard package that suits most of the real-time environments

In a non-DOS environment (such as Linux, UNIX, and so on), we can
configure multiple Tomcat instances on a single OS

It is path independent; we can configure Tomcat in any part of the OS based
on our resources available (hardware)

[13]
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RPM/exe

RPM is defined as a system installer, which is developed and compiled on each OS
independently. It has a pre-defined library, which will work only on the respective
OS. A few advantages of using RPM are:

¢ It does not require installation of any dependent libraries for the package
e RPM is built with the shared libraries for the respective OS
e [t does not need to configure separate startup services

The only disadvantage is, we cannot configure multiple instances in a single
operating system and it has predefined paths.

Source

You can customize the installation based on your requirements using the source
package. Suppose you want to customize during installation of the software, it can
be done in this package.

e Customization of Tomcat can be done very effectively (only required services
are installed)

¢ Inanon-DOS environment (such as Linux, UNIX, and so on), we can
configure multiple Tomcat instances on a single OS

e Itis path independent; we can configure Tomcat in any part of the OS based
on our resources available (hardware)

¢ Ina production environment, it's always recommended to use the source or
binary instead of the RPM

Prerequisites for the Tomcat 7 installation

Before we begin with the Apache Tomcat 7 installation, we have to configure the
prerequisites and they are very important for the Tomcat 7 installation to start.
Following are the prerequisites mentioned for Apache Tomcat 7:

e JavaSE 1.6 or later

¢ Configuration of the OS environment variables
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Installation of Java

Java has been developed by many vendors. Based on the application requirement
and type of architecture, different JVMs are used by various applications. Common
JDK vendors are IBM, HP, Sun, Open]DK, and so on. Sun holds a major stake in IT
industries. JDK is widely used and accepted across various IT industries.

JDK packages are available for each OS and can be compiled on any system using
a common set of libraries. These packages are easily available on the Internet or
already integrated with different OS vendors.

JDK/JRE comes in 32 bit and 64 bit editions, so we can use it based on the
application requirement. Some of the performance characteristics of the 64 bit versus
32 bit Virtual Machine (VM) are:

o The benefits of using 64 bit are being able to address larger amounts of
memory which comes with a small performance loss in 64 bit VMs, versus
running the same application on a 32 bit VM

¢ You can allocate more than 4 GB to JVM for memory intensive applications

JVM as compared to a 32 bit edition. In practice, a 64 bit Java

M In a 64 bit Java edition, you have to allocate more memory for
Q requires 30 percent more memory than the 32 bit Java version.

Installation of Java in Linux
In this topic, we will discuss the steps performed during installation of Java on Linux:

1. Download the JDK from the Oracle site on the Linux system.

For more information about the version changes and releases,
visit http://www.oracle.com/technetwork/java/
a javase/downloads/index.html.
< We are doing the installation on the /opt partition of the hard

drive and the Java version we are using is Java(TM) SE Runtime
Environment (build 1.6.0_24-b07).
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Once the download is complete, it will create the binary file in /opt (jdk-
6u24-linux-1i586.bin).

2. Change the permission of the package using the following command:
chmod 0755 jdk-6u24-linux-i586.bin

The chmod 0755 fileisequivalent to u=rwx (4+2+1),go=rx
L (4+1 & 4+1).The 0 specifies no special modes.

3. Run the following command to install the JDK:
[root@localhost optl# ./jdk-6u24-linux-i586.bin

You will see an output similar to the following screenshot:

[root@localhost opt]l# ./jdk-6uZd4-1linux-iS586.bin

npacking...

Checksumming. ..

Extracting...

MnZipSFX 5.50 of 17 February 2002, by Info-ZIP (Zip-Bugs@lists.wku.edu).
creating: jdkl.6.0_24/
creating: jdkl.6.0 24/jre/

creating: jdkl.
inflating: jdkl.
inflating: jdkl.
inflating: jdkl.
inflating: jdkl.

.0 24/jre/bin/
.0_24/jre/bin/java
24/9re/bin/kevtool
4/jre/bin/policytonl
4/jre/bin/rmiregistry

inflating: jdkl. 4/9re/bin/rmid
inflating: jdkil. 4/jre/bin/tnameserv
inflating: jdkl. 4/jre/binforbd
inflating: jdkl. 4/9re/bin/servertool
inflating: jdkil. 4/jre/binfunpack200
inflating: jdkl. 4/jre/bin/pack200
inflating: jdkl. 4/9re/bin/jcontrol

linking: jdkil.
inflating: jdkl.

4/jre/bin/ControlPanel -> ./jcontrol
4/jre/binfjava_vm

inflating: jdkl. 4/9re/bin/javaws
creating: jdkl. 4/9re/lib/f
creating: jdkil. 4/9re/lib/applet/
creating: jdkl. 4/9re/lib/ext/

inflating: jdkl.
inflating: jdkl.
inflating: jdkl.
inflating: jdkl.
inflating: jdkl.
creating: jdkl.
creating: jdkl.
inflating: jdkl.
creating: jdkl.
inflating: jdki.

4/jre/lib/ext/sunjce provider.jar
4/jre/lib/ext/sunpkcsll, jar
4/9reflib/ext/dnsns.jar
4/jre/lib/ext/localedata.pack
4/9re/lib/ext/meta-index
4/9reflib/i386/

4/jre/lib/i386/native threads/
4/jre/lib/i386/native_threads/libhpi.so
4/9re/flib/i386/server/
4/9ref1ib/fi386/server/1ibivm. 80 l

LT B A s T M TR s T MO R e T L e A e T M e R e T MR A e T M O e T L - AR e T M - A s T L 4 ]

.0_
.0
.0_
.0_
.0
.0_
.0_
.0
.0_
.0_
.0
.0_
.0_
.0
.0_
.0_
.0
.0_
.0_
.0
.0_
.0_
.0
.0_
.0_
.0

3 R RSORD R RS R R RS R R RS ORI R R R R R R R R R R RDM
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4. During the installation, the binary will prompt for the acceptance of the

agreement, then press Enter. See the following screenshot:

Java (TM) SE Development Eit 6 successfully installed.

Product Registration i= FREE and includes many benefits:

* WNotification of new versions, patches, and updates

* Special offer=s on Oracle products, services and training
* Access to early releases and documentation

Product and system data will be collected. If your configuration
EFupports a browser, the JDE Product Registration form will

be presented. If you do not register, none of this information
Will be saved. You may also register your JDE later by

ppening the register.html file (located in the JDE installation
directory) in a browser.

For more information on what data Registration collects and
how it is managed and used, see:

Fress Enter to continue.....

http://java.sun.com/javase/registration/JDKRegistrationPrivacy.html

5. After pressing Enter it will exit from the command prompt, as shown in the

following screenshot:

Fresz=s Enter to continue.....

Done .

[root@localhost opt]# I
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6. After the installation is complete, the binary will create the folder named
jdk1.6.0_24 in /opt. If the folder is present in /opt, that means the
installation is successfully done. See the following screenshot:

root@localhost jdkl.6.0_24]% 1= -ltrh

otal 15M

rw-r—--r-—- 1 root root 18M Feb 2 17:30

r—-r--r—-- 1 root root 76 Feb 2 17:30 THIRDPARTYLICENSERELDME.t=t
r—--r--r-- 1 root root 21K Feb 2 17:30 README zh CN.html
r--r--r-- 1 root root 25K Feb 2 17:30 README ja.html
r—-r—--r—-- 1 root root 28K Feb 2 17:30 README.html
r—-r—--r—- 1 root root 3.3K Feb 2 17:30 COPYRIGHT

IWEr-Xr-x 2 root root 4.0K Feb 2 19:36

ruxr-xr-x 10 root root 4.0E Feb 2 19:36

IWHAT-Xr—-x 9 root root 4.0K Feb 2 19:36

IWEr-Xr-x 4 root root 4.0K Feb 2 19:36

YWRr-xr-x 3 root root 4.0E Feb 2 19:36

TWEr-Xr—-x 7T root root 4.0K Feb 2 19:36

IWRTr-Xr—-x 3 root root 4.0K May 16 20:34

TWET-XT-X 7 root root 4.0E May 16 20:34

r—--r--r-- 1 root root 4.8K May 16 20:35 register zh CN.html
r--r--r-- 1 root root 6.6K May 16 20:35 register ja.html
r—--r--r—-- 1 root root 5.2K May 16 20:35 register.html

Let's quickly go through the JDK directory structure, shown in the previous
screenshot:

e bin: It contains the entire executable for the JDK for java, javac, jmap, and so
on.

e jre: It contains all the files necessary for Java to perform the function.

e 1lib: As the name suggests, it's a library directory for the JDK.

e man: This directory contains all the manual pages for Java (document
directory).

e demo:-This folder contains working examples of different utilities. These
utilities can be directly used.

e sample: This directory contains the code files for utilities provided in the
demo directory.

e include: It contains the header files for different functions used in Java.h

e db: It contains the entire component of the Derby Database. Derby is a pure
Java relational database engine.

M Tomcat 7 can be run on JRE, it means no need to install a JDK
Q component; if there is a space issue in your environment that can
be customized accordingly.
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Installation of Java in Windows

In this topic, we will discuss the steps performed during installation of Java in the
Windows operating system:

1. Download the JDK from the Oracle site on the Windows system from the
following link: http://www.oracle.com/technetwork/java/javase/
downloads/index.html.

We are doing the installation on the C partition of the hard
% drive and the Java version we are using is Java(TM) SE
’ Runtime Environment (build 1.6.0_24-b07).

2. Once the download is complete, jdk-6u24-windows-1586 . exe is created in
the download location.

3. By double-clicking the jdk-6u24-windows-1586 . exe file, installation of
Java will begin. It will open a new pop-up window for installation. See the
following screenshot:

- |
4 Java(TM) SE Development Kit 6 Update 24 - Setup X

Welcome to the Installation Wizard for Java™ SE Development Kit 6 Update 24

This wizard will guide you through the installation process for the Java SE Development
Kit & Update 24,
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4. By clicking Next on the window, it will take us to a new window where
we can customize the JDK installation based on the requirement, as well as
define the installation path of the JDK. In the current environment, we are
installing Java on the default location.

5. Check if the default path is C: \Program Files\Java\jdkl.6.0_24.
Check the field Installation type: Default.

ﬁ‘ Java(TM) SE Development Kit 6 Update 24 - Custom Setup |.£.|

Custom Setup

Select the program features you want installed.

Select optional features to install from the list below. You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

Feature Description

Development Tools Java(TM) SE Development Kit &
Update 24, induding private JRE
Demos and Samples 6 Update 24. This will require
Source Code 300ME on your hard drive,

Java DB

Install to:

C:\Program Files\Javaljdk1.6.0_24

[ < Back ][ Mext = ] [ Cancel ]

7. Once the installation is done, it will show the status as complete, similar to

the following screenshot:
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j!_{‘;! Java(TM) 5E Development Kit 6 Update 24 - Complete Iﬁ

ORACLE

Java(TM) SE Development Kit 6 Update 24 Successfully Installed

Product Registration is FREE and includes many benefits:
= nNotification of new versions, patches, and updates

* Spedal offers on Sun products, services and training

* Access to early releases and documentation

When you dick Finish, product and system data will be collected and the JDK product
registration form will be presented. If you do not register, none of this information will
be saved.

For more information on what data Registration collects and how it is managed and
used, see the Product Registration Information Page.

Product Registration Information ]

Configuration of OS environment variables

After the installation of Java on a different OS, it's now time to set the environment
variables for Tomcat at the OS level. In order to run Tomcat, we have to define the
JAVA_HOME as an environment variable and set the path for Java so that it can be
accessed from any partition of OS.

What is JAVA_HOME?

JAVA_HOME is the JDK install directory, for example, C:\jdké. It is meant to be set
as an environment variable and referenced in Windows batch files or Unix scripts.
In Tomcat, JAVA HOME is defined in catalina.sh under TOMCAT HOME/bin. The
following screenshot shows the definition of JavA_#OME in Tomcat 7. Once you
execute startup. sh, it internally calls catalina.sh and invokes JAVA_HOME. In a
production environment, it is always recommended to use the permanent
environment variable.

# For Cygwin, ensure paths are in UNIX format before anything is touched

if fcygwin; then
[ n "SJAVA_HG}LE" 1 && JAVA HOME="cygpath --unix "SJA\’A_I—IDP-LE"‘
[ n "SJRE_I—IOI-LE” ] && JRE_HOME='cygpath --unix "SJRE_I—IC}}LE"‘
[ -n "SCATALINA HOME" ] && CATALINA HOME='cygpath --unix "$CATALINA HOME™®
[ -n "SCATALINZ BASE" ] && CATALINA BASE='cygpath --unix "$CATALINA BASE™®
[ -n "SCLASSPATH™ ]| && CLASSPATH='cygpath —--path —-unix "$CLASSPATH"®
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Setting the JAVA_HOME and PATH variable in Windows

The environment variable and path can be set in Windows by performing the
following steps:

1. Right-click on the My Computer icon on your desktop and then click
Properties, as shown in the following screenshot:

System Properties Lﬁ

vanced JEystem Protection | Remote |

Computer Mame | Hardware

You must be logaed on as an Administrator to ost of these changes.

Performance

Visual effects, processor scheduling, memony usage, and virtual memory

Settings...

User Profiles
Desktop settings related to your logon

Settings...

Startup and Recoveny
System startup, system failure, and debugging information

Settings...

Environment Variables...

Click Advanced | Environment Variables.
Under System Variables, click New.

In the Variable name field, enter JAVA_HOME, as shown in the following
screenshot:
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System Properties

| Computer Name | Hardware | Advanced |S}'stem Protection | Hemutel

Environment Variables

2 |

=

Mew System Vanable

S

Variable name:

Variable value:

JAVA_HOME

C:VProgram Files\Javaljdk1.6.0_24

[ 0K, ] l Cancel

System variables

Variable Value =

ComSpec C:\Windows\system32\cmd. exe Il

FP_MO_HOST C... NO

NUMBER_OF_P... 2

05 Windaows_NT i
New.. || Edt. || Dekte |

Setting the global path variable in Windows

After setting JAVA_HOME, now it is time to add the Java path in the global path

In the Variable value field, enter the installation path of the Java
Development Kit.

Click OK.
Click on Apply Changes.

variable. Following is a detailed procedure, which needs to be followed for creating
the global path variable in Windows:

1.

Click Advanced | Environment Variables.

Under System Variables, click on Path.

Right-click on the My Computer icon on your desktop and then click
Properties.
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4. Edit the path and add the Java path in the end.

System Properties |£|

| Computer Name | Hardwarel Advanced |System Protection I Flemnte|

Environment Variables _— | 23 |

Edit System Variable =5

riable name: Path

riable value: ibin;C:\Program Files\Java'jdk 1.6.0_24'bin

[ ok || cancel |

System variables

Variable Value o

Qs Windaws_NT =

(4
Path C:'\Program Files\PC Connectivity Soluti. ..
PATHEXT M; .EXE; .BAT;.CMD; . VBS; VBE;.]5;....
PROCESSOR_A,.. xB6 il

e [ B

| ok || cancel |

5. In the Variable value field, enter the installation path of the Java
Development Kit, as shown in the previous screenshot.

Click OK.
Click on Apply Changes.
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Setting the JAVA_HOME and the PATH environment

variable in Linux

The environment variable and path are set differently in Linux as compared to
Windows. Perform the following steps to set the environment variable in Linux:

1. Open the .bash_profile using the vi editor for the root user.

You can put the environment variable in bashrc also. It
% will also execute at the time of the user login.

2. Add the following environment variable in the file. The following is the code
snippet of .bash_profile. The highlighted code shows the declaration of
JAVA_HOME and PATH. export will add the JavA_HOME and PATH to the system
parameter for every user login.

# .bash profile

# Get the aliases and functions

if [ -f ~/.bashrc ];then . ~/.bashrc

fi

# User specific environment and start-up programs
JAVA HOME=/opt/jdkl.6.0 24

PATH=$JAVA HOME/bin:$PATH:$HOME/bin

export PATH JAVA HOME

unset USERNAME

3. Save the .bash_profile using the :wg command.

Once you have saved the .bash_profile, then you have to logout and re-log
in to the environment to activate the changes using the following command:

Su - username

su - root (as our user is root)

If we run the previous command for any user, then the profile
. of that user will be reloaded.

[25]



Installation of Tomcat 7

Also, you can run the env command to verify the environment variables are
configured properly, as shown in the following screenshot:

It is always best practice to first take the backup of the existing profile.
M In case there are issues while doing the changes, then we can revert
Q back the changes using the command cp

[root@localhost ~]# cp .bash profile .bash profile
backup.

Now we have set the environment variable for Windows and Linux environments,
but how can we verify whether the environment is set properly or not?

Before we start installation of Apache Tomcat 7, let's quickly verify the environment
variable on both the OSes.

In the Windows environment, variables can be verified using the following
command:

echo %VARIABLE NAME%

For JAVA HOME:

C:\Users\user>echo %JAVA HOME%
C:\Program Files\Java\jdkl.6.0 24

For pATH:

C:\Users\user>echo %PATH%

C:\Program Files\PC Connectivity
Solution\;C:\Windows\system32;C:\Windows;C: \Windows\System32\Wbem;C:\
Program Files\Broadcom\Broadcom 802.11\Driver;

C:\Program Files\Java\jdkl.6.0 24\bin

[26]




Chapter 1

In Linux, we can use the following command to verify the environment variables:
echo $VARIABLE_ NAME

For JavA HOME:

[root@localhost ~]# echo $JAVA HOME
/opt/jdkl.6.0_24

For pATH:

[root@localhost ~]# echo $PATH

/opt/jdkl.6.0 24/bin:/usr/kerberos/sbin:/usr/kerberos/bin:/usr/local/
sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/root/bin

After verifying the environment variable on both the OSes, we are sure that
JAVA_HOME and PATH are properly set in the environment. We have completed the
prerequisites of installation of Apache Tomcat 7. Now, we can proceed with the
installation of Apache Tomcat 7.

Installation of Apache Tomcat 7

Let's start the installation of Tomcat 7 on different OSes. The steps involved to
install the software on Windows are discussed first, and then we move on to the
Linux environment.

Installation on a Windows environment

In this topic, we will discuss the steps involved during the software installation of
Tomcat 7. Following are the steps:

1. Download the latest stable version from the Tomcat official site, http://
tomcat.apache.org/download-70.cgi. We are downloading the 32-bit/64-bit
Windows Service Installer (pgp, md5). Once the download is complete, save
it in the software folder.

2. Double-click on apache-tomcat-7.0.14.exe. It will launch the setup
wizard.

If you don't find the exe file along with the downloaded folder,
download it using the link, http: //apache.osuosl.org/tomcat/
tomcat-7/v7.0.23/bin/. Save the file in the apache-tomcat folder.
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http://apache.osuosl.org/tomcat/tomcat-7/v7.0.23/bin/
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3. Then, click on Next button to continue, as shown in the following screenshot:

@ Apache Tomcat Setup I

oo — = elEly

Welcome to the Apache Tomcat
Setup Wizard

This wizard will guide you through the installation of Apache
Tomcat,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

/ /tomcat.apache.org

http

o
-

Apache Tomcat 7

l MNext = ] [ Cancel

4. An agreement pop-up is displayed. Click on I Agree. It means we agree to
use Tomcat 7 as per the GPL license, as shown in the following screenshot:

[] Apache Tomeat Setup [E=EE >

License Agreement i
Please review the license terms before installing Apache Tomcat,

Press Page Down to see the rest of the agreement.

Apache License D
Version 2.0, January 2004

TERMS AMD COMDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document. -

If you accept the terms of the agreement, dlick I Agree to continue. You must accept the
agreement to install Apache Tomcat.

Mullsoft Inskall System vz, 46

| <Back ‘\uw Cancel
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5. The following window shows us the different components we need to install:

6.

Apache Tomcat Setup

= [ [T eS|

Choose Components

Select the type of install:

Or, select the optional
components you wish to
install:

Choose which features of Apache Tomcat you want to install,

[Custom v]

- B Tomcat

- Start Menu Items
[+] Documentation
- Manager

- Host Manager

5[ Examples

Chedk the components you want to install and unchedk the components you don't want to
install, Click Mext to continue,

Description

Space required: 10.6MB

I

[ < Back ][ Next = ][ Cancel ]

In the next step, we have to configure the username and password for the
Tomcat Manager, as shown in the following screenshot. We have set the
Username and Password to admin. Click on Next.

@ Apache Tomcat Setup: Configuration Cphions

o [

Configuration
Tomcat basic confiquration.

HTTP/1.1 Connector Port

Tomcat Administrator Login (optional)
User Mame
Password

Roles

3080

admin

admin-gui,manager -gui

l < Back ” Mext = J l Cancel
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7. In the next window, it will pick up the Java version from the Java_ HOME
variable, if the variables are properly defined, as shown in the following
screenshot:

|

@ Apache Tomecat Setup: Java Virtual Machine path selection =RECIE X
Java Virtual Machine ~
Java Virtual Machine path selection,

Please select the path of a Java SE 6.0 or later JRE installed on your system.

C:\Program Files\Java'ljres E]

[ < Back ][ Mext = ][ Cancel ]

8. The next window displays the installation path of Tomcat. By default, we use
C:\Program Files\Apache Software Foundation\Tomcat 7.0.In case
we want to change it, then we have to click on Browse and select the desired
path. Click on Install, as shown in the following screenshot:

@ Apache Tomcat Setup _ E=HEET

Choose Install Location i .
Choose the folder in which to install Apache Tomcat.

Setup will install Apache Tomcat in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Apache Software Foundation{Tomcat 7.0

Space required: 10.6MB
Space available: 37.0GE

[ < Back ][ Install ] [ Cancel

— e
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9. It's the final step of the Tomcat 7 installation. This will display the successful
implementation of Tomcat, as shown in the following screenshot:

B =

Completing the Apache Tomcat
Setup Wizard

@ Apache Tomcat Setup

apache Tomcat has been installed on your computer.,

Click Finish to cose this wizard.

Run Apache Tomcat

Show Readme

http:/ /tomcat.apache.org

e,
e

Apache Tomcat 7

< Back ]I Finish Cancel

|

Installation on a Linux environment

Installation of Tomcat 7 is quite simple in a Linux environment as compared to
Windows. It can be done in just three steps:

1. Download the latest stable version from Tomcat's official site http://
tomcat .apache.org/download-70.cgi. Once the download is complete,
save it in the /opt location. Unzip the Tomcat 7 source, that is, apache-
tomcat-7.0.12.zip using the following command:

[root@localhost optl# unzip apache-tomcat-7.0.12.zip
2. After you unzip the apache-tomcat-7.0.12.zip, it will create the

directory named apache-tomcat-7.0.12 in the opt directory. Go to the bin
directories of apache-tomcat-7.0.12 using the following command:

[root@localhost optl# cd apache-tomcat-7.0.12/bin/
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3. Run the following command. If you fail to run the following command, then
Tomcat services will not come up. By default, the package comes with read/
write permissions, but no execution permissions are given to the package.
We have to manually change the permissions:

[root@localhost bin]l# chmod 0755 *.sh
[root@localhost bin]# pwd
/opt/apache-tomcat-7.0.12/bin

The chmod 0755 fileisequivalentto u=rwx (4+2+1),go=rx
s (4+1 & 4+1). The 0 specifies no special modes.
After this step, the installation of Tomcat is complete in Linux.

Startup and shutdown of Tomcat services

We have now completed the installation of Apache Tomcat on both the OSes. Now,
it's time to start the services and verify the setup we have created up to now. So why
waste time, let's rock and roll.

Services in Windows
In Windows, we can start/stop the services using two methods:
e Through the Microsoft Management Console (MMC): Go to Start | Run |

services.msc. When the MMC opens, as shown in the following screenshot,
you can start/stop services based on the requirement:

. Services (Local)

s

Apache Tomcat 7 MName Description Status Startup Type Log On As

. Andrea 5T Filters Service Started Automatic Local Syste...
;t—cf t:fhse”"e Apache Tomcat 7 Apache Tomcat 7.0.14 Server - httpi//tom... Stated  Manual Local Syste...
Sesan fesenace Apache2.2 Apache/2.217 (Win32) mod_apreq2-2009...  Started Autematic Local Syste...

Application Experience Processes application compatibility cache.. Started Automatic Local Syste...
Description:
Apache Tomeat 7.0.14 Server -
http://tomcat.apache.org/

Application Information Facilitates the running of interactive appli..  Started Manual Local Syste..
Application Layer Gateway Service  Provides support for 3rd party protecol pl.. Manual Local Service

Audio Service Manages audic jack cenfigurations. Started Automatic Local Syste...

e Apache monitor console: Tomcat comes with a very handy tool for
administration, which is popularly known as the Apache monitoring console.
It's very useful in managing the Tomcat instance (service recycle, enabling
logs, and JVM configuration).The following screenshot shows the recycle
process using the Tomcat monitoring console. To start/stop services, go to
Start | Programs | Apache-Tomcat7 | apache-tomcat monitor Start/Stop.
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\g Apache Tomcat 7 Properties

General |Lug on | Logging I Java | Startup | Shutdown

Service Name: Tomcat?
Display name: Apache
Description: Apache Tomcat 7.0. 14 Server - http:/ftomcat.apache.
Path to executable:

C:\Program Files\Apache Software Foundatior cat 7. 0%bin\tomcaty
Startup type: Manual -
Service Status:  Started

Start  Stop ‘ Pause

[ ok

] [ Cancel Apply

Services in Linux

The Linux startup process is completely different. Here, we have to run the startup/
shutdown scripts manually to bring the services online. Let us start the services on

Linux to verify the installation.

Before that, let's quickly verify the configuration. Tomcat 7 comes with different

scripts, through which we will verify the complete installation. There is a very good
script placed in the Tomcat bin directory named as version. sh, through which we
can verify the complete Tomcat version and system information. Let's run the script

using the following command:

[root@localhost bin]l# ./version.sh

Using CATALINA BASE:

/opt/apache-tomcat-7.

Using CATALINA HOME:
Using CATALINA TMPDIR:
Using JRE HOME:

Using CLASSPATH:

/opt/apache-tomcat-7.
/opt/apache-tomcat-7.

/opt/jdkl.6.0 24

/opt/apache-tomcat-7.

apache-tomcat-7.0.12/bin/tomcat-juli.jar
Server version: Apache Tomcat/7.0.12

Server built: Apr 1 2011 06:13:02

.12
.12
.12/temp

.12/bin/bootstrap.jar:/opt/
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Server number: 7.0.12.0

OS Name: Linux

0S Version: 2.6.18-8.el5
Architecture: i386

JVM Version: 1.6.0 24-b07

JVM Vendor: Sun Microsystems Inc.

There is one more script in the Tomcat bin directory that is very useful.
configtest.sh is used to check any configuration changes in scripts. This script
performs a quick configuration check on the system and finds the errors. Let's run
the script using the following command:

[root@localhost bin]l# ./configtest.sh

Using CATALINA BASE: /opt/apache-tomcat-7.0.12
Using CATALINA HOME: /opt/apache-tomcat-7.0.12
Using CATALINA TMPDIR: /opt/apache-tomcat-7.0.12/temp
Using JRE HOME: /opt/jdkl.6.0 24

Using CLASSPATH: /opt/apache-tomcat-7.0.12/bin/bootstrap.jar:/opt/
apache-tomcat-7.0.12/bin/tomcat-juli.jar

May 22, 2011 4:06:16 PM org.apache.coyote.AbstractProtocolHandler init
INFO: Initializing ProtocolHandler ["http-bio-8080"]

May 22, 2011 4:06:16 PM org.apache.coyote.AbstractProtocolHandler init
INFO: Initializing ProtocolHandler ["ajp-bio-8009"]

May 22, 2011 4:06:16 PM org.apache.catalina.startup.Catalina load

INFO: Initialization processed in 1401 ms

% configtest.shis available in a Linux environment only.

Y

After doing the configuration check, start the Tomcat services. The Tomcat services
can be started using the startup.sh in the bin directory.
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Startup script

To start the Tomcat services, you have to perform the following mentioned steps:

1. The first step is to change the directory from the current location to the
Tomcat directory.

[root@localhost bin]l# cd /opt/apache-tomcat-7.0.12/bin/

2. Inthe bin directory, we will find the entire executable for Tomcat. To start
the services, we have to use the following command. Once you execute the
startup command, it will display the parameters which are essential for
booting Tomcat. Some of them are CATALINA BASE, CATALINA HOME, JRE_
HOME, and so on.

[root@localhost bin]l# ./startup.sh

Using CATALINA BASE: /opt/apache-tomcat-7.0.12
Using CATALINA HOME: /opt/apache-tomcat-7.0.12
Using CATALINA TMPDIR: /opt/apache-tomcat-7.0.12/temp
Using JRE HOME: /opt/jdkl.6.0 24

Using CLASSPATH: /opt/apache-tomcat-
7.0.12/bin/bootstrap.jar:/opt/apache-tomcat-7.0.12/bin/
tomcat-juli.jar

Shutdown script

A Tomcat shutdown script is also available in the bin directory named as . /
shutdown. sh. Let's execute the script to know the output. The details are as follows:

[root@localhost bin]l# cd /opt/apache-tomcat-7.0.12/bin/
[root@localhost binl# ./shutdown.sh

Using CATALINA BASE: /opt/apache-tomcat-7.0.12

Using CATALINA HOME: /opt/apache-tomcat-7.0.12

Using CATALINA TMPDIR: /opt/apache-tomcat-7.0.12/temp
Using JRE HOME: /opt/jdkl.6.0 24

Using CLASSPATH: /opt/apache-tomcat-
7.0.12/bin/bootstrap.jar:/opt/apache-tomcat-7.0.12/bin/tomcat-juli.jar
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Verification of Tomcat status

Once we have executed the startup scripts, the next step is the verification of the
Tomcat services, to check whether services are coming up fine or not. By default,
Tomcat runs on HTTP port 8080 and can be accessed on the web browser using the
URL, http://localhost:8080. We then find the Tomcat welcome page, which
shows that Tomcat is installed correctly and running fine in the environment, as
shown in the following screenshot:

€| http://localhost:8080/ |G| Q - AVG Secure Search Pl

AVG <[ ~ || B3 Search | [ Page Status || [ News~ | 2 + (] E-mail =~ Weather~ [ -
Home Documentation Configuration Wiki Mailing Lists Find Help
T Apache Software Foundation
Apache Tomcat/7.0.14 ‘ http://www.apache.org/

™  Recommended Reading: Server Status

% Security Considerations HOW-TO
Manager App
/& Manager Application HOW-TO —_—

Clustering/Session Replication HOW-TO .7%5[ Panzogy

Developer Quick Start

Tomcat Setup Realms & AAA Servlet Examples Servlet Specifications
Eirst Web Application JDBC DataSources JSP Examples Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 7.0 Documentation FAQ
restricted. Users are defined in z 7 _

Tomcat 7.0 Configuration Mailing Lists
$CATALINA_HOME/conf/tomcat-users.xml

Tomcat Wiki The following mailing lists are available
In Tomeat 7.0 access io the manager T
application is split between different users. Find additional important configuration announce@tomcat.apache.orq
Read more information in Important announcements, releases, security
R vuinerabilitv notificati {Low volume.

Once the welcome page for Tomcat 7 is displayed, we can verify the server status by
clicking on Server Status.

It will prompt for the user ID/password. Remember, we have created a user admin
that the user ID will be used here for access, as shown in the following screenshot:
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& = | [F hitp/localhost8080/managerstatus ~|@ || Q - AVG Secure Search Pl A
"

Fave - (o] | B3 Search | | (i Page Status || £y News - | 2 ~ (57 E-mail = ~ Weather - [

N

8 "Apache

Software Foundation
http://www.apache.org/

Server Status

List Applications ‘ HTML Manager Help | Manager Help ‘ Complete Serv|
Tomcat Version [ JVM Version [ JVM Vendor I 08 Name [ OS Version [ 08 Architectul
Apache Tomeat/7.0.14 | 1.6.0_24-b07 | Sun Microsystems Inc. | Windows Vista | 6.0 | 86

ree memory: 5.64 MB Total memory: 15.56 MB Max memory: 247.50 MB

'ajp-bio-8009"

lax threads: 200 Current thread count: 0 Current thread busy: 0
ax processing time: 0 ms Processing time: 0.0 s Request count: 0 Eror count: 0 Bytes received: 0.00 MB Bytes sent: 0.00 MB

Stage Time B Sent B Recv Client VHost Request

- Darca and nranara ranuact G+ Gandra E+ Einiching B+ Raady K+ Kaanal

Common problems and troubleshooting
in installation

There are multiple issues which may arise during the installation of Tomcat 7. Let's
discuss these issues:

Error: Permission denied for the Java binary

Scenario 1: The Java installation is not working, while executing the Java binary.

[root@localhost optl# ./jdk-6u24-linux-i586.bin

-bash: ./jdk-6u24-1linux-i586.bin: Permission denied
Issue: The Java binary doesn't have execute permissions with a specific user.

Fix: Change the permission to 0755 for . /jdk-6u24-1linux-i586.bin using the
following command:

chmod 0755 jdk-6u24-linux-i586.bin

% The chmod 0755 file is equivalent to u=rwx (4+2+1) ,go=rx
o (4+1 & 4+1).The 0 specifies no special modes.
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Error: Tomcat is not able to find JAVA_ HOME

Scenario 2: While starting the Tomcat startup script, the following error occurs:

[root@localhost binl# ./startup.sh
Neither the JAVA HOME nor the JRE_HOME environment variable is defined
At least one of these environment variables is needed to run this

program

Fix: Check the .bash_profile and find out whether the following mentioned entry
is present in the file:

JAVA HOME=/opt/jdkl.6.0 24
PATH=$JAVA HOME/bin:$PATH:$HOME/bin
export PATH JAVA HOME

Error: Error in the logs showing port already
in use

Scenario 3: Tomcat services is not displayed after running startup. sh.
Issue: This service is already running on the server.

Fix: Check for any Java process running in the system using the following command
in Linux:

Ps -ef |grep tomcat

This command will show all Tomcat processes. If any process is running on an OS,
kill it and run the startup scripts again.

In Windows, go to the Task Manager and check if any Java process is running
for Tomcat. If any process is running, then kill the process and restart the
Tomcat services.

Summary

In this chapter, we have covered the Apache Tomcat history and new features
introduced in Tomcat 7. We have done a step-by-step installation of Tomcat on
Windows and Linux operating systems. Also, we have discussed the common
problems that may arise during the installation and their possible solutions.

In the next chapter, we will discuss the various methods used for deployment in
Tomcat 7 and solution of issues that may occur during the deployment process.
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In the previous chapter, you have installed Apache Tomcat 7 on DOS (Windows) and
non-DOS (Linux/Unix,) operating systems. Now, it's time to discuss the different
configuration and deployment strategy tools used by different IT industries.

In this chapter, we will discuss the following topics:

e Configuration of Tomcat
e Configuration of the virtual directory

¢ Deployment of an application on Tomcat 7

Configuration files and their usage

Apache Tomcat 7 comes with a default setup, which can be directly used for a QA
environment. We can customize Tomcat based on the environment specification;
components such as Services, Servers, Engine, Connectors, Realm, and Valve can
be configured. The Tomcat configuration files are available in the conf folder. Let's
discuss the configuration properties and their usage.

Tomcat 7, by default, comes with seven configuration files (usually in XML format),
and these files are very useful in order to customize Tomcat, based on the environment
needs. We shall install in the production or development environment.
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The following screenshot shows the directory structure of the configuration directory
for Tomcat 7:

root@localhost confl$ 1= -1
otal 136

tomcat-users. xml
web.xml

-- 1 root root 1366

-— 1 root root 53273

IW-I——

IrwEr-xXr-x 3 root root 4036

rWw-r——r—— 1 root root 11888 catalina.policy
rWw-r—-—-r-- 1 root root S089 catalina.properties
rw-r——-r-— 1 root root 1428 context.xml
rWw-r—-—-r-- 1 root root 3213 logging.properties
rw-r—-r-— 1 root root 6645 server.xml

rW-r——

It's very important from an administrator's point of view, to know about the
configuration files and their usage in the Tomcat environment. Let's discuss the
configuration properties one-by-one, as follows:

e catalina.policy: This file describes the security policy permissions for
Tomcat 7. It enforces the security policy permissions by JVM on the
web application.

When catalina is executed with the -security option, the

security policy mentioned in the catalina file is used and the
i

web application security policy also gets executed.

e catalina.properties: This file contains the shared definition of the server,
shared loader, and JARs, which need to be scanned at the time of the
server startup.

e server.xml: This is one of the important configuration files of Tomcat. It
holds critical information, such as the I’ address, port, virtual host, context
path, and so on.

e tomcat-users.xml: This file is used for authentication, authorization,
and role-based definitions. It is used to implement a database of users/
passwords/roles for authentication and container-managed security. To
add/remove users or assign/unassign roles to existing users, edit this file.

e logging.properties: As the name suggests, it defines the logging
properties of the Tomcat instances (such as startup logs).

e web.xml: This defines the default values for all web applications loaded into
this instance of Tomcat, at the time of startup of the Tomcat instance. If a
web application has its own deployment descriptor, its content will always
override the configuration settings specified in this default descriptor.
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context .xml: The contents of this file will load with every application.
Configuration of parameters such as session persistence, Comet connection
tracking, and so on, are done here.

Any changes made in the server.xml file will be in effect
e after restarting the Tomcat instance.

M Application level resources are not defined in the web . xml

~Q of the configuration folder. It would be better to define these
in the application web . xm1.

Configuration of Tomcat 7

Until now, we have discussed the various configuration files of Tomcat 7. Now, the
interesting part starts while implementing these in practical, or on live systems.

Before we learn the details of the Tomcat server configuration, let's quickly
understand how the web application works from the following steps:

1.

Whenever you hit the URL (for example, www . abc . com), the browser will
contact the DNS server.

The DNS server will contact the ISP for the required information.

Once the web server accepts the request from the client browser, it will
redirect it to the database server.

In turn, the database server will retrieve the query and respond it back to the
web server.

The web server then forwards the same response to the client browser, and
finally, the client browser will display the content to the user.

[41]
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That's how the web browser gets the content generated by the web server.
The following figure explains the web application functionality and different
components, which play a vital role for the application to work:

Client browser
displays content

User hits the URL from —
the client browser ——> @
(www.abc.com)

Web server forwards the
response to the client
browser

Request first goes to

the DNS server, finds
the root, and resolves
DNS to IP

DNS server redirects the
request to the application
server to get the response

T

DB server responds to
&GQy/o the application server

DataSource configuration

For any web application, the database plays a very vital role as it's the backbone for
an enterprise application. For an application to perform well, the correct datasource
configuration is necessary at the application layer.

Before moving further, let's quickly discuss how the web application gets the
response from the database server.

1. Whenever you hit the URL (for example, www . abc . com), the request goes to
the web server.
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2. Once the web server accepts the request from the client browser, it will
analyze the request based on the query. If it requires the database (DB)
response, then it redirects the request to the database server.

3. Based on the query, the database server will retrieve the content and respond
to the web server. The web server then forwards the response from the
database server to the client browser.

This process flow is also explained in the following figure:

. Client browser displays
the content

User hits the URL from
the client browser ——> @

(www.abc.com)

Web server forwards the
Web server accepts the ————2 @ @ <—— response to the client
request from the client browser
browser

Web server analyzes
the request and sends
it to DB server for the
response

Database server retrieves
<— the query and responds
to the application server

After all the previous discussions, we now understand how the database request
flows in the web application. Now, it's time to do the real-time configuration of the
datasource of Tomcat 7. Some of the terminologies used in the database connectivity
are explained in the following content.
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JDBC

Java Database Connectivity (JDBC) is a Java-based data access technology is an
API through which the client accesses the server database. It is oriented towards a
relational database and provides a way to query and update the database.

JNDI

Java Naming and Directory Interface (JNDI) services are an API for the Java
platform, which provides naming and directory functionalities to applications
written using the Java programming language.

DataSource

It is a Java object used to access relational databases through the JDBC API. It works

well when integrated with the JNDI and after a datasource object is registered with a
JNDI naming service. Objects can be accessed by the application itself and connect to
the database.

The following are the parameters required for any database server to connect Tomcat
7 with the database and are also the prerequisites for datasource configuration:

e JP address
e Port number
e JNDI name

e Database user ID/password

Database servers in production

The applications which are hosted on the Internet, their web
. servers are always configured in the Demilitarized Zone (DMZ).
% For more information on the DMZ zone, please refer to http://

I~ en.wikipedia.org/wiki/DMZ (computing). Database servers
are placed in an internal network. In this situation, the firewall port
needs to be open between the web servers and the database server for
communication.

Database Connection Pool (DBCP) configuration is located in the TOMCAT HOME
or CATALINA HOME/lib/tomcat-dbcep.jar. This specific JAR is responsible for
connection pooling. The following screenshot shows the location of tomcat -
dbcep . jar. The following are the built-in properties of the Tomcat 7 server for
accomplishing a connection with the database:
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e Database Connection pool

¢ Common DBCP properties

root@localhost 1libl# cd fopt/fapache-tomcat-7.0.12/1ib/
root@localhost 1libl# 1= -1 tomcat-dbcp.jar
ITW—r——-r—— 1 root root 234639 Apr 1 18:15 tomcat-dbcp.jar

root@localhost 1lib]# I

e Configuration of the database server details in server.xml

e The database specific JAR or JDBC driver needs to be placed in the 1ib
directory

e The JNDI should be defined in the application web . xm1 file
e Application code should have proper JNDI configuration defined

There are many databases available in the market and every DB has its own advantage
and disadvantage. We will discuss the most common databases used in the enterprise
application and how to configure a datasource for these databases.

DataSource configuration consists of four major steps, irrespective of the
database used.

DataSource for Oracle

The Oracle database holds a major share in the IT market because of its features.
Following are the steps which you need to perform on the datasource configuration
of Tomcat.

1. By default, the definition of datasource values are defined in the global
section of server.xml. The following screenshot shows the datasource
details in server.xml:
<!-- Global JUNDI resources Documentation at /docs/jndi-resources-

howto.html-->
<GlobalNamingResources>

<!-- Editable user database that can also be used by
UserDatabaseRealm to authenticate users-->

<Resource name="jdbc/tomcat7" auth="Container"

type="javax.sqgl.DataSource"
driverClassName="oracle.jdbc.OracleDriver"

url="jdbc:oracle:thin:@127.0.0.1:1521:test"
description="test database for tomcat 7"
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username="admin" password="admin" maxActive="20" maxIdle="10"
maxWait="-1"/>
</GlobalNamingResources>

Resource name="jdbc/tomcatT" auth="Container™
type="javax.sgl.DataSource” driverClassName="oracle.jdbc.0OracleDriver"”

url="jdbc:oracle:thin:@127.0.0.1:1521 :my=sid"
description="User database that can be updated and saved"
username="admin" password="admin" maxfctive="20" maxTdle="10"
maxWaitc="-1"/>

2. Oracle JDBC driver classes should be placed in the CATALINA HOME/1lib/
folder of the Tomcat instance. For Oracle, either class 12 .9ar or
ojdbc14.jar is used.

By default, Tomcat accepts only * . jar. If the driver is in ZIP format,
*  thenrename it to . jar and then deploy it in the jar directory. Based on
% the version used in the environment, you can download the Oracle JAR
’ for free using the link, http://www.oracle.com/technetwork/
database/enterprise-edition/jdbc-10201-088211.html.

In case you have installed the Oracle database version 9i, then you
should use the oracle.jdbc.driver.OracleDriver class for JDBC
~ connections, and for versions above 9i, you should use oracle. jdbc.
Q OracleDriver class. oracle.jdbc.driver.OracleDriver is
deprecated and support for this driver will be discontinued from the
next major release.

3. It's always mandatory to define the Document Type Definition (DTD) for
the resource in the application web . xml. There is always a question that
comes to the mind of the administrator, why can't we define the application
specific DTD in the server web.xm1? The answer to that question is very
tricky. When the application is deployed, it will reference the application
web . xml for the resource, but not for the server web.xml. The server web .xml
should be used only for the server properties changes, such as the session
parameter and so on, which references to the web/application server specific.

<resource-ref>
<description>Oracle Datasource for tomcat </descriptions>
<res-ref-name>jdbc/tomcat7 </res-ref-names>
<res-type>javax.sql.DataSource</res-type>
<res-auth>Container</res-auths>

</resource-ref>
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4. After the previous step, the developer has to reference the JNDI in their code
file and connect it to the database.

DataSource for MySQL

MySQL is one of the biggest open source databases currently supported by Oracle. It
follows the same process as Oracle, but a few parameters vary. The following steps
are to be performed to configure the datasource for MySQL:

1. The following lines of code provide the definition of datasource in server.
xml By default, these values are defined in the global section.
<Resource name="jdbc/tomcat7" auth="Container"
type="javax.sqgl.DataSource"

maxActive="100" maxIdle="30" maxWait="10000"
username="tomcatuser" password="tomcat"
driverClassName="com.mysql.jdbc.Driver"

url="jdbc:mysqgl://localhost:3306/tomcat7"/>

2. The following lines of code provide the web.xml configuration for the
application. This should be placed on the WEB- INF/web .xml for the
application-specific content.
<web-app xmlns="http://java.sun.com/xml/ns/j2ee"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="http://java.sun.com/xml/ns/j2ee

http://java.sun.com/xml/ns/j2ee/web-app 2 4.xsd"

version="2.4">

<description>Tomcat 7 test DB</descriptions>

<resource-ref>
<description>DB Connection</descriptions>
<res-ref-name>jdbc/tomcat7</res-ref-name>
<res-type>javax.sqgl.DataSource</res-type>
<res-auth>Container</res-auths>

</resource-ref>

</web-app>

3. The MySQL JDBC driver is deployed in the CATALINA HOME/1ib/ folder
of Tomcat. MySQL 3.23.47 or Connector/J 3.0.11-stable are the most
common and widely used JAR files.

You can download the MySQL JAR freely from the open source
s website, http://dev.mysql.com/downloads/.
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4.

One of the most important points which the Tomcat administrator should
keep in mind is that, in MySQL, the DB should be configured with all
privileges for the DB server user. Log in to the MySQL prompt and run the
following command to grant the privileges:

mysqgl> GRANT ALL PRIVILEGES ON *.* TO tomcatuser@localhost
IDENTIFIED BY 'tomcat7' WITH GRANT OPTION;

mysql> create database tomcat7;

mysql> use tomcat7;

mysql> create table testdata ( id int not null auto increment
primary key, foo varchar(25), bar int);

M If you create the MySQL user without password, then the JDBC
Q driver will fail to connect and you will have an authentication error
in catalina.out.

DataSource for PostgreSQL

PostgreSQL is an open source and relational database. It is one of the oldest
databases (15 years old). It can be installed on multiple OSes, such as Windows,
Unix, MAC, and so on.

It has a four step configuration rule similar to Oracle as follows:

1.

The following code provides the definition of datasource in server.xml. By
default, these values are defined in the global section.

<Resource name="jdbc/tomcat7" auth="Container"
type="javax.sqgl.DataSource"
driverClassName="org.postgresqgl.Driver"
url="jdbc:postgresqgl://127.0.0.1:5432/tomcat7"
username="tomcat7" password="tomcat" maxActive="20" maxIdle="10"
maxWait="-1"/>

The PostgreSQL JDBC driver is deployed in the CATALINA HOME/lib/

postgresql-9.0-801.7jdbc3.jar folder of Tomcat.

Based on the version, the JDBC driver should be downloaded.
For more reference on the driver version, refer to http://
jdbc.postgresqgl.org/download.html.

[48]


http://jdbc.postgresql.org/download.html
http://jdbc.postgresql.org/download.html

Chapter 2

For the web. xml configuration of the application, use the following lines of
code. This should be placed in the WEB- INF/web.xm1 for the application-
specific content.

<resource-ref>
<description>postgreSQL Tomcat datasource </descriptions
<res-ref-name>jdbc/tomcat7 </res-ref-name>
<res-type>javax.sql.DataSource</res-type>
<res-auth>Container</res-auths>

</resource-ref>

At the end of these steps, the developer will reference the JNDI in his/her code file
and connect to the database.

Comparison of the datasource for
common databases

Until now, we have seen how the datasource is configured on different databases.
Let's quickly compare and find out what are the different syntaxes for each database:

Oracle: The following mentioned code describes the datasource parameter
for the Oracle database:

<Resource name="jdbc/tomcat7" auth="Container"
type="javax.sqgl.DataSource"
driverClassName="oracle.jdbc.OracleDriver"
url="jdbc:oracle:thin:@127.0.0.1:1521:test"
description="test database for tomcat 7"
username="admin" password="admin" maxActive="20"
maxIdle="10" maxWait="-1"/>

MySQL: The following mentioned code describes the datasource parameter
for the MySQL database:

<Resource name="jdbc/tomcat7" auth="Container"
type="javax.sqgl.DataSource"
driverClassName="org.postgresqgl.Driver"
url="jdbc:postgresqgl://127.0.0.1:5432/tomcat7"
username="tomcat7" password="tomcat" maxActive="20" maxIdle="10"
maxWait="-1"/>
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o PostgreSQL: The following mentioned code describes the datasource
parameter for the PostgreSQL database:

<Resource name="jdbc/tomcat7" auth="Container"
type="javax.sqgl.DataSource"
driverClassName="org.postgresqgl.Driver"
url="jdbc:postgresqgl://127.0.0.1:5432/tomcat7"

username="tomcat7" password="tomcat" maxActive="20" maxIdle="10"

maxWait="-1"/>
Database oracle Mysqgl Postgresql
classes oracle.jdbc.OracleDriver [com.mysgl jdbc.Driver  |org.postgresgl.Driver
Port 1521 3306 8432
JOBC driver ojdbc14 jar MySQL 3.23.47 postgresgl-9.0-801 jdbc3 jar

In the previous figure, we have defined each driverclassName, port, and JDBC
driver for each database and tabulated to conclude that if you know the details for
connectivity with the database, you can configure any new database very easily.

Tomcat Manager configuration

Every vendor has a predefined set of libraries through which
you can connect to its database. If you need to connect to any
other database, which is not mentioned here, then you can
visit the vendor websites for support information.

The Tomcat Manager is a very powerful tool for Tomcat administration. In

production server issues, it's not possible to be in the data center at all times.
Sometimes, we have to connect to Tomcat remotely to resolve the issues and that is
when the Tomcat Manager is very useful for handing a critical issue. It comes with
the following features:

e Deployment of a new application remotely

e Idle session clearing

¢ Undeployment of an application without restarting the container

e Analysis of memory leaks
e JVM status

e Server status
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Enabling the Tomcat Manager

By default, the Tomcat Manager is disabled in Tomcat 7. To enable the Tomcat
Manager, you have to do the configuration in the default file, that is, tomcat-users.
xml in the conf folder of Tomcat 7.

In this file, user roles and their authentication are configured. Let's quickly discuss
the configuration parameters for enabling the Tomcat Manager.

Before enabling the Tomcat Manager, an authentication window will pop-up while
browsing the Tomcat page, as shown in the following screenshot:

Home Documentation Configuration Wiki Mailing Lists Find Help

e Apache Software Foundation
Apache Tomcat/7.0.14 ‘phnp://www.apa:ha.org/

™ o dod Doodi

f y T Server Status
Authentication Required R

ﬁ Q A usemame and password are being requested by http://localhost:8080, The site says: "Tomeat liapanspany
/ Manager Application”

Host Manager

User Name:

Password:
Developer Quick Sta
Tomcat Setup ications
First Web Application JDBC DataSources JSP Examples Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 7.0 Documentation FAQ

restricted. Users are defined in

Tomcat 7.0 Configuration Mailing Lists

The following screenshot shows the tomcat-users.xml section before enabling the
user properties:

tOomcat-users>

]__

NOTE: By default, no user is included in the "manager—-gui™ role regquired
to operate the "/manager/html" web application. If you wish to use this ag

yvou must define such a user - the username and password are arbitrary.
=
L.
HOTE: The sample user and role entries below are wrapped in a comment
and thus are ignored when reading this file. Do not forget to remove
<!.. ..> that surrounds them.
=3

| J—

<role rolename="tomcat"/>

<role rolename="rolel"/>

<usSer username="tomcat" password="tomcat" roles="tomcat"/>
<user username="both" password="tomcat" roles="tomcat,rolel"/>
<user username="rolel" password="tomcat" roles="rolel"/>

=

Fftomcat—users>
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After enabling the Tomcat Manager, the user will get a message in the command
prompt, as shown in the following screenshot:

<role rolename="tomcat"/>

<role rolename="rolel"/>

<user username="admin" password="admin" roles="tomcat"/>

<user username="both" password="admin" roles="tomcat,rolel"/>

<user username="rolel" password="adminﬂ roles="rolel"/>
</tomcat-usersy

By default, Tomcat 7 comes with two users, tomcat and rolel. If you want to add

more users based on your system requirement, you can add here and define the role.

Once you enable the Tomcat user configurations, this configuration will be in effect

after the Tomcat recycle.

You can browse the Tomcat Manager using the URL http://localhost:8080/ and

click on Manager App, as shown in the the following screenshot:

™  Recommended Reading: Server Status

Security Considerations HOW-TO
a&\

Manager Application HOW-TO
Clustering/Session Replication HOW-TO Host Manager

Developer Quick Start

Tomcat Setup Realms & AAA Servlet Examples Servlet Specifications
First Web Application JDBC DataSources JSP Examples Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomecat 7.0 Documentation FAQ
restricted. Users are defined in R . .

Tomcat 7.0 Configuration Mailing Lists
$CATALINA_HOME/COnf/tomcat-users.xml

Tomcat Wiki The following mailing lists are available:
In Tomcat 7 0 access fo the manager -
application is split between different users Find additional important configuration announce@tomcat.apache.orq
Read more. information in Important announcements, releases, security
—— vulnerability notifications. (Low volume).

http://localhost:8080/examples/servlets/ SCATALINA HOME/RUNNING.txt

€ )» -|ef|Q- Ay Pl A B
. == 5]
B AVG - (O~ | Tomcst Web Application Manager _+ | B3 Search | [ Page Stotus || EJ Mews - | 2/ - (7 E-mail - ~ 30°C- 3 -
Home Documentation Configuration Wiki Mailing Lists Find Help
> e Apache Software Foundation
Apache Tomcat/7.0.14 M hitp://www apache org/

Once the authentication page is displayed, provide the user ID/password (user =
admin, password = admin) as it's already defined in tomcat -users.xml. Click on
OK. The pop-up will redirect it to the Tomcat Manager console, as shown in the
following screenshot:
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B P [ nttp://localhost8080/manager/html ~e Pl B
D — =
AVG - [CL- ] | 3 Search | |- s Page Status || ) News - | 2 - (20 E-mail - = 30°C- B -
8. " Apache &
Software Foundation
http://www.apache.org/
Tomcat Web Application Manager
CK
essage:
Wanager
ist Applications HTML Manager Help Manager Help Server §
Applications
ath Version Display Name Running | Sessions Commands
Start | Stop | | Reload | | Undeploy
Nene specified Welcome to Tomcat true 1
Expire sessions | with idle = 30 minutes
ocs None specified Tomcat Documentation true 0
with idle = 30 minutes
Start | Stop | | Reload | | Undeploy
pxamples Nene specified Senlet and JSP Examples true )
Expire sessions | with idle = 30 minutes
0st-manager None specified Tomcat Host Manager Application true 0
with idle = 30 minutes
Start Stop Reload Undeploy
anaper None snecified Tomeat Manager i 2

Through this console, we can deploy the new application or modify the current
application's state to stop, undeploy, start, reload, clear sessions, and so on. Also, we
can check the current status of the server by clicking on the Server Status, as shown

in the following screenshot:

hitp://localhost8080/manager/htm

M Apache
ftware Foundation

tp://www.apache.org/

-] ~ | E3 Search | [ Page Status || ) News - | @ + (57 E-meil -+ = 30°C- B -

™

Tomcat Web Application Manager

OK ‘
ations HTML Manager Help Manager Help J____..( Server Status
mm——— B I,
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The following screenshot shows the Server Status:

SRS = § = - - 1Ll

\‘_')'-“ (] tp ot i BRI JH S RS o EE LS Ak e S Fla B 5
o Ao « | @ search | [ Pagestann || I News = | 3 = (T Emen s = 307ce B-
Server Status

~ Complete Server Status

Toment Version [ wmvemion | VM Vandor | 05 Name OSvemion | 0s
| Apachy Tomeati?,0.14 [ 16.0_24-607 ] Sun Miciosystems Inc. [ Windaws Vista | 60 [ i |

Frme mamary: 8,99 M Tatal memary: 15.56 MB Max memory: 247,50 MB

"ajp-bio-8009"

Hax threads: 200 Current theead count: 0 Current theead busy: 0
Hax processng time: @ ms Processng trme: 0.0 5 Request count: O Error count: 0 Bytes receved: 0.00 M8 Bytes sent: 0.00 MB

Stage Time B Sent B Recv Client VHost Request
P: Parse and peepare raquest S: Sanvice F: Finshing R: Ready K: Kzepabve

"http-bio-8080"

M threads: 200 Qurrent thread count: 10 Current thread busy: 1
Max processing tme: 2353 ms Processng Tme: 6.732 5 Request count: 6% Ermar counts 13 Bytes recewed: 0.00 M8 Bytes sent: 0,43 MB

Stage Time B SentB Recv  Client VHost Request
R 7 7 7 ? 7 n
R 7 7 ? ? 7 ?

5 4ms OKB OKB 00000001 locahost GET imanagerstatus?org apache cataling fiters CSRF_NONCE=CAF3DBABEDSAABB2EEASE628E9BCSEEED HTTP 1

The server status will define the following details:

e JVM status

°  Max memory
° Total memory

Free memory

e Connection of AJP port 8009

°  Connection state
¢ Data sent

°  Data received

°  C(lient

°  Virtual host
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e Connection on HTTP port 8080

o

Connection state

[e]

Data sent

o

Data received
°  (lient
°  Virtual host

e Server information

°  Tomcat version

[e]

OS version

°  JVM version

[e]

System architecture

Context path

The context path is a key element of a web application. It's also used for a virtual
host. Virtual hosting can be defined as a method through which you can host
multiple domain names on the same web server or a single IP.

The context path is also used to define the URL mapping for the . war files.

Many people ask why we need the context path. Instead, can we deploy the
application on one root directory? The answer is, by defining the context path, we
minimize the load on the server. When the server gets the request with the URL, it
will check the server.xml or context path for the defined URL. If it's found, then the
URL will be served from here, otherwise the server has to search all the deployed
WAR files. Hence, the context path reduces the CPU cycle.

The second important advantage is, it gives us freedom to customize the application
based on our requirement, such as logging, appBase, DB connection, and so on.

Let's consider a scenario for a large enterprise where a single application needs to
be deployed on 100 Tomcat servers. Now it's impossible to deploy the application
on every server, and so, in that case Common NAS share is used for the application
deployment.
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Enabling the context path

The context path in Tomcat can be enabled in two ways:

e GUI using the Tomcat Web Application Manager

¢ Command-line configuration in server.xml

GUI using the Tomcat Web Application Manager

For enabling the context path in the Tomcat Manager, you have to first log in to
the Tomcat Manager app using the URL http://localhost:8080. Then click on
Manager App, as shown in the following screenshot:

€)= ~ @[ Q - AVG Secure Search Pl B
M AVG - [~ [Tomcat Web Application Manager | 3 Search | | [ Page Status || ) News = | 2 - (=7 E-mail - =~ 30°C- [ -
Home Documentation Configuration Wiki Mailing Lists Find Help
The Apache Software Foundation
Apache Tomcat/7.0.14 \ hitp:/fwww. apache. org/

™

Recommended Reading: Server Status

% Security Considerations HOW-TO
/‘\ Manager Application HOW-TO
Clustering/Session Replication HOW-TO

Host Manager

Developer Quick Start

Tomcat Setup Realms & AAA Servlet Examples Servlet Specifications
First Web Application JDBC DataSources JSP Examples Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 7.0 Documentation EAQ
resiricted. Users are defined in . . R

Tomcat 7.0 Configuration Mailing Lists
SCATALINA HOME/conf/tomcat-users.xml

Tomcat Wiki The following mailing lists are available
In Tomcat 7.0 access to the manager -
application is split between different users Find additional important configuration announce@fomecat.apache.org
TR information in Important announcements, releases, security

vulnerability notifications. {Low volume}.

http://localhost:8080/ examples/servlets/ $CATALINA_HOME/RUNNING.txt

It then displays the Tomcat Web Application Manager console and its features, as
shown in the following screenshot:
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B A [#] nttp://localhost:3080/manager/html ~lal[a~ ave ol el B
B =) =]
AVG - [CL-] | B3 Search | | [ Page Status || X News « | 2/ + (0 E-mail -~ 30°C~ [~
8. Apache %
http://www.apache.org/
Tomcat Web Application Manager
O
essage:
Wanager
ist Applications HTML Manager Help Manager Help Server Si
Applications
ath Version Display Name Running | Sessions Commands
Start | Stop | | Reload | | Undeploy
Nore specified Welcome ta Tomeat true 1
Expire sessions | with idle = 30 minutes
ocs None specified Tomeat Documentation true 0
with idle 2 30 minutes
Start | Stop Reload Undeploy
pxamples None specified Senet and JSP Examples true 2
Expire sessions | with idle = 30 minutes
Start Undeploy
0st-manager Norie specified Tomeat Host Manager Application true 0
with idle = 30 minutes
Start Stop Reload Undeploy
~nanar None spacified Tomeat Mananer Anolication trie

You can create the context path using the Deploy tab. Click on Browse and select the
required WAR file. Then click on Deploy. It will take 10 to 15 seconds to deploy the
application and you will see a page similar to the following screenshot:

Downloading the example code
M You can download the example code files for all Packt books you have
Q purchased from your account at http: //www. packtpub. com. If you
purchased this book elsewhere, you can visit http: //www.packtpub.
com/support and register to have the files e-mailed directly to you

WAR file to deploy

Select WAR file to upload Di\packtpub\sample.war Browse_

Deploy

The following screenshot shows the application deployment status and
administrative controls such as Stop, Reload, and Undeploy:

[ Expire sessions | with idle = 30 minutes

[sample None specified Hello, World Application true

e
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Once the application is deployed successfully, you can browse the application using
the URL http://localhost:8080/sample, as shown in the following screenshot:

AVG - [ .~ | Tomcat Web Application Manager | [E3 Search | [ Page Status || EJ News = | 2/ - (57 E-mail - =~ 30°C- [ -

Sample "Hello, World" Application
1Ani~\

This is the home page for a sample application used to illustrate the source directory organization of a web application utilizing the principles outlined in the Applicati

&« http://localhost8080/sample/ - @ || - AVG Secure Searct
P

To prove that they work, you can execute either of the following links:

* To a JSP page.
* To a serviet.

Command-line configuration in server.xml

Another way of adding the context path in Tomcat 7 is by editing server.xml. But,
you need to have a good understanding of XML. Let's quickly discuss the changes
that need to be done on the Tomcat server.

<Context path="/sample" docBase="/opt/" reloadable="true"
swallowOutput="true">
<WatchedResource>WEB-INF/web.xml</WatchedResources>
<Logger className="org.apache.catalina.logger.FileLogger"
prefix="www-sample-com-log." suffix=".txt"
timestamp="true"/>
</Context>

<Context path="/zample™ docBase="/opt/" reloadable="true"
swallowlutput="trus">
(WatchedResource>WEB-INF/web.xml</WatchedResource>
<Logger className="org.apache.catalina.logger.FileLogger™
prefix="www-example-com-log." suffix=".txt"
timestamp="true"/>

</Context>

Now, it's time to discuss the parameters defined in the context path. The previous
screenshot shows the details for the context path.

e path="/sample": It defines the path URL for the server request, for example,
http://localhost:8080/sample.

e docBase="/opt/": It defines the document root for the context path.
In simple language, this parameter defines the place from where the
deployment .war file gets picked up.
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e reloadable="true": If this parameter is true, then every change done on
the WAR file will be in effect automatically without a Tomcat recycle.

e swallowOutput="true": If this parameter is set to true, then the output for
System.out and System.err will be redirected to the application log.

It's always recommended to take the backup of the existing
s configuration file before performing changes in Tomcat.

Deployment in Tomcat 7

Deployment is basically defined as the installation of the WAR files in the web
application. In other words, we can define the unpacking of the WAR file in the
Tomcat webapps directory.

Structure of the WebArchive

You develop your web application within a specified directory structure so that it
can be archived and deployed on Tomcat 7. All servlets, classes, static files, and other
resources belonging to a web application are organized under a directory hierarchy.
The root of this hierarchy defines the document root of your web application. All
files under this root directory can be served to the client, except for files under the
special directory WEB- INF, located under the root directory. The name of your web
application is used to resolve requests for components of the application.

Always place private files (files which are not required to serve to the
client) in the WEB- INF directory, under the root directory. All files
’ under WEB- INF are private, and are not served to the client.

e WebApplicationName/: In this directory (or a subdirectory), all the static
files, such as HTML and JSP files are placed. This directory is the document
root of your web application.

® /WEB-INF/web.xml:It contains the deployment descriptor for the web
application. Resources specific to the application are placed here.

e /WEB-INF/classes: This contains all the server-side classes or your
application-specific third-party classes.

e /WEB-INF/1lib: This directory contains JAR files used for the JSP completion.
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e web.xml: It contains the details of all your dynamic files (servlets and JSP)
and also other configuration-related information such as session time out and
defining the datasource (access to DB).

<servlets>
<servlet-name>classB</servlet-name>
<servlet-class>class.classB</servlet-class>
</servlet>

In the previous snippet, we are mapping the name to the servlet class (when
Tomcat 7 starts, it will create an object of the class and map it to the name we
have provided in the servlet-name field).

classB =new class.classB ()
<servlet-mapping>
<gservlet-name> classB </servlet-names

Archive Files

In most production environments, you receive a deployment unit as an archive file
from the developer. An archive file is a single file that contains all of an application
or module's classes, static files, directories, and deployment descriptor files. Archive
files are typically created by using the JAR utility or Ant JAR tool.

Deployment units that are packaged using the JAR utility have a specific file
extension depending on the type, as explained in the following points:

e EJBsare packaged as . jar files

e Web applications are packaged as .war files

e Resource adapters are packaged as . rar files

e Enterprise applications are packaged as .ear files, and can contain any
combination of EJBs, web applications, and resource adapters

e Web services can be packaged either as . ear files or as . war files

Exploded archive directories

An exploded archive directory contains the same files and directories as a JAR
archive. However, the files and directories reside directly in your filesystem and are
not packaged into a single archive file with the JAR utility.

A deployment unit should be deployed as an exploded archive directory, rather than
a single archive file, in the following circumstances:

e You want to perform partial updates to a deployed application without
redeploying the entire application.

[60]



Chapter 2

¢ You want to use the Tomcat Manager to dynamically edit and persist
selected deployment descriptor values for the deployment.

It's not possible to edit deployment descriptor values in the console
s for deployments from the archive files or . war files.

¢ You are deploying a web application that contains static files that you will
periodically update. In this case, it is easier to deploy the application as
an exploded directory, because you can update and refresh the static files
without re-creating the archive.

Deployment operations

The deployment tools provide support for performing these common
deployment operations:

e Deploy: It makes deployment source files available to target servers and
loading classes into class loaders so that applications are available to clients.

¢ Redeploy: It updates a deployment unit or part of a deployment unit
(for example, a WAR, a module within a WAR, or a static file in a Web
Application) that is currently deployed and available to clients. When
redeploying an entire application, all of the application's modules must
redeploy successfully or the entire application is stopped.

An application becomes unavailable to clients during redeployment.
The Tomcat 7 server doesn't guarantee the operation of the application
and deployment task if there is an access from the client at this time.
’ For this reason, redeployment is not recommended for use in a
production environment.

e Stop: This unloads an application's classes and makes an application
unavailable to clients. Stopping still leaves the deployment files and
deployment name available to the target servers for subsequent
redeployment or starting.

e Start: It reloads an application's classes into class loaders and makes the
application available to clients. Starting requires that the deployment files be
available on the target servers as a result of an earlier deployment.

e Undeploy: This stops a deployment unit and then removes its deployment
files and the deployment name from the target servers.

[61]



Configuration and Deployment

An application becomes unavailable to clients during undeployment.
@’@‘\ The Tomcat 7 server doesn't guarantee the operation of the application
’ and deployment task if there is an access from the client at this time.

Types of deployment

The deployment staging mode determines how deployment files are made available

to the target servers that must deploy an application or standalone module. The
Tomcat 7 server provides three different options for staging files listed as follows:

e Stage mode

e Nostage mode

e External_stage mode

The following table describes the behavior and best practices for using the different
deployment staging modes:

Deployment Behavior When to Use

Staging

Mode

Stage The Tomcat administrator Deploying small or moderate-sized
first copies the deployment applications to multiple Tomcat 7
unit source files to the staging server instances.
directories of the target servers ) )
and then the target servers Deploying small or moderate-sized
deploy them using their local applications to a cluster.
copy of the deployment files.

Nostage The Tomcat administrator does ~ Deploying to a single server

not copy the deployment unit
files. Instead, all servers deploy
using the same physical copy
of the deployment files, which
must be directly accessible by
the Tomcat administrator and
target servers.

Nostage deployments of
exploded archive directories is
not recommended

instance.

Deploying to a cluster on a multi-
homed machine.

Deploying very large applications
to multiple targets or to a cluster
where deployment files are placed
on the server.
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Deployment Behavior When to Use

Staging

Mode

External _ The Tomcat administrator Deployments where you want to
stage does not copy the deployment = manually control the distribution

files. Instead, the administrator
must ensure that deployment
files are distributed to the
correct staging directory
location before deployment (for
example, by manually copying
files prior to deployment).

With external_stage
deployments, the Tomcat
administrator requires a copy
of the deployment files for
validation purposes. Copies of
the deployment files that reside
in the target servers' staging
directories are not validated
before deployment.

of deployment files to the target
servers.

Deploying to the server instance
where third-party applications
or scripts manage the copying of
deployment files to the correct
staging directories.

Deployments that do not require

a dynamic update of selected
deployment descriptors via the
Tomcat Manager (not supported in
external_stage mode).

Deployments that do not require
partial redeployment of the
application components.

Ways of application deployment in Tomcat 7

Deployment of applications can be done in many ways in Tomcat 7. There are five
different ways which are widely known and accepted in the various industries
displayed in the following figure:

War
deployment

Tomcat
Deployer
(TCD)

Unpacked
deployment

Tomcat 7
Deployer

Tomcat
Manager

Using ANT
scripts
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e War deployment: You can deploy the WAR file in the CATALINA BASE
directory of Tomcat and restart Tomcat to view the application. This
approach is widely used in the production environment.

e Unpacked deployment: In this deployment method, the WAR file is
extracted on the CATALINA BASE directory for the instance. This method is
commonly used in the development server.

o Tomcat Manager: It's a very good tool which is widely used in the
production environment, mainly in remote infrastructure deployment. You
can log in to the Tomcat browser from your system and deploy. Then click on
the new web application deployment, as shown in the next screenshot:

E P [# nttp://lacalhost:8080/manager/html ~|@||a - avGs
.

2 L

AVG - |- - | 3 Search | | [ PageStatus || £ News - | 3 - (] E-mail -~ 30°C- K3 -

8. Apache %

Software Foundation
http://www.apache.org/

Tomcat Web Application Manager

essage:

Wanager
ist Applications HTML Manager Help Manager Help Sever §
Applications
ath Version Display Name Running | Sessions Commands
Start | Stop | | Relead | [ Undeploy |
Nore specified Welcome to Tomcat true 1
\ Expire sessions |wnh idle = 30 minutes
Start | Stop Reload Undeploy
ocs None spesified Tomcat Documentation true 0
Expire sessions | with idle = 30 minutes
Start | Stop | | Reload | [ Undeploy |
pxamples None specified Senlet and JSP Examples true 2
| Expire sessions | with idle = 30 minutes
Start | Stop | [ Reload | [ Undeploy
10st-manager None specified Tomcat Host Manager Application true 0
Expire sessions | with idle = 30 minutes
Start Stop Reload Undeploy
=nager None snecified Tomcat Manaaer tre

You can create the context path using the Deploy tab. Click on
Browse and select the required WAR file. Then click on Deploy. It
will take 10 to 15 seconds to deploy the application and you will see a
page similar to the following screenshot :

WAR file to deploy

Select WAR file to upload D:\packtpub\sample.war | Browse_ |

| Deploy |
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°  The following screenshot shows the application deployment status
and administrative control such as Stop, Reload, and Undeploy:

Start | Stop | | Reload | | Undeploy |

=]

/sample None specified Hello, World Application true

| Expire sessions | with idle = 30 minutes

°  Once the application is deployed successfully, as shown in the
following screenshot, you can browse the application using the URL,
http://localhost:8080/sample:

& | [# http:/flocalhost:8080/sample/ -|c
At
MEAVG - [~ [ Tomeat Web Application Manager v | 3 Search || [ Page Status || B} News~ | 2 + (57 E-mail - =~ 30°C~ [ -
" 7 " 3 3
% Sample "Hello, World" Application
/ o, This is the home page for a sample application used to illustrate the source directory organization of a web application utilizing the principles outlined in the Applicati
To prove that they work. you can execute either of the following links:

* To a JSP page.
* To a serviet.

e Using ANT scripts: You can also deploy the application using the ANT scripts.
These scripts contain the information of the source/destination and target file.
For doing this deployment, the Tomcat instance should be running,.

e TCD (Tomcat Deployer): It is a tool which is used for application deployment.
ANT should be installed for the TCD to be working and the Tomcat instance
should be running. There is no need to install he TCD on the Tomcat instance.

Common issues in deployment,
configuration, and their troubleshooting

There are multiple issues which may arise after the deployment and configuration on
Tomcat. Let's discuss the different issues:

Scenario 1:
Issue: Users complain that after the deployment, they can still view the old code.
Troubleshooting steps:

o Check if the latest file is present on the doc base.

e Check the catalina.out in the logs directory of Tomcat 7 and whether the
WAR filename is deployed or not.
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If both are checked and the issue still persists, then stop the Tomcat service
and clear the content of the temp directory under the work/catalina/
localhost using the following command:
cd /opt/apache-tomcat-7.0.12/temp/

rm -rf ../temp/*

cd /opt/apache-tomcat-7.0.12/work/Catalina/localhost/
rm -rf ../localhost/*

Restart the Tomcat service and ask the user to test the application.

Scenario 2:

Issue: Users complaining that they can view the current deployed code on one node
and the other node still displays the previous version of the code.

Troubleshooting steps:

Check if the latest file is present on the doc base.

Check the catalina.out in the logs directory of Tomcat 7 and whether the
WAR filename is deployed or not.

If both are checked and the issue still persists, then stop the Tomcat service
on node2. Replicate the code from nodel and clear the content of the temp di-
rectory under the work/Catalina/localhost using the following command:
cd /opt/apache-tomcat-7.0.12/temp/

rm -rf ../temp/*

cd /opt/apache-tomcat-7.0.12/work/Catalina/localhost/
rm -rf ../localhost/*

Restart the Tomcat service and ask the user to test the application. Also, check
the database status on nodel and node2, if they are in replication.

Connect the database from both the nodes.

Scenario 3:

Issue: The Tomcat instance is not coming up after the changes made to server.xml.

Troubleshooting steps:

Go to the Tomcat bin directory.

Then, run the configtest. sh. It will give you the following output:
[root@localhost ~]# cd /opt/apache-tomcat-7.0.12/bin/
[root@localhost binl# ./configtest.sh

Using CATALINA BASE: /opt/apache-tomcat-7.0.12
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Using CATALINA HOME: /opt/apache-tomcat-7.0.12
Using CATALINA TMPDIR: /opt/apache-tomcat-7.0.12/temp
Using JRE HOME: /opt/jdkl.6.0 24

Using CLASSPATH: /opt/apache-tomcat-7.0.12/bin/bootstrap.
jar:/opt/apache-tomcat-7.0.12/bin/tomcat-juli.jar

Error: -
org.apache.catalina.startup.Bootstrap.main(Bootstrap.java:435)
Caused by: java.net.BindException: Address already in use

at java.net.PlainSocketImpl.socketBind(Native Method)

at java.net.PlainSocketImpl.bind(PlainSocketImpl.java:383)

at java.net.ServerSocket.bind(ServerSocket.java:328)

at java.net.ServerSocket.<init>(ServerSocket.java:194)

at java.net.ServerSocket.<init>(ServerSocket.java:150)

e It means that Tomcat is already running. Then, stop the web server and clear
the temp directory.

e Restart the services again.

Summary

In this chapter, we have discussed the configuration of Tomcat including data
source configuration for the different databases (Oracle, MySQL, and PostgreSQL)
and the context path creation using a sample application, various ways to perform
deployment including deployment using the Tomcat Manager for the sample
application. We also discussed troubleshooting of common issues.

In the next chapter, we will discuss performance tuning for Tomcat 7 in terms of the
JVM and OS level.
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Visualize that you are on a vacation, enjoying the trip, and at 2 o'clock in the
morning, your phone rings. You quickly pick up your phone to find out that your
boss is calling to say that ABC Company's web system is down and you have to
come online and fix the issue. If you don't want to face these sort of situations, please
read this chapter with more attention.

In this chapter, we will cover the major topics of performance tuning including
the following:

e Memory related issues
e JVM parameter optimization

e OS level optimization to improve the performance

Performance tuning for Tomcat 7

Performance tuning plays a vital role to run a web application without downtime.
Also, it helps in improving the performance of Tomcat while running the
applications. Tuning of the Tomcat server may vary from application to application.
Since every application has its own requirements, it is a very tricky task to tune
Tomcat 7 for every application. In this topic, we will discuss tuning of various
components of Tomcat, and how they are useful in the server performance. Before
we start with the configuration changes, let us quickly discuss why we need to

tune Tomcat.
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Why we need performance tuning?

People always ask, why do we need to do performance tuning for Tomcat 7 when, by
default, Tomcat 7 packages are customized for the production run.

The answer to this question is very subjective; every web application has its own
requirement. Some of the applications require high memory while others require
less memory but a high GC pause. It varies from application to application and the
administrator has to tune Tomcat based on the application's requirement.

Performance tuning is still incomplete with JVM tuning. There are multiple other
things which also play a key role in the performance of an application, such as database
configuration, OS level setting, and the hardware used for the application. The
following figure shows the different types of performance tuning done on Tomcat 7:

Infrastructure
&
0s

DB Tuning

Performance
Tuning

Middleware
Services

Application Code

There are different aspects, which have an impact on the performance of Tomcat 7,
mentioned as follows:

e Application Code: If the application code is not developed properly, it may
cause performance issues. For example, if the database connection from the
application code is not closed properly, then it will create a stale connection
in the database, hence, causing the application to run slowly.
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e Database Tuning: The database can cause major issues in the performance
of the application hosted in Tomcat. For example, if the database response
is slow, then it sends a delayed response to the application query, hence,
causing the application to run slowly in Tomcat 7.

¢ JVM Tuning: Every application has its own memory requirement. If an
application (say abc) has a very huge memory requirement and you have
allocated less memory, then you might face OOM (out of memory ) issues,
hence, causing performance issues.

e Middleware Services: Middleware services may lead to application
connectivity issues with the external interface. For example, nowadays,
mobile applications use web services to connect to the server and fetch
the application data. In this way, we are only exposing web services to the
Internet and not the entire application server.

¢ Infrastructure and OS: Infrastructure issues may also lead to performance
degradation. For example, if there is an Internet connectivity issue with
the network or there is a packet drop in the network, it causes
degraded performance.

We will discuss different ways of troubleshooting the previously mentioned issues in
Chapter 7, Troubleshooting in Tomcat.

. In70 percent of cases, the reason for bad performance of the

% application is incorrect code. There are various reasons such

s as improper closing of loops, connections are not closed, and
50 on.

How to start performance tuning

Performance tuning starts from the day the application deployment stage begins.
One may ask, as the application is only in the development phase, why do we need
to do performance tuning now?

At the time of the application development, we are in the state to define the
architecture of the application, how the application is going to perform in reality, and
how many resources are required for an application. There are no predefined steps
for performance tuning. But there are certain thumb rules which all administrators
should follow for performance tuning.
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The following figure shows the process flow for performance tuning;:

Performance Tuning Process

; Proper Logging and
Be Proactive I:"> Monitoring

Follow the Knowledge base
problem <:I for the
management application and
approach issue trends

Be Proactive: Think about the various ways an application failure may arise
in future (bottlenecks for the application). Then prepare a solution for the
application to avoid the failure. Keep track of application issues and use the
latest profiling tool available in the market.

_ If you are proactively checking the application and avoid
Q bottlenecks for the application, then around 70 percent of the issues
L are solved in the production environment. This approach will give
your customers great satisfaction when using the application.

Proper Logging and Monitoring: Proper logging should be enabled for
Tomcat, this will be really helpful in tracing the potential issues which
are about to occur in the production system. We will discuss different
methods of enabling logger in Chapter 6, Logging in Tomcat 7. It is always
recommended to monitor the system on a regular basis.

_ There are many monitoring tools available in the market, which
% give you a real picture of the application. Major enterprises use
L these kind of tools for profiling the application. For example,
JON(Jboss on Network), CA Wily, Nagios, Panorama, and so on.

Knowledge base for the application and issue trends: It is always
recommended to have a knowledge base for the application as the
application is running 24x7. Also, we should have a good documentation
for the application's support, so that everyone who is working on this
application has the same information on the issues.
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o Follow the problem management approach: Make it good practice to
perform the Root Cause Analysis (RCA) for every issue. This way recurrence
of this issue can be avoided in the future.

We have discussed the approaches for tuning Tomcat 7. Now, it's time to do
real-time performance tuning for Tomcat 7.

Tomcat components tuning

In Tomcat 7, you can do many configurations to improve the server performance,
threads tuning, port customization, and JVM tuning. Let's quickly discuss the major
components of Tomcat 7 which are important for performance improvement.

Types of connectors for Tomcat 7

Connectors can be defined as a point of intersection where requests are accepted
and responses are returned. There are three types of connectors used in Tomcat 7,
as shown in the following figure. These connectors are used according to different
application requirements. Let's discuss the usability of each connector:

Types of Connectors for
Tomcat 7

) Java HTTP Connector |

) Java AJP Connector |

) APR (HTTP/AJP) Connector |

[73]



Performance Tuning

Java HTTP Connector

The Java HTTP Connector is based on the HTTP Protocol, which supports only the
HTTP/1.1 protocol. It makes the Tomcat server act as a standalone web server and
also enables the functionality to host the JSP/servlet.

For more information on the HTTP Connector, please visit http://
s tomcat .apache.org/tomcat-7.0-doc/config/http.html.

Java AJP Connector

The Java AJP Connector is based on the AJP (Apache JServ Protocol) and
communicates with the web server through the AJP. This connector is mainly used
when you don't want to expose your Java servlet container to the Internet (using a
different frontend server) and is also very helpful where SSL is not terminating in
Tomcat 7. Some of the examples where the AJP is implemented are, mod_jk, mod
_proxy, and so on.

For more information on AJP Connectors, please visit the URL http://
i tomcat .apache.org/tomcat-7.0-doc/config/ajp.html.

APR (AJP/HTTP) Connector

Apache Portable Runtime (APR) is very helpful where scalability, performance, and
better collaboration are required with different web servers. It provides additional
functionalities such as Open SSL, Shared memory, Unix sockets, and so on. It also
enables Java to emerge as a web server technology rather than being absorbed on
backend technology. We will discuss the real-time implementation of the Tomcat
Connector in Chapter 4, Integration of Tomcat with the Apache Web Server.

For more details on the APR Connector, please visit the link
i http://tomcat.apache.org/tomcat-7.0-doc/apr.html.
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Thread optimization for Tomcat 7

Thread tuning plays a major role in Tomcat's performance. In most cases, we have
seen that a particular application works very well on other industries, but when
we implement the same application, its performance is degraded (application
performance issues). The reason being that there may be the chance that we

have done an improper tuning of the thread, which may lead to server-degraded
performance. Let's discuss the different components of thread tuning thread pools.

The thread pool can be defined as the capacity of the web server to accept the
number of connections or requests handled in Tomcat 7. We can configure two types
of thread pool; Shared pool and Dedicated pool. These configurations need to be
done in server.xml placed in TOMCAT HOME/conf/server.xml. Let us discuss these
methods and their configurations.

Shared thread pool (shared executor)

It can be defined as a thread pool which is shared among many connectors. For
example, if you have a four connector configuration, then you can share the same
thread pool for all connectors. Following is the process to configure a shared
thread pool:

1. Edit the server.xml and add the definition of the shared thread pool inside
the services section. The following highlighted code shows the thread pool:
<Executor name="tomcatThreadPool"

namePrefix="catalina-exec-"

maxThreads="150"
minSpareThreads="4"/>

2. Once you have defined the shared thread pool, call the reference of the
thread setting in the Connector definition for the services section of server.
xml, as shown in the following code:

<Connector executor="tomcatThreadPool"
port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

We have taken the default example given in server.xml to explain the shared pool.
In practice, you can define the shared pool based on the business requirement.
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Dedicated thread pool

It can be defined as a thread pool which is dedicated to only one connector
definition. For example, if the application is expecting a high load, then using a
dedicated thread pool is better for the connector, to manage the Tomcat instance
smoothly. Following is the process to configure a dedicated thread pool. The
highlighted code defines the values of a dedicated connection pool:

1. Edit the server.xml and define the configuration of the dedicated thread
pool inside the Connector section. The following highlighted code shows the
thread pool:

<Connector port="8443" protocol="HTTP/1.1"
SSLEnabled="true"
maxThreads="150"
scheme="https"
secure="true"
clientAuth="false" sslProtocol="TLS" />

Shared thread pool versus dedicated thread pool

Let us do a quick comparison between shared thread pool and dedicated thread
pool to find out where they can be used. The following table shows the comparison
between both the thread pooling methods for Tomcat 7:

Features Shared thread pool Dedicated thread pool

Number of users  Less High

Environment Development Production

Performance Low Good
maxThreads

maxThreads can be defined as the highest number of requests a server can accept.
By default, Tomcat 7 comes with maxThreads=150. In a production environment, we
have to tune the maxThreads based on the server performance.

Let's perform a real time maxThreads tuning. Let us assume we have
maxThreads=300 for an application. Now, it's time to determine the impact of the
thread tuning on the server. If the maxThreads is not configured properly, it may
degrade the server performance. How to find the impact on the server?
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The solution is to check the CPU utilization for the server. If the CPU utilization is
high, then decrease the value of the threads. This means the thread had degraded the
server performance, but if the CPU utilization is normal, then increase the value of
the threads to accommodate more concurrent users.

While setting the maxThreads, you have to consider other resources as
s well, such as the database connection, network bandwidth, and so on.

maxKeepAlive

It is defined as the number of concurrent TCP connections waiting in Tomcat 7. By
default, mnaxKeepalive is set to 1, which also means it is disabled.

If maxKeepalive = 1 then,

e SSLis not terminated in Tomcat
e Load balancer technique is used

o Concurrent users are more
If maxKeepalive > 1 then,

e SSL is terminated in Tomcat

L Concurrent users are less

JVM tuning

Before we start with JVM tuning, we should note that there are various vendors
available in the market for JVM. Based on the application requirement, we should
select the JDK from the vendor.

[ Sun JDK is widely used in the IT industries. ]
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Why do we need to tune the JDK for Tomcat?

Tomcat 7 comes with a heap size of 256 MB. Applications today need a large
memory to run. In order to run the application, we have to tune the JVM parameter
for Tomcat 7. Let's quickly discuss the default JVM configurations for Tomcat. The
following steps describe the method to find out the Tomcat Process ID (PID) and
memory values as shown in the next screenshot:

Run the following command on the terminal in Linux:
ps -ef |grep java

This will return all the Java processes running in the system, with all information
such as the PID, where Tomcat is running, and so on:

root@localhost binl#

root 4306 1 0 14:09 pts/1 00:00:04 /opt/jdkl.6.0 24/bin/java
-Djava.util.logging.config.file=/opt/apache-
tomcat-7.0.12/conf/logging.properties -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -
Djava.endorsed.dirs=/opt/apache-tomcat-7.0.12/endorsed -classpath
/opt/apache-tomcat-7.0.12/bin/bootstrap.jar:/opt/apache-tomcat-
7.0.12/bin/tomcat-juli.jar -Dcatalina.base=/opt/apache-tomcat-7.0.12 -
Dcatalina.home=/opt/apache-tomcat-7.0.12 -Djava.io.tmpdir=/opt/apache-
tomcat-7.0.12/temp org.apache.catalina.startup.Bootstrap start

In the previous output, 4306 is the PID for the Tomcat process. Now, we know the
process ID for Tomcat, let's find out the memory allocated to the Tomcat instance
using the command jmap.

For checking the process ID for Tomcat on Windows, you have to run the
following command:

tasklist |find "tomcat"

The following screenshot shows the output of the previous command, where 2112 is
the process ID for the Tomcat process:

C:slUserssuser>tasklist ifind “tomcat"
tomcat?.exe 2112 Services a 38.656 K
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JMAP (Memory Map)

JMAP prints the complete picture for the shared Java Virtual Memory. It is a very
good utility for the administrators to check the status of the shared memory. This
command provides different options for executing the command. The following table
describes the useful options of JMAP:

Options Description

-dump Dumps the Java heap in hprof binary format

-finalizer  Prints information on objects awaiting finalization

info

-heap Prints a heap summary

-histo Prints a histogram of the heap

-permstat Prints class loader-wise statistics of permanent generation of the Java heap

For more information on the JMAP command, please visit

http://docs.oracle.com/javase/6/docs/technotes/
’ tools/share/jmap.html.

Syntax for jmap

The syntax for using the jmap command is . /jmap -heap <process id> where
<process id» is the Java process for which we want to check the memory.

In the previous syntax, the -heap option prints a heap summary, the GC algorithm
used, the heap configuration, and the generation-wise heap usage.

If you want to run the jmap command for a 64 bit VM, then use the
Zo— command jmap -J-d64 -heap pid.

In our current scenario, the PID is 4306:

[root@localhost binl# ./jmap -heap 4306

The output of the previous command is as follows:

Attaching to process ID 4306, please wait...
Debugger attached successfully.

Client compiler detected.

JVM version is 19.1-b02

using thread-local object allocation.

Mark Sweep Compact GC
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Heap Configuration:
MinHeapFreeRatio = 40
MaxHeapFreeRatio = 70

MaxHeapSize = 268435456 (256.0MB)
NewSize = 1048576 (1.0MB)
MaxNewSize = 4294901760 (4095.9375MB)
0ldsize = 4194304 (4.0MB)

NewRatio =2

SurvivorRatio =8

PermSize = 12582912 (12.0MB)
MaxPermSize = 67108864 (64.0MB)

Heap Usage:

New Generation (Eden + 1 Survivor Space) :

capacity = 5111808 (4.875MB)
used = 3883008 (3.703125MB)
free = 1228800 (1.171875MB)

75.96153846153847% used

Eden Space:

capacity = 4587520 (4.375MB)
used = 3708360 (3.5365676879882812MB)
free = 879160 (0.8384323120117188MB)

80.83583286830357% used

From Space:

capacity = 524288 (0.5MB)
used = 174648 (0.16655731201171875MB)
free = 349640 (0.33344268798828125MB)

33.31146240234375% used

To Space:
capacity = 524288 (0.5MB)
used = 0 (0.0MB)
free = 524288 (0.5MB)

0.0% used

tenured generation:

capacity = 11206656 (10.6875MB)
used = 3280712 (3.1287307739257812MB)
free = 7925944 (7.558769226074219MB)
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29.274673908077485% used

Perm Generation:

capacity = 12582912 (12.0MB)
used = 6639016 (6.331459045410156MB)
free = 5943896 (5.668540954589844MB)

52.762158711751304% used
The previous command returns the following details:

¢ The heap configuration for the application (the highlighted code describes
the heap configuration)

e The heap utilization for each JVM component
e The algorithm used for the garbage collection

If you see the previous heap allocation, then you can clearly differentiate the memory
allocated to Tomcat 7. It is 256 MB, with 12 MB of Perm Generation.

How to increase the heap size in Tomcat 7

To increase the heap size for Tomcat 7, we need to add the JavA_0PTS parameter in
catalina.sh, which can be found in TOMCAT HOME/bin.

Let us take an example of increasing the max heap size to 512 MB instead 256 MB.
Also setting the Perm Gen = 256 MB.

JAVA OPTS="-Xms1l28m -Xmx512m -XX:MaxPermSize=256m"

+  Every change in configuration for the JVM parameter will be in effect
after restarting the Tomcat server. You can verify the change done in
’ the JVM parameter by running the jmap command.

[root@localhost bin]l# jmap -heap 21091

The output of the previous command is as follows:

Attaching to process ID 21091, please wait...
Debugger attached successfully.
Client compiler detected.
JVM version is 19.1-b02
using thread-local object allocation.
Mark Sweep Compact GC
Heap Configuration:
MinHeapFreeRatio = 40
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MaxHeapFreeRatio = 70

MaxHeapSize = 536870912 (512.0MB)
NewSize = 1048576 (1.0MB)
MaxNewSize = 4294901760 (4095.9375MB)
0ldsize = 4194304 (4.0MB)
NewRatio =2

SurvivorRatio =8

PermSize = 12582912 (12.0MB)
MaxPermSize = 268435456 (256.0MB)

The highlighted line of code in the previous code snippet is reflecting the value
changed after the recycle in the JVM parameter.

We can also define JRE_HOME, JAVA_ OPTS, JAVA_ENDORSED DIRS, JPDA_TRANSPORT,
JPDA_ADDRESS, JPDA_SUSPEND, JPDA_OPTS, LOGGING CONFIG, LOGGING MANAGER
parameters in catalina.sh.

After doing the real-time implementation of increasing the memory, we will
understand the need to tune JVM and how the heap value increases and decreases in
Tomcat 7. Another term which people often talk about is Garbage Collection (GC).
JVM tuning is not complete without garbage collection.

Garbage collection
Garbage means waste, but let's find out how this waste term fits in JVM.
What is garbage in JVM?

Garbage is nothing but an object that resides in the JVM memory and is not currently
used by any program.

Garbage collector is an algorithm which runs periodically, collects the status of active
and inactive objects in the memory, and deletes the inactive objects to release memory.

Following are the facts for garbage collection:

e Garbage collection doesn't work properly with large memory applications

e Garbage collection doesn't consider the fact that some of the objects have a
very short life, but some of them remain active for years until the recycle
of Tomcat 7

How garbage collection works

When the GC algorithm is called, it collects all the inactive objects present in the
memory and, hence, cleans the memory. It can be explained as the opposite of
manual memory management:
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Before GC

L

After GC
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It removes all inactive objects from the memory and all active threads will remain in
the memory. The previous figure shows the state of the memory before and after the
GC. There are mainly three types of GC collectors used in the real-time environment:

e Serial collector
e Parallel collector
e Concurrent low pause collector

The following table describes the features of the serial collector:

Features Serial collector

Process Single thread is used for GC

GC pause High

Threading Single threaded

Application Small application (data less than 100 MB)
Advantage There is single thread communication

The following table describes the features of the parallel collector:

Features Parallel collector

Process Parallel thread does minor GC
GC pause Less than Serial

Threading Multithreaded

Application Mid-large

Used in applications when peak
Advantage performance is needed
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The following table describes the features of the concurrent collector:

Features Concurrent collector
Process GC is done concurrently
GC pause Short pause

Threading Multithreaded
Application Mid-large

Used in applications when a response
Advantage is needed

The three algorithms will work in JDK 1.5 or later.

Al

~ Parallel and concurrent collector algorithms should
not be used together.

JVM options

The Java HotSpot VM options are classified in two categories; standard and non-
standard options.

Standard options

Standard options are acknowledged by the Java HotSpot VM mentioned in the Java
application launcher page for each OS. The following screenshot shows the standard
option for the Java application launcher reference page:
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YWVersion

Jzage: java [-options] class [args...]

where options include:

(to execute a class)
or Jjava [-option=s] -jar jarfile [args...]
(to execute a jar file)

-d32 usze a 32-bit data model if awvailable

-da4 use a 64-bit data model if awvailable

-client to select the "client™ VM

—-server ta select the "server" VM

-hotspot iz a synonym for the "client™ VM [deprecated]

The default VM is client.

—-cp <class search path of directories and zip/jar files>
—claszspath <class search path of directories and zip/jar files>
A : separated list of directories, JAR archiwves,
and ZIP archives to search for class files.
—D<name>=<value>
set a SysStem Droperty
—verbose[:class|gc|jni]
enable wverbose output
-version print product wversion and exit
—-wversion:<value>
require the specified wverszion to run
-showversion print product version and continue

—jre-restrict-search | -jre-no-restrict-search
include/exclude user private JREs in the wersion search
-? -help print this help message
-X print help on non-standard options
—-ea[:<packagename>...| :<classname>]
—-enableassertions [ <packagename>...|:<classname>]
enable assertions
—da[:<packagename>...| :<classname>]
—diszableazsertions[<packagename>,... | <classnamex]
disable assertions
-e2a | -enablesystemassertions
enable aystem assertions
—-d=sa | -disablesystemassertions

di=able system assertions

Non-standard options

Non-standard options are defined with -X or -xx options in the JVM. These options
are grouped into three categories:

Behavioral options: It changes the basic behavior of the VM.

Performance tuning options: It triggers the performance optimization for the
VM. also, these options are very useful for server tuning.

[85]



Performance Tuning

e Debugging options: It displays the output and printing information of the
VM. In addition to that, it enables tracing in logs (these options are very
useful in troubleshooting critical issues).

Options that begin with -X are non-standard (not guaranteed to be
% supported on all VM implementations). Options that are specified with
T -XX are not stable and are not recommended for casual use.

The following table describes very commonly used options for JVM:

Options Parameter Description
Behavioral -XX:+ScavengeBeforeFullGC Do young generation
Options GC prior to a full GC
Behavioral --XX:-UseParallelGC Use parallel garbage
Options collection for scavenges
Performance -XX:MaxNewSize=size Maximum size of new
Options generation (in bytes)
Performance -XX:MaxPermSize=64m Size of the Permanent
Options Generation (after
exceeding -Xmx value)
Performance  -Xms Minimum heap
Options memory for the startup
of Tomcat
Performance  —-Xmx Maximum memory
Options allocated to the
instance
Performance -Xss Stack size for the heap
Options
Debugging -XX:-CITime Prints time spent in the
Options JIT Compiler
Debugging -XX:ErrorFile=./hs err pid<pid>.log If an error occurs, save
Options the error data to
this file
Debugging -XX:HeapDumpPath=./java_pid<pid>. Path to the directory or
Options hprof filename for the heap
dump
Debugging -XX: -HeapDumpOnOutOfMemoryError Dump the heap to the
Options file when java.lang.
OutOfMemoryError
is thrown
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Options Parameter Description
Debugghu; -XX:0nError="<cmd args>;<cmd args>" Run user-defined
Options commands on fatal
error
Debugging -XX:0nOutOfMemoryError="<cmd args>; Run user-defined
Options commands when an
OutOfMemoryError is
first thrown
Debugging -XX:-PrintClassHistogram Print a histogram of
Options class instances on

Ctrl-Break

For more information on the JVM non-standard options, please
visit the link http://www.oracle.com/technetwork/java/

javase/tech/vmoptions-jsp-140102.html.

Parameters displayed in the logs for GC

GC prints the output of the garbage collection to the stdout stream. At every
garbage collection, the following five fields are printed:

[$T %$B->%A(%C), %D]

e 3T: This is "GC" when the garbage collection is a scavenge, and "Full GC:" is
performed, then scavenge collects live objects from the new generation only,
whereas a full garbage collection collects objects from all spaces in the
Java heap.

e 3B: It is the size of the Java heap used before the garbage collection, in KB.

e 3A: It is the size of the Java heap after the garbage collection, in KB.

e sC: It is the current capacity of the entire Java heap, in KB.

e 3D: It is the duration of the collection in seconds.

SurvivorRatio

It is defined as a ratio of eden to the survivor space size. The default value is 8,
meaning that eden is 8 times bigger than from and to, each. The syntax for the
SurvivorRatio is -XX: SurvivorRatio=<sizes.

The following are some examples:

Xmn / (SurvivorRatio + 2) = size of from and to, each

( Xmn /

(SurvivorRatio + 2) ) * SurvivorRatio =

eden size
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OS tuning

Every OS has its own prerequisites to run Tomcat 7 and the system has to be tuned
based on the application's requirement, but there are some similarities between each
OS. Let's discuss the common module used for optimization of Tomcat 7 for every
OS. The OS plays a vital role for increasing the performance. Depending on the
hardware, the application's performance will increase or decrease. Some of the points
which are very much useful for the application are:

e Performance characteristics of the 64 bit versus 32 bit VM: The benefits of
using 64 bit VMs are being able to address larger amounts of memory, which
comes with a small performance loss in 64 bit VMs versus running the
same application on a 32 bit VM. You can allocate more than 4 GB JVM for
a memory-intensive application.

In case you are using a 64 bit JVM edition, then you have to add 30
= percent more memory as compared to a 32 bit JVM edition.

¢ Files size: Based on the application requirement, the file size is set in the OS.
If the application is using a very high number of transactions, then the file
limit needs to be increased.

e Ulimits: Based on the sessions, a user can increase the limits.

These values are defined in /etc/sysctl.conf. If you need to update

any of the above parameters then update it in etc/sysctl.conf,
i~ otherwise all the details will be flushed after the reboot of the OS.

¢ Huge page size: Many applications send a huge page size causing the
application to run slow. In this case, you can increase the page size based
on the application needs. You can check the page size by running the
following command:

[root@localhost binl# cat /proc/meminfo

MemTotal: 1571836 kB
MemFree: 886116 kB
Buffers: 74712 kB
Cached: 430088 kB
SwapCached: 0 kB
Active: 308608 kB
Inactive: 331944 kB
HighTotal: 671680 kB
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HighFree: 97708 kB
LowTotal: 900156 kB
LowFree: 788408 kB
SwapTotal: 2040212 kB
SwapFree: 2040212 kB
Dirty: 36 kB
Writeback: 0 kB
AnonPages: 135764 kB
Mapped: 54828 kB
Slab: 33840 kB
PageTables: 3228 kB
NFS Unstable: 0 kB
Bounce: 0 kB
CommitLimit: 2826128 kB
Committed AS: 496456 kB
VmallocTotal: 114680 kB
VmallocUsed: 4928 kB
VmallocChunk: 109668 kB
HugePages Total: 0

HugePages Free: 0

HugePages Rsvd: 0

Hugepagesize: 4096 kB

It will show you the complete details of the memory. Based on the current
utilization, you can increase the value.

Summary

In this chapter, we have covered the different ways of performance improvement
and techniques in Apache Tomcat 7. We went through step-by-step configuration
for connectors, JVM performance tuning, and OS parameter optimization.

In the next chapter, we will discuss the various ways of integrating different
web servers with Tomcat 7 and solutions for common problems faced in a
real-time environment.
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The Apache HTTP server is one of the most widely used frontend web servers across
the IT industry. This project was open sourced in 1995 and is owned by The Apache
Software Foundation.

This chapter is very useful for the web administrator who works on enterprise-level
web integration. It gives a very good idea about how integration is implemented in

IT organizations. So, if you are thinking of enhancing your career in enterprise-level
integrations of applications, then read this chapter carefully.

In this chapter, we will discuss the following topics:

e The Apache HTTP installation
e The various modules of Apache
e Integration of Apache with Tomcat 7

¢ How IT industry environments are set up

User request flow (web/application level)

Before we discuss the installation of Apache, let's discuss a high-level overview of
how the request flows from the web and application server for an application in IT
industries. The following figure shows the process flow for a user request, in a web
application. The step-by-step involvement of each component is as follows:

1. The user hits the URL in the browser and the request goes to the HTTP server
instead of Tomcat.

2. The HTTP server accepts the request and redirects it to Tomcat for business
logic processing.
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3. Tomcat internally contacts the database server to fetch the data, and sends
the response back to the user through the same channel of request:

B

Why the Apache HTTP server

The Apache HTTP server is one of the most successful and common web servers
used in IT industries. The reason being that it is supported by open source
communities. In IT industries, the Apache HTTP server is heavily used as a frontend
web server for the following reasons:

o Efficiently serves static content: Static content such as images, JS, CSS, and
HTML files are more efficiently served by the HTTP server in a heavy user
environment. Tomcat is also capable, but it increases the response time.

¢ Increase the speed by 10 percent: As compared to Tomcat, Apache serves
static content 10 percent more efficiently. Integration of Apache is very
helpful in the scenario of a high user load.

e Clustering: Apache is one of the most cost-effective and stable solutions to
connect multiple instances of Tomcat. The biggest advantage of this feature
is that the application will be online in case one of the instances goes down.
Also, during deployment, we can deploy the code on one instance while the
other instance is still online, serving requests to users. In simple terms, there
is no downtime for the application.
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Security: Apache can enable user and host-based security. It can be done on
Tomcat too. We have to decide where security needs to be enabled, either on
Apache or Tomcat, based on the application's requirement

Multiple website hosting: One of the best features of the Apache HTTP
server is the capability of hosting multiple websites. This feature is also
introduced for the first time in Tomcat 7. We can create 32 virtual hosts using
httpd.conf. In case you want to configure more than 32 virtual hosts, then
we have to create a separate virtual.conf file and include it in httpd. conf
(httpd.conf and virtual.conf are the configuration files of the Apache
HTTP server).

Modules: Apache is very flexible with reference to modules. We can compile
and decompile any module based on the application's requirement. This
feature is very useful in terms of application scalability and integration with
third-party tools.

Decorator: This can be defined as the application URL (Redirects and
Rewrites) rule designed to serve the user request based on the application's
content. The Apache web server supports both, Redirects and Rewrites rules
very effectively.

We can create Redirect and Rewrites in application code also.
A These rules are in the form of servlet classes.

Installation of the Apache HTTP

The Apache installation can be done using various methods, based on the
requirement of the infrastructure. For example, if you want to run multiple Apache
instances on a single machine, then the Source installation will be used. There are
mainly three types of installations done in various web environments:

Source
Binary
RPM/exe

% Source is preferred by web administrators, as it can be customized
s~ based on system requirements.
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Apache HTTP installation on Windows

In this topic, we will discuss the installation of the Apache HTTP as a service. The
installation of the Apache HTTP server on the Windows platform is quite simple.
Following are the steps to be performed:

1. The Apache HTTP server can be downloaded from various different sites,
but it is always recommended to download it from its official site http://
httpd.apache.org/download.cgi. On this site, you can find the stable and beta
release details. Download the latest Win32 Binary without crypto (no mod_
ssl) (MSI Installer) given in the website. Click on httpd-2.2.X-win32-x86-
no_ssl.msi to begin the download. Here 2.2 is the major version and X is the
minor version, which changes almost every month. The following screenshot
shows the different versions available for the download:

The Apache HTTP Server Project is pleased to announce the release of Apache HTTP Server (httpd) version 2.2.19. This release represents
fifteen years of innovation by the project, and is recommended over all previous releases!

For details see the Official Announcement and the CHANGES 2.2 or condensed CHANGES 2.2 19 fists

Add-in modules for Apache 2.0 are not compatible with Apache 2.2 If you are running third party add-in modules, you mmst obtain modules
compiled or updated for Apache 2 2 from that third party, before you attempt to upgrade from these previous versions. Modules compiled for
Apache 2.2 should continue to work for all 2.2 x releases.

® Unix Source: httpd-2.2.19.tar.gz [PGP] [MD3] [SHA1]

e Unix Source: httpd-2.2.19 tar bz2 [PGP] [MD3] [SHAL]

in32-sre.zip [PGP] [MD3] [SHAIT]

® Win32 Binary without crvpto (no mod_ssl) (MSI Installer): hitpd-2.2.19-
® Win32 Binary inchiding OpenSSL 0.9 8r (MSI Installer): httpd-2.2 19-wir
® NetWare Bmary: apache 2 2 19-netware zip [PGP] [MD5] [SHA1]

¢ Other files

-x86-no sslmsi [PGP] [MD3] [SHAL]
«86-openssl-0.9 8 msi [PGP] [MD5] [SHA1]

*  We are using httpd-2.2.X-win32-x86-no_ssl.msi for the

installation of Apache here and the installation steps will not
e . . .
change with the update of the minor version.

2. Once you have downloaded the required exe file. (http-2.2.X-win32-x86-
no_ssl.exe), double-click on the exe and you will see a welcome screen as a
pop-up. Click Next, as shown in the following screenshot:
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fij! Apache HTTP Server 2.2 - Installation Wizard |£

Welcome to the Installation Wizard for
Apache HTTP Server 2.2.19

The Installation Wizard will install Apache HTTP Server 2.2.19
on your computer. To continue, dick Mext,

WARNING: This program is protected by copyright law and
international treaties.

m
o]
o
=
m
=
=,
W
[g]
o
ﬁ

3. The next screen shows the License Agreement. Click on I accept, as shown in
the following screenshot, it will show the server information screen:

‘1’_{‘; Apache HTTP Server 2.2 - Installation Wizard (o S|

License Agreement

Please read the following license agreement carefully.

Apache License -
Version 2.0, January 2004
hitp:iwww.apache.orglicenses/
TERMS AND COMDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License” shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.

@ I accept the terms in the license agreement

) I do not accept the terms in the license agreement

%

m

I < Badk J[ Mext > l I Cancel
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4. As shown in the following screenshot, you have to enter the following details

°  Server Domain

°  Server name: In a real-time environment, server name is the host

name of the machine.

Administrator e-mail ID: It is the SMTP address on the local server.

j_k‘;.l Apache HTTP Server 2.2 - Installation Wizard | ]

Server Information

Please enter your server's information.

Metwork Domain (e.g. somenet,com)

|abc.com

Server Name (g.g. www.somenet, com):

lahc.mm

Administrator's Email Address (e.g. webmaster @somenet. com):
|admin@ahc.com

Install Apache HTTP Server 2.2 programs and shortcuts for:

@ for all Users, on Part 80, as a Service — Recommended.
only for the Current User, on Port 8080, when started Manually.

=
7]
o
7
m

| < Back |[ Mext = ] | Cancel |

5. Once you fill in the details shown in the previous screenshot, click on Next.
It takes you to the installation screen. Choose Typical, as shown in the
following screenshot:

In a Typical installation, entire libraries and modules, which are
required for installation of Tomcat 7 in Windows, are installed
automatically. Also, a Typical installation contains predefined modules,
. which are necessary for the web server to perform their functionality.
% This method is recommended for beginners and intermediate users. In a
s Custom installation, we have the freedom to choose the modules, which
are necessary for the application to perform their function properly, the
rest of the module can be ignored, hence, taking less space and memory.
This method is recommended for those who have a good knowledge
of Apache.
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6.

j’é‘;! Apache HTTP Server 2.2 - Installation Wizard (e

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.
@ Typical

Typical program features will be installed. (Headers and Libraries
for compiling modules will not be installed.)

Choose which program features you want instaled and where they
will be installed, Recommended for advanced users.

=]
%]
i)
%]
m
=1

[ < Back ][ Mext > ] [ Cancel ]

In the next screen, the installation directory of the HTTP server is displayed:

It is recommended to use D drive for critical websites. The reason

/; being that if the server crashes, Apache can still be recovered
"~ without any issue.

‘_@ Apache HTTP Server 2.2 - Installation Wizard %

Destination Folder

Click Change to install to a different folder

G Install Apache HTTP Server 2.2 to the folder:

C:\Program Files\Apache Software Foundation\Apache2. 2}

[ < Back ][ Mext = l [ Cancel
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7. After clicking on Next, the installation process starts, as shown in the
following screenshot:

jfél Apache HTTP Server 2.2 - Installation Wizard lﬂ_ﬁ]

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

[ < Back ” Install ] [ Cancel l

8. Then a screen comes up indicating that it's completed, as shown in the
following screenshot:

Installation Wizard Completed

The Installation Wizard has successfully installed Apache HTTP
Server 2,2.19, Click Finish to exit the wizard.

m
i
0
0
I
=3
(]
o]
o
m

[98]




Chapter 4

How to monitor the Apache service

Once Apache is installed, you can start and stop the services in two ways:

e Apache monitoring service

e services.msc

By default, Apache comes with a tool called Apache Monitor, through which Apache
systems can be monitored. The following screenshot shows the Apache services
status as green. It means the server is running. If you want to restart the services, you
can use the Restart button to do the same.

= i

Apache Service Monitor

Service Status

oA Apache2 2 .

Restart

Services

The Apached. 2 service is starting.

The Apaches. 2 service has started. Connect

- Exit

o L

Apache/2.219 (Win32)

Another way of recycling Apache is through the services.msc, which can be accessed
by clicking Start | Run | services.msc
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The services console will open. Click on Apache2.2 services, a services properties
console window is displayed. It shows the Start and Stop prompt, and the current
status of the server instance, as shown in the following screenshot:

Apache2.? Properties (Local Computer) [ 2% ]

General | LogOn | Recovery | Dependencies

Service name: Apached 2

Display name: Apachel 2

Description: Apache/2.2.18 (Win32)

Path to executable:
"C:\Program Files*\Apache Software Foundation*\ApacheZ 2 bin‘httpd exe"

Startup type: |A|_rlomatil: e

Help me configure service startup options.

Service status: Started

‘L/ Pause Resume

You can specify the start parameters that apply when you star the service
from here.

ok || Cancel

Installation of Apache HTTP on Linux (non-
DOS environment)

The Apache HTTP installation in a non-DOS environment is different, as compared
to a Windows environment. In the previous section, Installation of the Apache HTTP,
we have discussed about binary files. In this installation, we will discuss the Source
installation. Following are the steps involved in Source installation:

1. Download the Apache httpd server from the Apache official site. http://
httpd.apache.org/download.cgi. The following screenshot shows the file
to be downloaded (httpd-2.2.X.tar.gz where 2.2 is the major version and X is
the minor version):
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Apache HTTP Server (httpd) 2.2.19 is the best available version 2011-056-22

The Apache HTTP Server Project is pleased to announce the release of Apache HTTP Server (httpd) version 2.2.19. This release represents

fifteen years of mnovation by the project, and is recommended over all previous releases!

For details see the Official Announcement and the CHANGES 2.2 or condensed CHANGES 2219 lists

Add-in modules for Apache 2.0 are not compatible with Apache 2.2 If you are running third party add-in modules, you must obtain modules
compiled or updated for Apache 2.2 from that third party. before you attempt to upgrade from these previous versions. Modules compiled for
Apache 2.2 should continue to work for all 2.2 x releases.

® Unix Source: hitpd-2.2.19.tar. gz [PGP] [MD35] [SHAL

o Unix Source: hitpd-2.2.19.tar.bz2 [PGP] [MD5] [SHAL

® Win32 Source: httpd-2.2 19-win32-src zip [PGP] [MD5] [SHA1

® Win32 Binary without crypto (no mod_ssl) (MSI Installer): hitpd-2.2.19-win32-x86-no sslmsi [PGP] [MD3] [SHAL

* Win32 Binary including OpenSSL 0.9.8r (MSI Installer): htpd-2.2.19-win32-x86-openssl-0.9.8r.msi [PGP] [MDS] [SHAL
e NetWare Binary: apache 2.2.19-netware.zip [PGP] [MD3] [SHA1

® Other files

2. Once the download is complete, the source file is stored in the home
directory of the user (in our case it's /root). The source file comes in the form
of tar.gz. Run the following command to unzip the source. First create a
folder httpd and then extract the content in the ht tpd directory.

tar -zxvf httpd-2.2.X.tar.gz

We have extracted the httpd-2.2.19.tar.gz in the /opt directory.

2 root@localhost/opt

httpd-2.2.19/srclib/apr-util/dbm/NNGHTdbmgdbm
httpd-2.2.19/srclib/apr-util/dbm/NWGHUnakefile
httpd—z.2.19!srclibfapr—util!dbm!apr_dbm_sdbm.c
httpd-2.2.19/srclib/apr-util/dbm/apr_dbm db.mak
httpd-2.2.19/srclib/apr-util/dbm/NWGHUdbmdb
httpd-2.2.19/srclib/apr-util/dbm/apr_dbm db.dep
httpd-2.2.19/srclib/apr-util/dbm/=dbm/
httpd-2.2.19/srclib/apr-util/dbm/sdbn/sdbm_lock.c
httpd—z.2.19!5rclibfapr—util!dbm!sdbm!sdbm_private.h
httpd-2.2.19/srclib/apr-util/dbm/sdbm/sdbm. c
httpd—z.2.19!srclibfapr—util!dbm!sdbm!sdbm_pair.c
httpd-2.2.19/srclib/apr-util/dbm/sdbn/sdbm_hash.c
httpd—2.2.19!5rclihfapr—util!dbmfsdbmfsdbm_tune.h
httpd-2.2.19/srclib/apr-util/dbm/sdbn/sdbm pair.h
httpd—2.2.19!5rclibfapr—utilfdbm!apr_dbm.c
httpd-2.2.19/srclib/apr-util/aprutil.mak
httpd-2.2.19/srclib/apr-util/mi=sc/
httpd-2.2.19/srclib/apr-util/misc/apu_dso.c
httpd—2.2.19!5rclibfapr—utilfmiscfapr_thread_pool.c
httpd-2.2.19/srclib/apr-util/misc/apr_date.c
httpd—2.2.19!5rclihfapr—util!miscfapr_queue.c
httpd-2.2.19/srclib/apr-util/misc/apu_version.c
httpd—2.2.19!5rclihfapr—util!miscfapr_reslist.c
httpd-2.2.19/srclib/apr-util/misc/apr_rmm.c
httpd-2.2.19/srclib/apr-util/aprutil.dep
httpd-2.2.19/srclib/apr-util/libaprutil.rc

2

httpd-2.2.19/srclib/apr-util/apu-config.in
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3. You can check the directory using the following command. The result
displayed is similar to the following screenshot:

ls -1ltrh

[root@localhost optl# 13 -1ltrh

total 124M
-rw-r——-r—— 1 root root 81M May 16 20:28 jdk-6uZ4-linux-iS86.bin
-rw-r—--r—-- 1 root root 7.3M May 16 20:29

drwxr-xr-x 10 root root 4.0K May 16 20:35
drwxr-xr-x 11 root root 4.0K May 20 10:01
drwxr-xr-x 9 root root 4.0K Jun 23 02:23
-rw-r——r—— 1 root root 36M Jul 25 10:58
[rooct@localhost optl# H

4. Then access the extracted directory using the following command. The result
is similar to the following screenshot:

cd httpd-2.2.19

ls -1ltrh
[rooctélocalhost httpd-Z.2.19]F LIs -1Itrh
total 1.4M
—~rwWw-r--r-— 1 root root 403 Nov 21 2004 emacs-style
—rwWw-r--r-— 1 root root 11K Nov 21 2004 config.layout
-rw-r--r-— 1 root root 15K Nov 21 2004 ABOUT APACHE
—rw-r——r-— 1 root root 10K Mar 13 2005 ROADMAP
Frw-r——-r-— 1 root root 8.0K Oct 17 2005 VERSIONING
—rw-r——-r-— 1 root root 5.1K Nov 29 2005 LAYCQUT
—rw-r--r-— 1 root root 2.9K Dec 7 2006 InstallBin.dsp
Frw-r——r-— 1 root root 5.9K Jan 9 2007 README
—rw-r--r-— 1 root root 17K Jan 12 2007 libhttpd.dsp
—rw-r--r-— 1 root root 2.6K Aug 23 2007 Buildall.dsp
Frw-r——r-— 1 root root 29K Jan 18 2008 LICENSE
~rw-r--r-— 1 root root 4.1K Jun 11 2008 httpd.dsp
—rw-r--r-— 1 root root 4.7K Sep 18 2008 INSTALL
—rw-r——-r-— 1 root root 19K Nov 24 2008 acinclude.m%
—rw-r——-r-— 1 root root 8.6K Nov 25 2008 Makefile.in
Frw-r——r-— 1 root root 828 Jan 5 2009 NOTICE
—rw-r--r-— 1 root root 2.7K Jul 29 2009 BuildBin.dsp
—rwWw-r--r-— 1 root root 5.3K Cct 13 2009 README.platforms
—rw-r——r-— 1 root root 34K Oct § 2010 Makefile.win
—~rwWw-r--r-— 1 root root 56K Cct 5 2010 Apache.dsw
Frw-r——r—— 1 root root 2.5K Dec 20 2010 README-win32.txt
Frwxr-xr-x 1 root root 5.7K Feb 9 04:13 buil £
—rwWw-r--r-— 1 root root 13K Apr 1 06:47 HWGHUmakefile
—rw-r--r-— 1 root root 24K Apr 16 12:09 configure.in
—rw-r--r-— 1 root root 28K May 6 10:28 libhttpd.mak
—rwWw-r--r-— 1 root root 8.8K May 6 10:28 httpd.mak
—rw-r--r-— 1 root root 30K May 6 21:37 libhttpd.dep
—~rw-r--r-— 1 root root 1.3K May 6 21:37 httpd.dep
—rw-r--r-— 1 root root 114K May 20 09:54 CHANGES
drwrr-xr-x 9 root root 4.0K May 20 09:
drwrr-xr-x 32 root root 4.0K May 20 10:
drwrr-xr-x 20 root root 4.0K May 20 10:
drwrr-xr-x 2 root root 4.0K May 20 10:
drwer-xr-x 4 root root 4.0K May 20 10:
drwrr-xr-x § root root 4.0K May 20 10:
drwrr-xr-x 9 root root 4.0K May 20 10:
drwrr-xr-x § root root 4.0K May 20 10:
drwrr-xr-x 2 root root 4.0K May 20 10:
—~rwWwrr-xr-x 1 root root 646K May 20 10: fi =
—-rwWw-r--r-— 1 root root 12K May 20 10:01 httpd.spec
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5. After the verification of the directory, it's time to install the Apache HTTP
server on Linux. By default, the execution permission is not set to true on the
source folder. For that, we have to run the chown command to make it true.

[root@localhost httpd-2.2.19]1# chown 0755 configure

By default Apache Portable Runtime (APR) is not installed in the 2.2 version, we
have to install it. Let's discuss APR and its utilities in detail.

/configure with included APR is enabled from the
Ve version 2.2.3.

Apache Portable Runtime

Apache Portable Runtime is an open source project, which is supported by the
Apache Foundation software. The main goal of this project is to provide the
developer with an API, through which they can code and predict the identical
behavior, regardless of different platforms. It eliminates the requirement of
additional code dependency for different operating systems. For more information
on this project, please visit http://apr.apache.org/.

Tomcat 7 uses APR to provide the capability of scalability, performance, and best
collaboration with native technologies.

The Apache Portable Runtime project is again divided into three subprojects, to
enhance and simplify the capability of this project. The following figure shows the
different subprojects for APR:

Apache Portable Runtime
Subprojects

APR

Apache Portable
Runtime

APR- APR-
util iconv
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APR is a portable runtime library, through which Apache integrates with other
native technologies. It is also helpful in resolving the problem of threads and
processes. For more information on APR, please visit http://apr.apache.org/
docs/apr/trunk/index.html.

Apache Portable Runtime Utility (APR-util) is a companion library for APR. To
install this utility, the GCC++ package should be installed to the OS (http://apr.
apache.org/docs/apr—util/trunk/)

APR-iconv is a portable implementation of the iconv () library (http://apr.
apache.org/docs/apr—iconv/trunk/)

Installation of APR/APR-util
APR/ APR-util comes with the source of the Apache package, and they can be found
in the following directories as shown in the following screenshot:

e APR: Installdir/srclib/apr

e APR-util: Instaldir/srclib/apr-util

As we have extracted the source in /opt/httpd-2.2.19, the source directory is also
found in the same directory.

[Tootidlocalhost RTTpd-Z2. 2. 19]F cd srclib/
[root@localhost srclibl# 1= -1rh

total 32K

drwxr-xr-x 4 root root 4.0E May 20 10:01

—rW-r—-—r—-— 1 root root 121 Feb 11 2005 Makefile.in
drwxr-xr-x 19 root root 4.0K May 20 10:01
drwxr-xr-x 25 root root 4.0E Jul 25 11:55

[root@localhost srclibl# I

Let's start with the installation of APR, followed by the installation of APR-util.

The APR installation can be done in three steps using three commands. The steps are
as follows:

1. Enter the source directory of apr and apr-util, then configure the code
using the following commands:
[root@localhost srclibl# cd /opt/httpd-2.2.19/srclib/apr
[root@localhost aprl# ./configure --prefix=/opt/httpd/apr-httpd/
[root@localhost apr-utill# /configure --prefix=/usr/local/apr-
util-httpd/ --with-apr=/usr/local/apr-httpd/
Make
Make install
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The APR/APR-util installation should be done first, if we are
compiling the source code of Apache manually. If we miss
installing APR/ APR-util, then at the make command execution for
Apache, source will produce an error.

2. You can configure Apache using the following command. The following
screenshot shows the output of the command when executed:

[root@localhost httpd-2.2.19]1#./configure --with-included-apr
--prefix=/opt/apache-2.2.19

[rooti uttpd-2.2.19]#% ./configure --with-included-apr
thecking for chosen layout... Apache

checking for working mkdir -p... ves

checking build system type... i6fe-po-linux-gnuo

thecking host system type... i686-pc-linux-gnu

checking target system type... i686-pc-linux-gnu

Configuring Apache Portable Runtime library ...

~onfiguring package in srclib/apr now

thecking build system type... i686-pc-linux-gnu

checking host system type... i686-poc-linux-gnu

checking target system type... iefe-pe-linux-gnu

Configuring APR library

Platform: i686-pc-linux-gnu

thecking for working mkdir -p... yes

APR Version: 1.4.5

checking for chosen layout... apr

checking for geec... geoo

thecking for C compiler default output file name... a.out

checking whether the C compiler works... yes

checking whether we are cross compiling... no

thecking for suffix of executables...

checking for suffix of object files... o

checking whether we are using the GNU C compiler... yes

rhecking whether gcc accepts -g... yes

checking for goc option to accept IS0 CE85... none needed

~hecking for a sed that does not truncate output... /bin/sed

ipplying APR hints file rules for i686-pc-linux-gnu
setting CPPFLAGS to "-DLINDX=2"

rake[3]: Nothing to be done for “local-all'.
: Leaving directory °/opt/httpd-2.2.19/srelib/apr'
.2.19/srclib/apr/build/mkdir.sh /opt/apache-2.2.19/1ib /opt/apache-2.2.19/bin /opt/apache-2.2.18/build \
/opt/apache-2.2.19/1ib/pkgeonfig /opt/apache-2.2.19/include
fusr/bin/install -c -m 644 /opt/httpd-2.2.19/srelib/apr/include/apr.h /opt/apache-2.2.19/include
For £ in /opt/httpd-2.2.19/srclib/apr/include/apr *.h: do \
/usr/bin/install —c -m 644 §${f} /opt/apache-2.2.19/include; \

done
fbpin/sh /opt/nrtpd-2.2.19/srclib/apr/libtool --mode=install /-Jsr/k:.in/:in:\:all -€ -m 755 libapr-1.la /opt/apache-2.2.19/1ib
fusr/bin/install .1ibs/1ibapr-1.s0.0.4.5 /opt/apache-2.2.19/1ib/libapr-1.80.0.4.5
(cd /opt/apache. &8 { In -3 -f libapr-1.s0.0.4.5 1.1bapx 1.50.0 || { rm -f libapr-1.20.0 && 1n -s libapr-1.20.0.4.5 libapr-1.50.0; }; })
(cd /opt/apache-2.2. ib £¢ { 1n -5 -f libapr-1.20.0.4.5 libapr-1.s0 || { rm -f libapr-1.Z0 £& 1n -5 libapr-1.20.0.4.5 libapr-1.s0; }; })

/usr/bin/install -c -m 755 .libs/libapr-1.lai /opt/apache .19/1ib/libapr-1.1z2
Vusr/bin/install -c -m 755 .libs/libapr-1.a /opt/apache-2.2.19/1ib/libspr-1.a
Frwod 644 /opt/spache-2.2.18/1ib/libapz-1.2

anlib /opt/apache-2.2.19/1ib/libapr-1.a

PATH="S$PATH: /sbin" ldcu1flg -n fopt/apache-2.2.18/1ib

Libraries have been installed in:
/opt/apache-2.2.19/1ib
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3. The previous screenshot describes the progress of the configure command.
Once the command is executed, it will get the return code 0 otherwise you
will see an error on the screen. Then, run the make command on the server
to compile the code. The following figure shows the output of the make
command:

[root@localhost httpd-2.2.X]#make

Making all in srclib

lmake[1]: Entering directory ‘/opt/httpd-2.2.19/srclib’
Making all in apr
make[2]: Entering directory ‘/opt/httpd- 19/srclib/apr’

make[3]: Entering directory ‘/opt/httpd-2.2.19/srclib/apr’'

/bin/sh fopt/httpd-2.2.19/srclib/apr/libtool --silent --mode=compile gec -g -O2 -pthread  -DHAVE CONFIG H -DLINUX=2 -D REENTRENT -D_Gi
4 SCURCE  -I./include -I/opt/httpd-2.2.19/srclib/apr/include/arch/unix -I./include/arch/unix -I/opt/httpd-2.2.19/srclib/apr/include/a
.2.19/srclib/apr/include  -o passwd/apr_getpass.lo -c passwd/apr getpass.c && touch passwd/apr getpass.lo

/bin/sh fopt/httpd-2.2.19/srclib/apr/libtool --silent --mode=compile gec -g -O2 -pthread  -DHAVE CONFIG H -DLINUX=2 -D REENTRENT -D G
4 SCURCE  -I./include -I/opt/httpd-2.2.19/srclib/apr/include/arch/unix -I./include/arch/unix -I/opt/httpd-2.2.19/srclib/apr/include/a

.2.19/srclib/apr/include -o strings/apr_cpystrn.lo -c strings/apr cpystrn.c && touch strings/apr_cpystrn.lo

V¥bin/sh /fopt/httpd: 2.19/srclib/apr/libtool --silent --mode=compile gcc -g -02 -pthread -DHAVE_CONFIG H -DLINUX=2 -D REENTRANT -D G|
¢ SOURCE -I./include -I/opt/httpd-2.2.19/srclib/apr/include/arch/unix -I./include/arch/unix -I/opt/httpd-2.2.19/srclib/apr/include/al
.2.19/srclib/apr/include -0 scrings/apr fnmatch.lo -c scrings/apr fnmatch.c && touch strings/apr_fnmatch.lo

V¥bin/sh /fopt/httpd-2.2.19/srclib/apr/libtool --silent --mode=compile gcc -g -02 -pthread -DHAVE_CONFIG H -DLINUX=2 -D REENTRANT -D G|
¢ SOURCE -I./include -I/opt/httpd-2.2.19/srclib/apr/include/arch/unix -I./include/arch/unix -I/opt/httpd-2.2.19/srclib/apr/include/al
.2.19/srclib/apr/include -0 strings/apr snprintf.lo -c strings/apr_snprincf.c && touch strings/apr snprincf.lo

V¥bin/sh /fopt/httpd: 2.19/srclib/apr/libtool --silent --mode=compile gcc -g -02 -pthread -DHAVE_CONFIG H -DLINUX=2 -D REENTRANT -D G|
¢ SOURCE -I./include -I/opt/httpd-2.2.19/srclib/apr/include/arch/unix -I./include/arch/unix -I/opt/httpd-2.2.19/srclib/apr/include/al
.2.19/srclib/apr/include -o scrings/apr strings.lo -c scrings/apr scrings.c && touch strings/apr_strings.lo

V¥bin/sh /fopt/httpd-2.2.19/srclib/apr/libtool --silent --mode=compile gcc -g -02 -pthread -DHAVE_CONFIG H -DLINUX=2 -D REENTRANT -D G|
¢ SOURCE -I./include -I/opt/httpd-2.2.19/srclib/apr/include/arch/unix -I./include/arch/unix -I/opt/httpd-2.2.19/srclib/apr/include/al
.2.19/srclib/apr/include -o strings/apr_strnatcmp.lo -c strings/apr_strnatcmp.c && touch strings/apr_ strnatcmp.lo

M . .
~ It is very important to check the output of the make command,
as it gives an error most of the times.
Fopt/ntepd—2.2.18/srclib/apr/1ibtool ——silent --mode-1ink goc -g 02 —pothread —o mod_speling.la -rpath Jopt/apache-2.2.19/modules -module -—avo]
Pion mod_speling.lo
/Upt/nttpa—é:.Z..'lz/sxcllb/ap):/l.ibtuul --silent --mode=compile gcc -g -02 -pthread -DLINUX=2 -D_REENTRANT -D GNU_SOURCE -D_LARGEFILE&4 SOURCE -1/opy

H-2.2.19/srclib/pere -I. -I/opt/httpd-2.2.19/0s/unix -1/opt/htcpd-2.2.19/server/mpm/prefork -1/opt/htopd-2.2.19/modules/htop -1/0pt/htopd-2.2.19/moduled
brs -I/opt/nttpd-2.2.18/modules/proxy -I/opt/httpd-2.2.19/include -I/opt/httpd-2.2.19/modules/generators —I/opt/httpd-2.2.19/modules/mappers -I/opt/htty
L 19/modules/database -I/opt/httpd-2.2.19/srclib/apr/include -I/opt/httpd-2.2.19/srclib/apr-util/include -I/opt/httpd-2.2.19/srclib/apr-util/xml/expat/1]
bpt/httpd-2.2.19/modules/proxy/ . . fgenerators -I/opc/httpd-2.2.19/modules/ssl -1/opt/htopd-2.2.19/modules/dav/main -prefer-pic -c mod alias.c && touch md
ks.slo

fopt/httpd-2.2.19/srclib/apr/libtool --silent --mode=link gcc -g -02 -pthread -0 mod _alias.la -rpath /opt/apache-2.2.19/modules -module -avoidi
bn mod_alias.lo

Vopt/nttpd-2.2.18/srclib/apr/libtool —-silent —-mode=compile goc —g -O2 -pthread -DLINUX=2 -D_REENTRANT -D_GNU_SOURCE -D_LARGEFTLE6%_SOURCE -1/opt]
H-2.2.19/srclib/pcre -I. -I/opt/httpd-2.2.19/0s/unix -I1/opt/httpd-2.2.19/server/mpn/prefork -1/opt/httpd-2.2.19/modules/http -1/opt/httpd-2.2.19/moduled
brs -I/opt/httpd-2.2.18/modules/proxy -I/opt/httpd-2.2.19/include -I/0pt/httpd-2.2.19/modules/generators -I/opt/hotpd-2.2.19/modules/mappers -I/opt/hoty
l 19/modules/database -I/opt/httpd-2.2.19/srclib/apr/include -I/opt/httpd-2.2.19/srclib/apr-util/include -I/opt/httpd-. .19/srclib/apr-util/xml/expat/1]
bot/httpd-2.2.19/modules/proxy/ .. /generators -I/opt/httpd-2.2.19/modules/ssl -1/opt/httpd-2.2.19/modules/dav/main -prefer-pic -c mod rewrite.c && touch
kurice.slo

fopt/ntrpd-2.2.18/srclib/apr/libtool --silent --mode=link gec —g -02 -prhread -0 mod_rewrite.la -rpath /opt/apache-2.2.19/modules -module -avo]
fion mod rewrite.la

®

hake[4]: Leaving directory °/opt/httpd-2.2.19/modules/mappers’
hake[3]: Leaving directory °/opt/httpd-2.2.19/modules/mappers’
make[2]: Leaving directory "/opt/httpd-2.2.19/modules’

hake[2]: Entering directory ‘/opt/httpd:
lhake[2]: Leaving directory °/opt/hrcpd-

2.19/supporc’
.19/support’

hake[1]: Leaving directory ‘/opt/httpd-2.2.19'

4. The previous and the following screenshots show the completion without
any error. To proceed with the installation of make, we have to run the
following command:

[root@localhost httpd-2.2.X]#make install
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[make[3]: Nothing to be done for local-all'.
make[3]: Leaving directory °fopt/httpd-2.2.19/srclib/apr'
Vopt/httpd-2.2.19/srclib/apr/build/mkdir.sh /opt/apache-2.2.19/1ib /opt/apache-2.2.19/bin fopt/apache-2.2.19/build \
/opt/apache-2.2.19/1ib/pkgconfig fopt/apache-2.2.19/include
lfusr/bin/install -c¢ -m 644 /opt/httpd-2.2.19/srclib/apr/include/apr.h /opt/apache-2.2.19/include
lFor £ in /opt/httpd-2.2.18/srclib/apr/include/apr *.h; do \
fusr/bin/install -c -m 644 £{f} /opt/apache-2.2.19/include; \
done
/bin/sh fopt/nttpd-2.2.19/srclib/apr/libtool --mode=install /usr/bin/install -c -m 755 libapr-1.la /opt/apache-2.2.19/1ib
lfusr/bin/install -c¢ -m 755 .libs/libapr-1.s0.0.4.5 /opt/apache-2.2.19/1ib/libapr-1.s0.0.4.5
(cd /opt/apache-2.2.18/1ib & { ln -s —f libapr-1.s0.0.4.5 libapr-1.s0.0 || { rm -f libapr-1.s0.0 && ln -s libapr-1.50.0.4.5 libapr-1.s0.0; }§
(cd /opt/apache-2.2.18/1ib & { 1n -s —f libapr-1.s0.0.4.5 libapr-1.so || { rm -f libapr-1.sc && ln -s libapr-1.s0.0.4.5 libapr-1.so; }; })
lfusr/bin/install -c¢ -m 755 .libs/libapr-1.lai fopt/apache-2.2.19/1lib/libapr-1.la
fusr/bin/install -c¢ -m 755 .libs/libapr-1.a fopt/apache-2.2.19/1ib/libapr-1.a
lchmod 644 /opt/apache-2.2.18/1ib/libapr-1.a
[ranlib /opt/apache-2.2.19/1ib/libapr-1.a
IPATH="$PATH: /sbin" ldconfig -n /opt/apache-2.2.19/1ib

[Libraries have been installed in:
/opt/apache-2.2.19/1ib

ILf you ever happen to want to link against installed libraries
lin a given directory, LIEDIR, you must either use libtool, and
specify the full pathname of the library, or use the °-LLIEDIR'
lflag during linking and do at least one of the following:
- add LIBDIR to the 'LD_LIBRARY PATH' enviromment variable
dnring execution _ _

5. The previous command installs the Apache HTTP on the server, as shown in
the following screenshot. It shows the completion on the server. If you view
the previous screenshot, you will find that it creates the directory structure,
files, manpage and htdocs, as shown in the next screenshot:

nstalling configuration files

nkdir fopt/apache-2.2.19/conf

nkdir fopt/apache-2.2.1%/conf/extra
nkdir /opt/apache-2.2.1%9/conf/original
nkdir /foptfapache-2.2.19/conf/original/extra
In=talling HTML documents

pkdir fopt/apache-2.2.18/htdocs
[nstalling error documents

nkdir /foptfapache-2.2.19/error
In=talling icons

nkdir fopt/apache-2.2.1%/icons

nkdir fopt/apache-2.2.19/1logs
Installing CGI=

nkdir fopt/apache-2.2.1%/cgi-bin
(nstalling header files

[nstalling build svstem files
Installing man pages and online manual
nkdir fopt/apache-2.2.1%/man

nkdir fopt/apache-2.2.1%/man/manl
nkdir /foptfapache-2.2.19/man/man8
nkdir fopt/apache-2.2.1%/manual
nake[l]: Leaving directory “Jopt/httpd-2.2.13°'
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6.

After the make install is complete, the directory structure of the Apache HTTP
server is created in the current path of the installation. Let's quickly see how
the directory looks. The following screenshot shows the directory structure of
the Apache HTTP server. In 90 percent of cases, Apache administrators

work on the conf, modules, and htdocs directories for performing
day-to-day operations.

[Toot@: apache-2.2.19]#% 1= -1ltrh
total 60K
Hrwxr—-xr—-x
HrwEr—-Xr—-x

(%]

root root 4.0K May 20 12:5%9
root root 12K May 20 13:01
root root JOE Jul 25 16:05
root root 4.0K Jul 25 1&:05
root root J0OE Jul 25 1&6:05
0K Jul 25 16:05
0K Jul 25 16:05
0K Jul 25 1&:05
0K Jul 25 16:05
0K Jul 25 16:05
0K Jul 25 1&:05
0K Jul 25 16:06

[
S

Hrwxr—xr—x
Hrwxr—-xr—-x
HrwEr—-Xr—-x
root root
root root
root root

QrwEr—xr—x
Hrwxr—-xr—-x
HrwEr—-Xr—-x
root root
root root
root root

Hrwxr—xr—x
Hrwxr—-xr—-x
HrwEr—-Xr—-x

Hrwxr—xr—x root root

| Y Y U T ' T T Y T T TR Y U T % T
[ I R R R TS R R )

Hrwxr—-xr—-x root root 0K Jul 25 lE:DE

Before we end the installation, it is necessary to start the services of HTTP
to verify the instance is properly installed. The best way to check the
configuration is by running the configtest script. This script comes by
default with Apache httpd, only in a non-DOS environment. The script can
be found in APACHE_HOME/bin.

[root@localhost binl# ./apachectl configtest

Syntax OK

Then restart Apache using the following command:

[root@root@localhost bin]l# ./apachectl start

Once you start Apache, it's very important to verify the instance status. You
can verify the system using the ps command:

ps -ef |grep httpd

root 6334 1 0 16:11 2 00:00:00 /opt/apache-2.2.19/bin/httpd -k start
daemon 6335 6334 0 16:11 ? 00:00:00 /opt/apache-2.2.19/bin/httpd -k start
daemon 6336 6334 0 16:11 2 00:00:00 /opt/apache-2.2.19/bin/httpd -k start
daemon 6337 6334 0 16:11 ? 00:00:00 /opt/apache-2.2.19/bin/httpd -k start
daemon 6338 6334 0 16:11 2 00:00:00 /opt/apache-2.2.19/bin/httpd -k start
daemon 6339 6334 0 16:11 2 00:00:00 /opt/apache-2.2.19/bin/httpd -k start
root 6343 27394 0 16:11 pts/1 00:00:00 grep httpd
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The previous screenshot shows the status of the HTTP process, this means the HTTP
server is running properly.

We can directly install the Apache package in Debain Linux (Ubuntu),
using the apt -get command. The following command shows the
syntax for the installation:

% sudo apt-get install apache?2

i
Also, you can install the Apache using the yum utility. This utility is
used mainly in CentOS using the command:

yum -y install httpd

Apache Jserv protocol

This protocol was mainly developed to transfer data over the network in binary
format instead of plain text. It uses TCP and a packet-based protocol, hence,
increasing the performance of the web servers. Another informational point is that
decryption of requests is done on the web server end so that the application server
doesn't have a high load.

If you are using AJP, the network traffic is reduced, as the tariff
. passes over the TCP protocol.

mod_jk and mod_proxy are based on the AJP protocol. They are also helpful in
transmitting a high content response over the browser.

. If we use the latest version of mod_jk for integration of Apache and
Tomcat, then we can store the response header of 64k in the web
/~— browsers. This process is very useful in the case of SSO enabled
applications or storing Java session values in the browser.

Installation and configuration of mod_jk

mod_jk is an AJP connector which is used to integrate web servers such as Apache

or IIS to Tomcat 7. In case we don't install mod_jk, then we cannot use frontend web
servers for Tomcat. This module is very helpful in order to hide Tomcat behind the
frontend web server and also eliminates the port number while browsing the URL. It
involves multiple steps starting from installation and configuration. Let's first discuss
the installation of mod_jk.
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Installation of mod_jk

The mod_jk source can be downloaded from its official site, http://tomcat.
apache.org/download-connectors.cgi. It is always recommended to download
the latest stable version from the site for the implementation.

1. Once the source is downloaded we have to extract it in the server directory
using the following command:

[root@localhost optl# tar -zxvf tomcat-connectors-1.2.x-src.tar
where x is the minor version number.

2. Once the code is extracted, a directory is created in the current path named
as tomcat-connectors-1.2.32. It's the home directory of the mod_ijk
source. The following screenshot shows the extracted code in the tomcat -
connectors-1.2.32 directory, which is created after the execution of the
previous command:

Total o

-rw-r——-r-— 1 root bin 14K May 4 2008 LICENSE
-rw-r——r—-- 1 root bin 269 Jan 3 2011 NCTICE
-rwWw-r—-r-- 1 root bin 1.5K Jun 30 15:16 BUILD.tXC
drwxr-xr-x 4 root bin 4.0K Jul 2 01:47
drwxr-xr-x 6 root bin 4.0K Jul 2 01:47
drwxr-xr-x 2 root bin 4.0K Jul 2 01:47
drwxr-xr-x 9 root bin 4.0K Jul 2 01:47
drwxr-xr-x 10 root bin 4.0K Jul 2 01:47
drwxr-xr-x 2 root bin 4.0K Jul 2 01:47
drwxr-xr-x 11 root bin 4.0K Jul 2 01:47

3. Go to the native directory of the mod_jk source using the following command
and then run the configure command:

[root@localhost optl# cd /opt/tomcat-connectors-1.2.32-src/native
./configure --with-apxs=/opt/apache-2.2.19/bin/apxs

Tip for configuration

mod_jk is specific to the Apache version and the Apache Extension
M Tool (APXS) should be used for the current version of Apache, which

-~
Q we will use in the environment.
Once mod_jk is compiled on one server, there is no need to generate for
another Apache instance. It can be directly copied to the other instance.

This trick is tested on Linux only.
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4. The following screenshot shows the installation process using the APXS
module. Installation of mod_jk begins by running the configure command:

lTETooteE!

fchecking
lchecking
fchecking
fchecking
fchecking
fchecking
checking
checking
checking
checking
lchecking
lchecking

TECIVE|® ./CONCIgure
build system type... i6B6-pc-linux-gnu

host system type... i686-pc-linux-gnu

target system type... i686-pc-linux-gnu

for a BSD-compatible install... jusr/bin/install -c
whether build environment is =sane... yes

for gawk... gawk

whether make sets £ (MAEE)...
for test... fusr/bin/test
for rm... /bin/rm

for grep... /bin/grep

for echo... /bin/echo

for sed... /bin/sed
jchecking for cp... /bin/cp

khecking for mkdir... /bin/mkdir
need to check for Perl first, apxs depends on it...
lchecking for perl... fusr/bin/perl

PRPRINCLUDEDIR is
building
checking
checking
checking
checking
checking
checking
checking
fchecking
fchecking
lchecking
fchecking
fchecking

yes

connector for
for gece... gcco
for C compiler default output file name...
whether the C compiler works... yes
whether we are cross compiling... no

for suffix of executables...

for suffix of object files... o

whether we are using the GNU C compiler...
whether gcc accepts -g... yes

for gee option to accept ANSI C...
for style of include used by make...
dependency style of gee... none

for a sed that does not truncate output...

"apache-2.0"

a.out

ves

none needed
GNUT

/bin/sed

——WltN-apX3=/0pL/apacne—2.2. 159/ 010N/ apX3

-I/opt/apache-2.2.1%8/include -I/opt/apache-2.2.19/include

5. Once the configuration is done, you need to run the make command, which
compiles the source code, as shown in the following screenshot:

[root@localhost apache-2.0]# make

root@ -

aking all in common
ake[1]: Entering directory °/opt/tomcat-connectors-1.2.32-src/native/common'
opt/apache-2.2.19/build/libtool —-silent --mode=compile gcc -I/opt/apache-2.2.13/include
clude -I/opt/apache-2.2.19/include —DHAVE_CONFIG_H -DLINUX=2 -D REENTRANT -D_GNU_SOURCE
1/include/ -c jk_ajpl2_worker.c -o jk_ajpl2_worker.lo

opt/apache-2.2.19/build/libtool —-silent --mode=compile gcc -I/opt/apache-2.2.13/include
clude -I/opt/apache-2.2.19/include —DHAVE_CONFIG_H -DLINUX=2 -D REENTRANT -D_GNU_SOURCE
1/include/ -c jk_connect.c -o jk_connect.lo

opt/apache-2.2.19/build/libtool —-silent --mode=compile gcc -I/opt/apache-2.2.13/include
clude -I/opt/apache-2.2.19/include —DHAVE_CONFIG_H -DLINUX=2 -D REENTRANT -D_GNU_SOURCE
1/include/ -c jk msg_buff.c -o jk msg_buff.lo

opt/apache-2.2.19/build/libtool —-silent --mode=compile gcc -I/opt/apache-2.2.13/include
clude -I/opt/apache-2.2.19/include —DHAVE_CONFIG_H -DLINUX=2 -D REENTRANT -D_GNU_SOURCE
1/include/ -c¢ jk util.c -o jk_util.lo
opt/apache-2.2.19/build/libtool —-silent --mode=compile gcc -I/opt/apache-2.2.13/include
clude -I/opt/apache-2.2.19/include —DHAVE_CONFIG_H -DLINUX=2 -D REENTRANT -D_GNU_SOURCE
1/include/ -c jk_ajpl3.c -o jk_ajpl3.lo

opt/apache-2.2.19/build/libtool —-silent --mode=compile gcc -I/opt/apache-2.2.13/include
clude -I/opt/apache-2.2.19/include —DHAVE_CONFIG_H -DLINUX=2 -D REENTRANT -D_GNU_SOURCE
1/include/ -c¢ jk pool.c -o jk_pool.lo

opt/apache-2.2.19/build/libtool —-silent --mode=compile gcc -I/opt/apache-2.2.13/include
clude -I/opt/apache-2.2.19/include —DHAVE_CONFIG_H -DLINUX=2 -D REENTRANT -D_GNU_SOURCE
1/include/ -c jk worker.c -o jk worker.lo

opt/apache-2.2.19/build/libtool —-silent --mode=compile gcc -I/opt/apache-2.2.13/include
clude -I/opt/apache-2.2.19/include —DHAVE_CONFIG_H -DLINUX=2 -D REENTRANT -D_GNU_SOURCE
1/include/ -c jk_ajpl3_worker.c -o jk_ajpl3_worker.lo

opt/apache-2.2.19/build/libtool —-silent --mode=compile gcc -I/opt/apache-2.2.13/include
clude -I/opt/apache-2.2.19/include —DHAVE_CONFIG_H -DLINUX=2 -D REENTRANT -D_GNU_SOURCE
1/include/ -c jk 1b worker.c -o jk 1b worker.lo

native]# make

-DHAVE CONFIG H -g -02 —pthrea
-D_LARGEFILE64_SCURCE -I /opt/J

-DHAVE CONFIG H -g -02 —pthrea
-D_LARGEFILE64_SCURCE -I /opt/J

-DHAVE CONFIG H -g -02 —pthrea
-D_LARGEFILE64_SCURCE -I /opt/J

-DHAVE CONFIG H -g -02 —pthrea
-D_LARGEFILE64_SCURCE -I /opt/J

-DHAVE CONFIG H -g -02 —pthrea
-D_LARGEFILE64_SCURCE -I /opt/J

-DHAVE CONFIG H -g -02 —pthrea
-D_LARGEFILE64_SCURCE -I /opt/J

-DHAVE CONFIG H -g -02 —pthrea
-D_LARGEFILE64_SCURCE -I /opt/J

-DHAVE CONFIG H -g -02 —pthrea
-D_LARGEFILE64_SCURCE -I /opt/J

-DHAVE CONFIG H -g -02 —pthrea
-D_LARGEFILE64_SCURCE -I /opt/J
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6. After the code is compiled using the make command then installation of the
code is done using the command make install:

root@localhost apache-2.0]# make install

make [1] : Leaving directory
target="all"™:

opt/tomcat-connectors-1.. .3 -8rc/native”’

list="common apache-2.0°";

S

for i in #$list;

do M

echo "Making Starget in £i";

N

if test "EiT 1= v, v;
(cd £1 &£& make Sta
fi; \
done;
Making all in common

then \
rget)

|1 exit 1; \

make [1]: Entering directory
make [1]: Nothing to be done for
make[1l]: Leaving directory

Making all in apache-2.0

*/opt/tomcat-connectors-1.2.32-src/native/common’
all".
T fopt/tomcat-connectors-1.2.32-src/native,/common”

make[1]: Entering directory “/opt/tomcat-connectors-1.2.32-src/native/apache-2.0°'
make[1l]: Nothing to be done for "all'.
make[1]: Leaving directory ~/opt/tomcat-connectors-1.2.32-src/native/apache-2.0"

7. Once the execution is complete, it will create the module in the apache-2.0
directory of the source, as shown in the following screenshot:

LULal .30

Frw—-r—--r—-— 1 root bin 11K Jun 21 2007 bldjk.gclsrc
Frw—r——r—— 1 root bin 11K Jun 21 2007 bldjkS4.gclsrc
-rw-r—--r—— 1 root bin 1.4K Sep 13 2010 config.m4
Frw—-r—--r—-— 1 root bin 12K Sep 14 2010 mod jk.dsp
-rWw-r--r—— 1 root bin 3.0K Oct 21 2010 Makefile.in
-rw—-r—--r—— 1 root bin 1.5K Oct 21 2010 Makefile.apxs.in
-rW-r--r—— 1 root bin &.5K Mar 18 02:05 NWGHNUmakefile
-rw-r—--r—— 1 root bin 123K May 23 12:03 mod jk.c
-rWw-r--r—— 1 root bin 7.0K Jun 30 12:13 Makefile.vc
-rw—r—--r—— 1 root root 1.6K Jul 25 16:30 Makefile.ap=xs
~rWw-r--r—— 1 root root 3.2K Jul 25 16:30 Makefile
-rwW-r—-r—— 1 root root 124K Jul 25 16:33 mod jk.o
-rwWw-r—-r—-- 1 root root 309 Jul 25 16:33 mod jk.lo
-rwxr-®r-x 1 root root 858K Jul 25 16:33 mod jk.so
-rwWw-r—--r—— 1 root root 788 Jul 25 16:33 mod jk.la
-rw—-r—--r—— 1 root root 1.1M Jul 25 16:33 mod jk.a

Configuration of mod_jk in Apache

Configuration of mod_7jk is a little complicated in Apache. There are various ways of
performing the configuration, but the most commonly used option is the concept of
creation of workers.properties and mod_jk.conf. The steps to be performed are
mentioned below:
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Copy the mod_jk.so from the apache 2.0 directory of the connector source
to the modules directory of the Apache httpd server by using the
following command:

[root@localhost apache-2.0l1# cp mod jk.so /opt/apache-2.2.19/
modules/

chmod 755 mod jk.so

The previous command sets the execution permission.

chown root:root mod jk.so

The previous command sets the the ownership to root.

To edit the configuration of the httpd server, you have to create the new
file called as mod_jk.conf in the conf directory of $APACHE_HOME/conf as
follows:

[root@localhost apache-2.0]# cd /opt/apache-2.2.19/conf

vi mod-jk.conf

LoadModule jk module modules/mod_jk.so
JkWorkersFile conf/workers.properties
JkLogFile logs/mod_jk.log

JkLogLevel info

JkMount /sample/* nodel

The mod_jk.conf file contains the following details:

o

Module path: It defines the location of the module from where
Apache loads the module during the startup process, for example,
LoadModule jk_module modules/mod jk.so

°  Worker file path: It defines the location of the worker file, this file
contains the information of the Tomcat instance details such as the
IP, port and load balancing methods such as JkWorkersFile conf/
workers.properties

Log file: It records the activity for Apache Tomcat integration, it also
records the connectivity health check run between Apache/Tomcat
(JkLogFile logs/mod_jk.log).

URL mapping: It defines the context path for Apache and also sets
the rules such as redirecting the request if you get any request with
the defined URL, for example, JkMount /sample/* nodel. This
means whenever the user hit the URL http://localhost/sample,
the request will redirect to the Tomcat nodel.

[113]




Integration of Tomcat with the Apache Web Server

[e]

Log level: This parameter captures the different events performed by
mod_jk in the logs (JkLogLevel info).

LoadModule jk module modules/mod jk.so
JkWorkersFile conf/workers.properties
JkLogFile logs/mod jk.log

JkLogLlevel info

EkMD::t /sameple/* nodel

JkMount /* nodel

3. Create a new file named as workers. properties in the conf using the
following command:

[root@localhost confl# vi workers.properties

worker.list=nodel
worker.nodel.port=8009
worker.nodel.host=10.130.240.51
worker.nodel.type=ajpl3
worker.nodel.lbfactor=1

workers.properties contain the following details:

o

Node name (common name for the host)

o

AJP port details for Tomcat (the port on which Tomcat accepts the
request for AJP)

Host IP for Tomcat (the IP address where the Tomcat instance
is running)

Protocol used (the protocol used for communication by default is AJP)
Load balancing method (Round robin, persistence, and so on)

Wworker.list=nodel
Wworker.nodel.port=8009
worker.nodel.host=10.130.240.51
Worker.nodel.type=ajpl3
Wworker.nodel.lbfactor=1
worker.nodel.cachesize=10

4. The last step is to include the mod_jk.conf in the main configuration file of
the httpd, that is, httpd.conf.

[root@localhost confl# vi httpd.conf

Include conf /mod_jk.conf should be added at
L the end of httpd. conf.
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Now we are done with configuration of mod_jk in the Apache HTTP configuration
file (httpd.conf). But mod_jk will not work until we recycle the Apache httpd
services. So why wait? Let's recycle by running the following command:

[root@localhost bin]l# ./apachectl stop
[root@root@localhost bin]l# ./apachectl start

In case the Apache services are not displayed after the

configuration, then we will run the configtest . sh placed in the
T bin directory that shows the issues with configuration.

Once we are done with the Apache web server configurations, followed by the web
server service restart, it's now time to test the application. In Chapter 1, Installation of
Tomcat 7, we had tested the application by using the host and port number on which
Tomcat services were running http://localhost :8080/applicationname, as
shown in the following screenshot:

E] b tecameseaogny cHa L
BavG - |- - | B3 Search || ¢ PageStatus || B Mews « | 2+ L Femmit + = mC- B -
Home Documentation Configuration Wiki Malling Lists Find Halp
™ Apache Software Foundation
Apache Tomcat/7.0.14 h— http://www.apache.org/

™ POl YR P ey = .
Recommended Reading Sarver Status

% Security Considerations HOW-TO = )
Manags App
/‘*\ Manager Application HOW-TO et

ClusteringiSession Replication HOW-TO {azhcnpass

After enabling the mod_jk configuration, you can check the URL without using the
port number (http://localhost/applicationname). The following screenshot
shows the application with the application's URL:

it localhens o P& K
G ¢ |- - B seecn | [ Pogestats || () Hewas | &+ (T Emait+ - 2ce B+
Home Documentation Configuration Wiki Mailing Lists Find Help
™ Apache Software Foundation
Apache Tomcat/7.0.14 \‘—- http://www.apache.org/

™
Recommended

g Security Considerations HOW.TO F—
Manager App
/‘k\_ Manager Application HOW-TO

= Session : HOW-TO Hast Manager

Developer Quick Start
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mod_proxy configuration

mod_proxy configuration is very simple as compared to mod_jk configuration. Here,
we need to add the module and redirect the URL to a virtual host.

Open the httpd.conf and place the following entry:

1. Place the following lines of code after the other LoadModule directives:

LoadModule proxy module modules/mod proxy.so
LoadModule proxy http module modules/mod_proxy http.so

2. Place the following lines of code with your other virtualHost, or at the
bottom of the file:

NameVirtualHost *
<VirtualHost *>
ServerName abc.com
ProxyRequests Off
<Proxy *>
Order deny,allow
Allow from all
</Proxy>
ProxyPass / http://localhost:8080/
ProxyPassReverse / http://localhost:8080/
<Location />
Order allow,deny
Allow from all
</Location>
</VirtualHost>

Save the configuration file. Based on the Rule of Thumb, every configuration change
is reflected only after a recycle.

[root@localhost binl# ./apachectl stop
[root@root@localhost binl# ./apachectl start
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Comparison between mod_jk and mod_proxy

We have discussed mod_jk and mod_proxy but we still don't know when to use
which module to increase the speed of the web server. Let's compare both modules
and find out which can be used in a real-time environment:

Feature mod_jk mod_proxy

Load balancing High level Basic

Management

interface Yes No

Compilation Separate process  Not required. By default comes with Apache
Configuration Huge Basic

Protocol AJP HTTP/HTTPS/ AJP

Node failure Advance NA

The previous table shows the comparison of mod_jk and mod_proxy. Based on the
features, the web administrator can decide which module should be used.

In 90 percent of cases, mod_jk is used with
S Apache Tomcat.

lIS integration with Tomcat 7

IIS versions vary with different versions of Windows OS, such as Windows

2003 comes with IIS 6 and Windows 2008 comes with IIS 7. Here, we discuss the
integration of IIS 7 with Tomcat 7, but before we proceed, there are some sets of
configuration which we need to configure to make sure the integration works well.

Prerequisites

The prerequisites for integration are:

e .NET 3.5 should be installed on the server

e The new site with a common virtual directory for IIS and Tomcat. We need
to create a website, which accepts the request from the user and redirects it to
Tomcat 7 internally. In order to integrate IIS with Tomcat, we have to create a
common virtual directory for IIS and Tomcat, and then share the module.

e isapi_redirect.dll:Itis a dynamic linking library for the
Windows platform.

[117]




Integration of Tomcat with the Apache Web Server

e isapi redirect iplugin:Itis used to redirect the request from IIS
to Tomcat.

e workers.properties: It should have all the definitions for the configuration,
such as the hostname, AJP port, and load balancing method.

e uriworkermap.properties: It contains the URI mapping information for the
application, such as /sample.

Steps for installation

Download the latest mod_jk from http://tomcat.apache.org/download-
connectors.cgi. Extract it to C and rename it to Tomcat. On double-clicking the
folder, you will find a directory structure, as shown in the following screenshot:

) conf I- docs
i. jkstatus native
= support N tools
j‘ wdocs BUILD
I
| LICEMSE —n NOTICE

Go to the directory C:\tomcat\native\iis and double-click on the isapi _
redirect. An entry in the registry will be created, as shown in the
following screenshot:
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installer

isapi.def

isapi.dsw

isapi_redirect

Makefile.amdbd

Makefile.xB6

pcre

isapi.dsp
isapi_install

jk_isapi_plugin.c

Let us quickly see the contents in the registry by editing the file:

REGEDIT4

[HKEY LOCAL_ MACHINE\SOFTWARE\Apache Software Foundation\Jakarta Isapi
Redirector\1.0]

"log file"="C:\\tomcat\\logs\\isapi.log"

"log level"="debug"

"worker file"="C:\\tomcat\\conf\\workers.properties"

"worker mount_ file"="C:\\tomcat\\conf\\uriworkermap.properties"

It shows the different parameters for the Tomcat connection such as workers.
properties, URI mapping, log location, and so on.

Once the registry is saved, you have to restart the IIS server using the following

commands from the command prompt:

iisreset stop

iisreset start

Let's discuss about the workers . properties and URI mapping files. There is a sample

workers.properties available at C: \tomcat\native\iis\installer\conf.
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The following screenshot shows the different configuration files, which are used for
mod_jk configuration in IIS:

'l rewrite 'l uriwarkermap

I \ workers.properties

The workers.properties file consists of the following code:

workers.properties

# The workers that jk should create and work with
#tworker.list=wlb, jkstatus

# Defining a worker named ajpl3w and of type ajpl3l
# Note that the name and the type do not have to match.
worker.ajpl3w.type=ajpl3
worker.ajpl3w.host=1localhost
worker.ajpl3w.port=8009

# Defining a load balancer

worker.wlb.type=1b

worker.wlb.balance workers=ajpl3w

# Define status worker

worker.jkstatus.type=status

The uriworkermap.properties file consists of the following code:

uriworkermap.properties

# uriworkermap.properties - IIS

# This file provides sample mappings for example wlb

# worker defined in workermap.properties.minimal

# The general syntax for this file is:

# [URL]=[Worker name]

/admin/*=wlb

/manager/*=wlb

/jsp-examples/*=wlb

/servlets-examples/*=wlb

/examples/*=wlb

# Optionally filter out all .jpeg files inside that context
# For no mapping the url has to start with exclamation (!)
| /servlets-examples/*.jpeg=wlb

# Mount jkstatus to /jkmanager

# For production servers you will need to

# secure the access to the /jkmanager url
/jkmanager=jkstatus
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Common issues and troubleshooting for
integration

There are many issues which may arise during the integration of Apache Tomcat

or IIS Tomcat integration. Some of them are mentioned in the following section and
we will find out the reason for these issues and their solutions These issues are very
common with the integration of Tomcat.

Scenario 1: The httpd server is not able to compile, and this results in the exit from
the compilation mode.

Error:

configure: error: in ~/opt/httpd-2.2.19/srclib/apr':
configure: error: no acceptable C compiler found in $PATH
See “config.log' for more details.

configure failed for srclib/apr
Reason: C compilers are missing, such as the GCC and GCC+.

Solution: Download the GCC compiler from the Internet and compile it, as per the
instructions given there:

[root@localhost httpd-2.2.19]% ./configure

checking for chosen layout... Apache

Checking for working mkdir -p... ves

Checking build system type... 1686-pc-linux-gnu
checking host system type... i686-pc-linux-—gnu
“hecking target system type... i686-pc-linux-gnu

Configuring Apache Portable Runtime library ...

checking for APR... reconfig

configuring package in srclib/apr now

checking build =ystem type... i16f6-pc-linux-gnu
checking host system type... i1686-pc-linux—gnu
“hecking target system type... i686-pc-linux-gnu
Configuring APR library

Dlatform: i6f86-pc-linux-—gnu

checking for working mkdir -p... yes

APR Version: 1.4.5

Checking for chosen layout... apr

~hecking for gec... no

Checking for cc... no

checking for cl.exe... Do

configure: error: in “Jfopt/httpd-2.2.19/srclibfapr':
configure: error: no acceptable C compiler found in $PATH
cee ‘config.log' for more details.

confionre failed for srelibfanr
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Scenario 2: Apache is not able to compile the make command, displaying an error
and exiting the process.

Error: make is not able to compile the code.
Reason: make is not able to execute its functions.

Solution: Run the following command:

make clean
#Then
make

make install

[+1 -D LARGEFILE&4_SOURCE -I/opt/httpd-2.2.19/5rcl]
r -Ifopt/httpd-2.2.19/srclib/apr/include -I/opt/httpd-2.2.19%/srclib/apr-util/xml/expal
* ' »» aprutil.exp

a NFIG_H -DLINUX=2 -D REENTRANT -D GNU SCURCE -D LARGEFILE&4_SOURCE -I/opt/httpd-2.2.19/srcl]
r -Ifopt/httpd-2.2.19/srclib/apr/include -I/opt/httpd-2.2.19%/srclib/apr-util/xml/expal

d -e

sed 's, ™\ linstalled, ' <
make [3]: v “fopt/httpd-2.
make[2]: g directory “Jopt/httpd-2.2.1
Making all 1 pore

18/sreclib/pore!

b rectory

le to make . / ib.mk'. Stop.
irectory ~/ .2.1%9/srclib/pcre!

l-recursive] E

.2.189/srclib’

Scenario 3: The Apache HTTP server is unable to connect to Tomcat 7.
Error: Unable to connect through AJP.

Reason: Port might get blocked or the AJP configuration is not correct.
Solution: Check the logs for more errors using the following command:

[root@localhost logs]l# cat error log

[Mon Jul 25 16:11:00 2011] [notice] Apache/2.2.19 (Unix) DAV/2 configured
-- resuming normal operations

[Mon Jul 25 16:52:16 2011] [notice]l caught SIGTERM, shutting down

[Mon Jul 25 16:52:23 2011] [warn] No JkShmFile defined in httpd.conf.
Using default /opt/apache-2.2.19/logs/jk-runtime-status

[Mon Jul 25 16:52:23 2011] [warn] No JkShmFile defined in httpd.conf.
Using default /opt/apache-2.2.19/logs/jk-runtime-status

[Mon Jul 25 16:52:23 2011] [notice] Apache/2.2.19 (Unix) DAV/2 mod
jk/1.2.32 configured -- resuming normal operations

[root@localhost logsl]l# cat mod jk.log
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[Mon Jul 25 16:52:23.555 2011] [13355:3086857920] [warn] jk map validate
property::jk map.c (411): The attribute 'worker.nodel.cachesize' is
deprecated - please check the documentation for the correct replacement.

[Mon Jul 25 16:52:23.555 2011] [13355:3086857920] [infol init jk::mod
jk.c (3252): mod jk/1.2.32 () initialized

[Mon Jul 25 16:52:23.564 2011] [13356:3086857920] [warn] jk map validate
property::jk map.c (411): The attribute 'worker.nodel.cachesize' is
deprecated - please check the documentation for the correct replacement.

[Mon Jul 25 16:52:23.564 2011] [13356:3086857920] [infol init jk::mod
jk.c (3252): mod jk/1.2.32 () initialized

Then, run the configtest command on the server to verify the configuration using
the following command:

[root@root@localhost binl# ./apachectl configtest
Syntax OK

Summary

In this chapter, we have discussed the integration of Apache/IIS with Tomcat 7 and
their various component integrations. Also, you can use ready made solutions for
Apache and Tomcat using the link http://www.apachefriends.org/en/xampp-
windows.html. After reading this chapter, the reader can expect to have a good
command on the integration and the different issues they may encounter during the
installation of the integration.

In the next chapter, we will discuss the security enhancement of Tomcat and their
features such as application with their own security setting, server security
SSL, and so on.
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The Internet has created a revolution in the 21st century; it provides us the capability
of collecting information in seconds, whereas it would have taken months to collect
the information previously. This has also raised security concerns for information
privacy and has created the requirement of securing information over the Internet.

Everyday, new technologies are emerging to improve Internet usage for applications.
With these technologies in the market, it becomes a tricky job for hackers and other
communities to access secure information.

In this chapter, we will discuss the following topics:

e Tomcat security permissions
e Catalina properties

e SSL implementation on Tomcat 7

Tomcat Manager

The security being a major concern for IT companies, a separate department for IT
security administration is created in every company. Their major responsibility is
to make sure that there are no vulnerabilities in terms of the networks, web, and
OS infrastructure.

We should download Tomcat from the Tomcat website or any secure, known host.
There is a chance that malicious software is shipped with Tomcat if we download
it from an unknown source. Once the download is complete, verify the integrity

of Tomcat using MD5/PGP. In case of Linux, the MD5 can be verified with Open
Specification for Pretty Good Privacy (OpenPGP). This is a must in the process of
production systems.
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Tomcat security permissions

Apache Tomcat comes with good security-enabled options, but every environment
has its own requirement for security, based on the usage of the application. For
example, banking sites require a high level of security, on the other hand, user-based
applications require little security.

In Tomcat 7, the default permission is configured in TOMCAT HOME/Conf directory.
The security is a collective effort of four files which make the system. Let's discuss
about each file and their functionality.

catalina.properties

This file contains information related to the access of the package, package definition,
common loader, shared loader, and a list of JAR files, which are not necessary to be
scanned at the startup of Tomcat. It helps in improving the performance, as adding
too many JAR files to the skip list improves memory consumption. If you want to
add any common JAR, you have to define it under catalina.properties.

In a production environment, some of the library JARs are shared across many
instances of Tomcat, and in that case we can use the shared loader parameter. By
default, the Tomcat 7 policy comes with the following packages to enhance security.
We can customize the policy based on the application's requirement and usage type.
Following are the key syntaxes used in catalina.properties:

package.access=sun.,org.apache.catalina.,org.apache.coyote.,org.apache.
tomcat.,org.apache.jasper.

package.definition=sun.,java.,org.apache.catalina.,org.apache.coyote.,
org.apache. tomcat.,org.apache.jasper

common.loader=${catalina.base}/lib, ${catalina.base}/lib/*.jar,
${catalina.home}/1lib, ${catalina.home}/1lib/*.jar

tomcat.util.scan.DefaultJarScanner.jarsToSkip=
\bootstrap.jar,commons-daemon.jar, tomcat-juli.jar,
\annotations-api.jar,el-api.jar,jsp-api.jar,servlet-api.jar,
\catalina.jar,catalina-ant.jar,catalina-ha.jar,
catalina-tribes.jar, \jasper.jar, jasper-el.jar,ecj-*.jar,
\tomcat-api.jar, tomcat-util.jar, tomcat-coyote.jar,
tomcat-dbecp.jar, \tomcat-il8n-en.jar, tomcat-il8n-es.jar,
tomcat-il8n-fr.jar, tomcat-il8n-ja.jar,\
commons-beanutils*.jar,commons-collections*.jar,commons-dbcp*.jar,
\commons-digester*.jar,commons-fileupload*.jar, commons-logging*.jar,
\commons-pool*.jar, \ant.jar, jmx.jar, jmx-
tools.jar, \xercesImpl.jar,xmlParserAPIs.jar,xml-apis.jar,
\dnsns.jar,ldapsec.jar, localedata.jar, sunjce provider.jar,
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sunpkcsll.jar, tools.jar, \apple provider.jar,AppleScriptEngine.jar,
CoreAudio.jar,dns sd.jar,\j3daudio.jar,j3dcore.jar,j3dutils.jar,
jai core.jar,jai_codec.jar,\mlibwrapper jai.jar,MRJToolkit.jar,
vecmath.jar

catalina.policy

This file contains the Tomcat permission details and their deployed application,
which is used at runtime. If you want to access any system parameter, such as the OS
details, Tomcat internal code, or web application code from different directories, you
can define the permission here. There are basically three kinds of permissions you
can implement on Tomcat 7. The following figure shows the different types of polices
for Catalina:

Catalina Policies

) System Code permissions |

) Catalina Code permissions |

) Web application permissions |

System Code permissions

This policy gives you access the Java library, which need to be verified at runtime by
the Tomcat instance. Following code shows that full access permissions are granted

for the Java library:

grant codeBase "file:${java.home}/lib/-"
{permission java.security.AllPermission;

There are a few more policy options you can implement in Catalina,
e such as System Code, Catalina Code, and Web application permissions.
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The following points describe the different customized policies we can add
in Tomcat 7:
e Read/write access(R/W) to the document root of the web application.

e Read, write, and delete access to the user for the web application directory.
The following screenshot shows the different options:

/{ ========== SYS5TEM CODE PERMISSICHNS3

// These permissions apply to javac
grant codeBase "file:${java.home}/1i

'/ These permissions apply to all shared system extensions
e/lib/ext/-" {

grant codeBase "file:%{java.home
permission java.security.AllPermission;

// These permissions apply to javac when $£{java.home] points at $JAVA HOME/jre
grant codeBase "file:${java.home}/../lib/-" {
permission java.security.AllPermission:

// These permissions apply to all shared system extensions when
{java.home} points at $JAVA |
grant codeBase "file:S5{java.l

Catalina Code permissions (Tomcat core permission)

This section contains the Tomcat internal file permissions to access the code. It helps
in controlling the internal functionality of Tomcat. The following policy shows that
Catalina/1lib has given all the permissions:

grant codeBase "file:${catalina.home}/lib/-"
{permission java.security.AllPermission;

This means that Tomcat has all the permissions to access the 1ib folder.

The previous permission is used for the servlet API and their
&= class loader, which are shared among the different codes.
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The following screenshot shows the Catalina Code permissions:

permission
permission
permission

permission
permission

permission
permission

java.
java.
java.

java.

java.

java.
java.

/f ========== CATALINA CODE

lang.
lang.
lang.

util

util
util
util

PERMISSIONS

// These permissions apply to the daemon code
grant codeBase "file:S${catalina.home}/bin/commons-daemon.jar" {
permission java.security.AllPermission:

// These permissions apply to the logging APT
// Note: If tomcat-juli.jar is in ${catalina.base} and not in ${catalina.home},
// update this section accordingly.
// grant codeBase "file:${catalina.base}/bin/tomcat-juli.jar"™ {..}
grant codeBase "file:${catalina.home}/bin/tomcat-juli.jar" {
permission java.io.FilePermission
"${java.home}${file.separator}lib${file.separator}logging.properties”, "read":

permission java.io.FilePermission
"${catalina.base}${file.separatoriconf${file.separator}logging.properties”, "read":

permission java.io.FilePermission
"${catalina.base}${file.separator}logs”, "read, write":

permission java.io.FilePermission
"S{catalina.base}${file.separator}logs${file.separator}*”, "read, write";

RuntimePermission "shutdownHooks":
RuntimePermission "getClassLoader™:
RuntimePermission "setContextClassLoader™:

.logging.LoggingPermission "control™:

.PropertyPermission "java.util.logging.config.class", "read":
.PropertyPermission "java.util.logging.config.file"™, "read":
.PropertyPermission "catalina.base", "read":

Web application permissions

This section contains the policy with reference to the application's resource

utilization, such as JVM, JNDI, and so on. If you enable the following code, then the
Tomcat classes can be accessed from the root directory of the code:

// grant codeBase "file:${catalina.base}/webapps/examples/
WEB-INF/classes/-" {// };
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The following screenshot displays the Web application permissions:

M This policy will run from the root directory of the web
% application. If you want to access it from outside, then you need

to customize the application.

[130]




Chapter 5

tomcat-users.xml

This file contains the roles and security password for Tomcat.

The following screenshot shows the different roles, users, and passwords
for Tomcat 7:

<raole
<raole
<user
<user
<user

</tomcat-users>

rolename="tomcat"/ >

rolename="rolel"/>

unsername="tomcat" password="tomcat" roles="tomcat"/>
unsername="both" password="tomcat" roles="tomcat,rolel™/>
username="rolel"™ password="tomcat" roles="rolel"/>

server.xml

This is the main configuration file for Tomcat and it mainly contains the
Connector port configuration.

The following screenshot shows the connector configuration, where Tomcat 7 runs
on 8080 and has 20000 as the timeout setting:

TCCIne O OOl oo HIIT7 I I CUllcoool Ol oo oorow

-3

<Connector port="8080" protocol="HTTE/1.1"

connectionTimeout="20000"
redirectFort="g443" />

<!--— A "Connector"™ using the shared thread pool-->

<1

<Connector executor="tomcatThreadPool™

port="8080" protocol="HTTE/1.1"
connectionTimeout="20000"
redirectFort="8443" />
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Enabling Tomcat Manager

By default, the Tomcat Manager is disabled in Tomcat 7. It is a very powerful

tool, but if it goes to the wrong hands, then it can create a problem for the system
administrator or the application administrator. So it's very important that you enable
Tomcat Manager with proper security.

How to enable the Tomcat Manager

For enabling the Manager, we have to edit tomcat -users.xml, which is present in
TOMCAT HOME/conf. You will see that Tomcat users are commented out, as shown in
the following screenshot:

P
<role rolename="tomcat"/>
<role rolename="rolel"/>
<user username="tomcat" password="tomcat"™ roles="tomcat",/>
<user username="both" password="tomcat™ roles="tomcat,rolel"/>
<user username="rolel"™ password="tomcat" roles="rolel"/>

-3

Uncomment the user and save the file, followed by reloading Apache Tomcat 7, as
shown in the following screenshot:

<role rolename="tomcat™/>

<role rolename="rolel"/>

<user username="tomcat"™ password="tomcat"™ roles="tomcat"/>
<user username="both" password="tomcat"™ roles="tomcat,rolel™/>
<user username="rolel" password="tomcat"™ roles="rolel"/>

M If you enable Tomcat Manager in a production environment, make
Q sure it can be accessed only from the internal environment and not
the DMZ.

Securing Tomcat 7 for production

In this topic, we will discuss the best practices used for securing Tomcat 7. Securing
Tomcat does not mean only Tomcat, it includes both Tomcat configurations and
other infrastructure configurations. Let's first start with the Tomcat configurations.
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Tomcat settings

There are different methods of securing Tomcat 7 and these come into picture based
on the application's requirement and the security policy used by an IT organization.

Every organization has their own security policies and the IT
= administrator follows them while implementing the security in Tomcat.

In Tomcat 7, there are different configurations, which need to be changed or
enabled in order to secure Tomcat for the external environment. Let's discuss each
configuration and their usage for a real-time environment.

Connector Port

By default, Tomcat 7 runs on port 8080 using the HTTP protocol. As everyone knows
the default port, it is easier for hackers to hit the port and trap the server. So it's
always recommended to change the connector port and also the AJP port, which
runs on 8009, to secure Tomcat.

Connectors are configured in server.xml in the
= conf directory.

<Connector executor="tomcatThreadPool" port="8080" protocol="HTTP/1.1"
connectionTimeout="20000" redirectPort="8443" />

<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />

We can check the port used by different services by viewing the services file in
Windows and Linux. The following table gives us details of the location of the
services file in Windows and Linux. This information is very useful in order to
avoid port conflict between the two services.
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The following screenshot shows the different ports used by various applications:

Operating system Location of the services file
Linux /etc/services
Windows C:\Windows\System32\drivers\etc
# service-name port/protocol [aliases ...] [# comment]
‘topmux 1/tcp # TCP port service multiplexer
‘topmux 1/udp # TCP port service multiplexer
rie 5/tcp # Remote Job Entry
rie 5/udp # Remote Job Entry
echo 1/tcp
echo 7/udp
discard 8/tcp gink null
discard 3 /udp sink null
=vatat 11/tcp users
=vatat 11/udp users
daytime 13/tecp
davtime 13/udp
qotd 17/tep quote
qotd 17/udp quote
m=p i8/tcp 4 message send protocol
m=p 18/udp # message send protocol
chargen 18/tcp ttytst source
chargen 18/udp ttytst source
ftp-data 20/tecp
ftp-data 20/udp
# 21 is registered to ftp, but also used by fsp
ftp 21/tcp
ftp 21/udp fsp fapd
=sh 22/tcp # 55H Remote Login Protocol
=sh 22 /udp # 55H Remote Login Protocol

The network administrator is responsible for allocating new ports and updating
assigned ports in the previous code, which will be in effect after the recycle.

Slimming of Tomcat application
Tomcat 7 comes with many applications and examples built-in with the packages.
It is always recommended to remove the application packages which are not used.
Following are the advantages of removing a package:

¢ Reduction in the JVM memory utilization

e Chances of any vulnerability will be less, as unwanted applications
(libraries/JAR) are not available

e Easier maintenance of applications
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[root@localhost webappsl# 12 -1ltrh

total 40K

drwxr-xr-x 3 root root 4.0E May 22 15:08
drwxr-xr-x 13 root root 4.0 May 22 15:08
drwxr-xr-x 5 root root 4.0 May 22 15:08
drwxr-xr-x 5 root root 4.0K May 22 15:08
drwxr-xr-x 5 root root 4.0E May 22 15:08

- . |

You can remove as many applications as you want to, the Tomcat Manager can also
be removed if it is not in use.

Disable hot deployment

Hot deployment or autodeployment is a process through which code will be
deployed to the application automatically, without recycling the services. To disable
the hot deployment, you have to edit server.xml for the following parameter:

<Host name="localhost" appBase="webapps"
unpackWARs="true" autoDeploy="true">

Change the autoDeploy to false.

<Host name="localhost" appBase="webapps"
unpackWARs="true" autoDeploy="false">

After making the change, the application will get deployed to the web server only
after the recycle.

Non-Tomcat settings

In the previous section, Tomcat settings, we have discussed about the Tomcat-

level configuration to implement security policies for Tomcat 7. In a real-time
environment, with new and the latest technologies, these settings are not enough to
deal with security threats. To make the system more secure, we have to secure our
infrastructure. Let's discuss a few best practices for securing the web infrastructure.

Service as a separate user

We should not run Tomcat as a root user. Instead, create a new user and give the
privileges to that user to run the Tomcat server. The configuration file should also
have the privileges of the root and user groups, and other directories such as logs,
should have read/write permissions for this user/group.
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Firewall

Tomcat should be configured in the internal zone if it's not a frontend application
and only the connector port— AJP port—should be open from the external DMZ
server. If in any case, Tomcat is configured in a frontend application, then the DB
server should be placed in the internal zone with complete firewall restrictions. In
order to create a strong firewall, we can enable or disable the port at the OS level
using the system firewall. You can also verify whether the firewall rules are placed
properly or not.

In Windows, we can verify the firewall settings by using the netsh command in the
following manner:

netsh firewall show state
The previous command shows the current status of the firewall rules.
netsh firewall show config

The previous command shows the operation mode status of the firewall. The
following screenshot shows the output of the previous two commands:

S:sUserssuserdnetsh fivewall show state

Firewall status:

Profile = Standard
Jperational mode = Disable
Exception mode = Enable
Multicast-broadcast response mode = Enahle
Notification mode = Enable

aroup policy version = Windows Firewall
Remote admin mode = Dizable

Ports currently open on all network interfaces:
Port Protocol Uersion Program

Mo ports are currently open on all network interfaces.

S:sUserssuserrnetsh firewall show config

Domain profile configuration:

Jperational mode = Disable
Exception mode = Enable
Multicast-broadcast response mode = Enahle
Notification mode = Enable
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In order to add or remove any firewall policies, we can run the following command:
netsh firewall set opmode enable
The previous command allows us to edit the configuration rule.

The following command adds the TCP port 8085 over the subnet. Hence, this port is
accessible outside the system.

netsh firewall add portopening TCP 8085 HTTP enable subnet

In Linux, we can verify the firewall settings using the iptables command in the
following manner:

[root@localhost etcl# iptables -L

The following screenshot shows the firewall rule for a Linux environment. Currently,
no firewall rule is defined:

[root@localhost etcl# iptables -L
Chain INPUT (policy ACCEPT)
Larget prot opt sSource destination

Chain FORWARD (policy ACCEPT)
carget prot opt sSource destination

Chain CUTPUT (policy ACCEPT)
carget prot opt source destination

In case we have to edit the firewall rule, then the following command needs to be
executed:

iptables -A INPUT -s 0/0 -i ethO -4 192.168.1.2 -p TCP -3j ACCEPT

The previous command defines the firewall rule, that accepts all requests originating
from anywhere to the destination 192.168.1.2, through the TCP protocol.

[ For more information on the DMZ, please visit http:// ]
s

en.wikipedia.org/wiki/Demilitarized zone.

Password

We should not use any plain text password for the application or configuration level
and always use an encrypted password using MD5 or a hashing algorithm. In order
to enable the encryption password in Tomcat, we have to follow a sequence of steps.
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Let's discuss each step briefly and enforce the password encryption policy for the
Tomcat Manager.

1. We have to define the password encryption algorithm in the Realm section of
server.xml, as in the following line of code:

<Realm className=
"org.apache.catalina.realm.MemoryRealm"digest="MD5" />

<Realm className="org.apache.catalina.realm.UserDatabaseRealm”
resourcelame="UserDatabase™/>
</Realm>

alm className="org =1 alina.realm.MemoryRealm™

digest="MD5"

<Host name="localhost"™ appBase="webapps"™
unpackWARs="true" autoDeploy="true">

We can define the algorithm based on the OS requirement,
i such as SHA, RSA, MD5, and so on.

2. Now go to tomcat_home/bin and run the following command, it will
generate the encrypted algorithm, as shown in the following screenshot:

[root@localhost binl# ./digest.sh -a MD5 secret

|rootiElocalhost binl#§ ./digest.sh -a HMDS secret
secret: sebeZZ9%4ecdlelf08eabT630d2ab6eebs

The previous command can be described as . /digest.sh = script, which
generates the password for Tomcat realmand -a = algorithm used, currently
we are using MD5 algorithm.

3. Copy the MD?5 string and replace the password text from tomcat_user.xml
with the following line of code:
<user name="admin" password="5ebe2294ecd0e0f08eab7690d2a6ee69 "

roles="manager-gui" />

4. Reload the Tomcat services and log in to the Tomcat Manager using
the password.

The password will not change here, we have only changed the
= method of storing passwords.
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SSL configuration on Tomcat 7

Secure Socket Layer (SSL) is another way of securing data communication. It

is a cryptographic protocol, in which data travels through a secure channel. The
server sends a secure key to the client browser, the client browser decrypts it and a
handshake takes place between the server and the client or we can say it's a two-way
handshake over the secure layer.

When is SSL required for Tomcat?

SSL will be more efficient if you are using Tomcat as a frontend server. In case you are
using Apache or IIS, then it's recommended to install SSL on Apache or the IIS server.

Types of SSL certificates

Before we go ahead and install SSL, let's discuss the two types of SSL certificates,
which are explained as follows:

e Self-signed certificate: This certificate is used for testing purposes by
applications which are hosted in the internal environment, where no
verification is required and in this only data travel will be secure.

e Signed certificate: This certificate is basically used in real-time external
environments, where authentication is required and also data should travel
over the secure channel. For this kind of certificate, we have various third
parties who generate the signed certificate and send it to us.

Process of installing SSL

The process of installing SSL varies for every server, but there are certain parameters
which are common to every server for generation of the Certificate Signing Request
(CSR). The method of generating the CSR may vary, but information required for
generating the CSR remains the same. The following table provides the CSR template:

CSR Attributes Domain information as to which CSR needs to be generated
Common Name Define the domain name

Organization Organization name

Department Department name of the organization

City City where this organization is located

State State where this organization is located

Country Country where this organization is located

Key size 2048 (encryption bit)
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- Common name: It is the hostname for which CSR needs to be

enerated.
% &

Key size: It is the size of the encryption keys.

Let's do a real-time implementation for installation of the SSL certificate on Tomcat
7. We will install SSL certificate for host tomcat 7packtpub.com in Tomcat 7 by
performing the following steps:

1. Create a CSR template for the tomcat7packtpub. com.

CSR Attributes Domain information as to which CSR needs to be generated

Common Name tomcat7packtpub.com
Organization tomcat7packtpub.com
Department Tomcat

City Hyd

State AP

Country IN

Key size 2048

2. We need to create the CSR for the host tomcat7packtpub.com. For creating
the CSR, we need to run the keytool present in JAVA_HOME/bin. The
following command will capture parameters for the CSR:

By default, keytool will be executed from JAVA_HOME/bin. But if
L= we have set the Java path, then you can run it from anywhere.

[root@localhost conf] # keytool -genkey -alias tomcat?7
-keyalg RSA -keysize 2048 -keystore tomcat.jks

[root@localhost confl# keytool -genkey -alias tomcat7 -keyalg RSA -keysize 2048 -keystore tomcat.jks

[Enter keystore password:

Re-enter new password:

[What is your first and last name?

[Unknown]: tomcat7packtpub.com

[Wihat is the name of your organizational unit?

[Unknown]: tomcat7packtpub.com

[What is the name of your organization?

[Unknown] : tomcat?

[What is the name of your City or Locality?

[Unknown]: hyd

[ihat is the name of your State or Province?

[Unknown]: AP

What is the two-letter country code for this unic?
[Unknown] : IN

Is CN=tomcat7packtpub.com, CU=tomcat7packtpub.com, C=tomcat7, L=hyd, S5T=AP, C=IN correct?
[no]l: wes

[Enter key password for <tomcat7>
(RETURN if same as keystore password):
Re-enter new password:
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3. Generate the certificate in CSR format using the following command. It

will ask for the password and send it to the respective vendor for signed
certificate creation.

[root@localhost confl]l# keytool -certreq -alias tomcat7 -file csr.
txt - keystore tomcat.jks

Enter keystore password:

4. Import the certificate to the following Tomcat key store. Copy the tomcat7.
jks in the TOMCAT HOME/conf.

[root@localhost conf] # keytool -import -trustcacerts -alias
tomcat7 -file tomcat7packtpub.com.pb7 -tomcat7.jks

Once you have signed the certificate created now, it's time to make changes in the
Tomcat configuration.

1. Open server.xml and change the settings, as in the following code snippet:

<Connector port="443" maxHttpHeaderSize="8192" maxThreads="150"
minSpareThreads="25" maxSpareThreads="75" enableLookups="false"
disableUploadTimeout="true" acceptCount="100" scheme="https"
secure="true" SSLEnabled="true" clientAuth="false"

sslProtocol="TLS" keyAlias="server" keystoreFile="tomcat7.jks"
keypass="changeit" />

2. Save the server.xml and restart the Tomcat services.
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4. Once the installation is done, the next step is to verify the SSL. You can
access the application using the URL https://yoursitename or https://
localhost:8443. Here, we have not created the signed certificate as it is a
paid service, but we can use www.gmail.com as an example, which also uses
SSL. Hit the URL, once the page is loaded, you will see the SSL icon. Click on
it to view the certificate details, as shown in the following screenshot:

Certificate Viewer:"www.google.com” G2
General | Details
This certificate has been verified for the following uses:
55L Server Certificate
Issued To
Commen Name (CM) www.google.com
Organization (C) Google Inc
Organizational Unit (OU)  <Mot Part Of Certificate>»
Serial Number 2F:DF:BC:Fo:AE:91:52:60:0F9A:A3: DF:40:34:3E:9A
Issued By
Commen Name (CM) Thawte SGC CA
Organization (C) Thawte Consulting (Pty) Ltd.
Organizational Unit (OU)  <Mot Part Of Certificate>»
Validity
Issued On 18§-12-2009
Expires On 19-12-2011
Fingerprints
SHAL Fingerprint 40:50:62:E5:BE:FI:EL: AROT:E:38: 2 FL:6 0 CB. T C:ER BT C4E2
MD5 Fingerprint C4:70:74:FB:69:F9:E3:94:TE:8B:28: 44:00:73: DE:OL

5. If you click on Details, it shows that your certificate is successfully installed,
as shown in the following screenshot:
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General | Details |

Certificate Hierarchy
4Builtin Object Token:Verisign Class 3 Public Primary Certification Authority
4Thawte 5GC CA
www.google.com

Certificate Fields
awopw.google.com
4 Certificate
Yersion

m

Serial Mumber
Certificate Signature Algorithm
Issuer
aValidity
Mot Before
Mot After

Subject
Field Value

Summary

In this chapter, we have discussed the various policies of Tomcat 7 and their
functionalities, such as the Catalina policy and System level policy. We have also
discussed the different measures of enabling security and their benefits, such as
SSL, best practices used in real-time industries to secure Tomcat 7 in the production
environment by changing the configuration, and SSL implementation.

In the next chapter, we will discuss various real-time issues with reference to Tomcat
and their components and solutions.
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Logging services play a vital role in the life of the administrator and developer to
manage the application from the phase of development to production issues. It's
the logging services that help you to find the actual problem in the web application.
Also, it plays an essential role in performance tuning for many applications.

In this chapter, we will discuss:

e Logging services in Tomcat 7

e JULI
e Log4
e Loglevel

e Valve component

¢ Analysis of logs

JULI

Previous versions of Tomcat (until 5.x) use Apache common logging services for
generating logs. A major disadvantage with this logging mechanism is that it can
handle only a single JVM configuration and it makes it difficult to configure separate
logging for each class loader for independent applications. In order to resolve this
issue, Tomcat developers have introduced a separate API for the Tomcat 6 version,
that comes with the capability of capturing each class loader activity in the Tomcat
logs. It is based on the java.util.logging framework.
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By default, Tomcat 7 uses its own Java logging API to implement logging services.
This is also called JULI. This API can be found in TOMCAT HOME/bin of the Tomcat
7 directory structures (tomcat-juli.jar). The following screenshot shows the
directory structure of the bin directory where tomcat-juli.jar is placed. JULI
also provides the feature for custom logging for each web application, and it also
supports private per-application logging configurations. With the enhanced feature
of separate class loader logging, it also helps in detecting memory issues while
unloading the classes at runtime.

. For more information on JULI and the class loading issue, please refer

% tohttp://tomcat.apache.org/tomcat-7.0-doc/logging.
i html and http://tomcat.apache.org/tomcat-7.0-doc/class-

loader-howto.html respectively.

[root@localhost binl# 1ls -ltrh
total T40K
—rwxr-xr-x 1 root root

root root

1.6E Apr

2.1K Apr
root root 4.6K Apr
root root 3.6K Apr
root root 236K Apr
root root 34K Apr
root root .1E Apr
root root 1.6K Apr
root root 2.1K Apr
root root 3.9K Apr
—I'W—-C——-L—— root root Apr

1
—-ry-r--r—— 1
1

1

1

1

1

1

1

1

1

—-rWwEr-xr-x 1 root root 1.6K Apr

1

1

1

1

1

1

1

1

1

1

1

—IWEI-HKI—X
—-IW-r—--I——
—-IW-L--I—--
—-IW-IL--I--
—IW-I--I——
—IWXIr-XI—X
—-IW-r—--I—-—
—IWEI-HKI—X

—-IW-L——C—— root root . 1K Apr
—IW-I——L—— root root . 4K Apr
—IWHF-XI—-X root root 1.9K Apr
root root 135K Apr
root root 23K Apr
root root 2.5K Apr
root root 12K Apr
root root 27K Apr
root root 2.0K Jul 10
root root 2.3K Jul 10
root root 19K Sep 25

R B L L R R
w
=

—rW-r——F——
—Ir'W—-F——F—— 2011 commons-daemon.jar
—IW—C—-C—— 2011 catalina-tasks.zxml

2011 catalina.bat

—-IW-L--I—--

[ O I = T = B o N U SO SO S O SO OO oY

-IW-I--L--
—IWXI-XI-X
—IWXT-XT-X

—IWHI-Xr—-x
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Loggers, appenders, and layouts

There are some important components of logging which we use at the time of
implementing the logging mechanism for applications. Each term has its individual
importance in tracking the events of the application. Let's discuss each term
individually to find out their usage:

e Loggers: It can be defined as the logical name for the log file. This logical
name is written in the application code. We can configure an independent
logger for each application.

e Appenders: The process of generating logs is handled by appenders. There
are many types of appenders, such as FileAppender, ConsoleAppender,
SocketAppender, and so on, which are available in log4j. The following are
some examples of appenders for log4j:

log4j.appender.CATALINA=org.apache.log4j.DailyRollingFileAppender
log4j.appender.CATALINA.File=${catalina.base}/logs/catalina.out
log4j.appender.CATALINA.Append=true

log4j .appender.CATALINA.Encoding=UTF-8

The previous four lines of appender define the DailyRollingFileAppender
in log4j, where the filename is catalina.out. These logs will have UTF-8
encoding enabled.

If log4j .appender.CATALINA. append=false,
= then logs will not get updated in the log files.

# Roll-over the log once per day
log4j.appender.CATALINA.DatePattern="'.'dd-MM-yyyy"'.log'
log4j.appender.CATALINA.layout = org.apache.log4j.PatternLayout

log4j.appender.CATALINA. layout.ConversionPattern = %d [%t] %-5p
$c- sm%n

The previous three lines of code show the roll-over of the log once per day.

[147]




Logging in Tomcat 7

e Layout: It is defined as the format of logs displayed in the log file. The
appender uses the layout to format the log files (also called patterns). The
highlighted code shows the pattern for the access logs:

<Valve className="org.apache.catalina.valves.AccessLogValve"
directory="logs" prefix="localhost access log." suffix=".txt"
pattern="%h %1 %u %t &quot;%r&quot; %s %b" resolveHosts="false"/>

Loggers, appenders, and layouts together help the developer to
L capture the log message for the application event.

Types of logging in Tomcat 7

We can enable logging in Tomcat 7 in different ways, based on the requirement.
There are a total of five types of logging that we can configure in Tomcat, such as
application, server, console, and so on. The following figure shows the different
types of logging for Tomcat 7. These methods are used in combination with each
other based on the environment needs. For example, if you have issues where
Tomcat services are not displayed, then the console logs are very helpful to identify
the issue, as we can verify the real-time boot sequence. Let's discuss each logging
method briefly:
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Application log

These logs are used to capture the application event while running the application
transaction. These logs are very useful in order to identify the application level
issues. For example, suppose your application performance is slow on a particular
transition, then the details of that transition can only be traced in the application log.
The biggest advantage of application logs is we can configure separate log levels
and log files for each application, making it very easy for the administrators to
troubleshoot the application.

[ Log4j is used in 90 percent of cases for application ]
o

log generation.

Server log

Server logs are identical to console logs. The only advantage of server logs is that
they can be retrieved anytime, but console logs are not available after we log out
from the console.

Console log

This log gives you the complete information of the Tomcat 7 startup and loader
sequence. The log file is named as catalina.out and is found in TOMCAT_HOME/
logs. This log file is very useful in checking the application deployment and server
startup testing for any environment. This log is configured in the Tomcat file
catalina.sh, which can be found in TOMCAT HOME/bin.

=T

CLASSPATH="$CLASSPATH""$CATALINA HOME"/bin/bootstrap.jar

if [ -z "SCATALINA BASE™ ] ; then
CATALINA BASE="S$CATALINA HOME™
i

if [ -z "SCATALINA COUT" ] ; then
CATALINA OUT="SCATALINA BASE"/logs/catalina.out

1

if [ -z "SCATALINA TMPDIR™ ] : then
# Define the java.io.tmpdir to use for Catalina
CATALINA TMPDIR="4CATALINA BASE"/temp

fi
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The previous screenshot shows the definition for Tomcat logging. By default, the
console logs are configured as INFO mode.

+ There are different levels of logging in Tomcat such as WARN, INFO,
CONFIG, and FINE. We will discuss each log level in detail in the

section Types of log levels in Tomcat 7 in this chapter.

[rootélocalhost logs]#f 1ls -1ltrh
cotal 172K

Frw-r--r-- 1 root root 0 May 16 manager.2011-05-16.1log
FrWw-r--r-— 1 root root 0 May le host-manager.2011-05-16.1log
-rw-r--r—-— 1 root root 714 May 16 localhost_access_log.2011-05-16.txt
-rw-r--r-- 1 root root 920 May 1é localhost.2011-05-16.10og
-rWw-r--r--— 1 root root 5.3EK May lé catalina.2011-05-16.1og
Frw-r—--r-— 1 root root 0 May 22 manager.2011-05-22.1og
Frw-r--r-- 1 root root 0 May 22 host-manager.2011-05-22.1log
FrWw-r--r-— 1 root root 0 May 22 localhost_access_log.2011-05-22.txt
-rw-r—--r-— 1 root root 460 May 22 localhost.2011-05-22.10g
-IrWw-r--r-- 1 root root 2.3K May 22 catalina.2011-05-22.10g
FrWw-r--r-— 1 root root 0 Jun 23 manager.2011-06-23.1log
Frw-r—--r-— 1 root root Jun 23 host-manager.2011-06-23.1og
Frw-r--r-- 1 root root Jun 23 localhost_access_log.2011-06-23.txtC
FrWw-r--r-— 1 root root Jun 23 localhost.2011-06-23.10g
Frw-r—--r-— 1 root root Jun 23 catalina.2011-06-23.1og
Frw-r--r-- 1 root root Jul 10 manager.2011-07-10.1log
FrWw-r--r-— 1 root root Jul 10 host-manager.2011-07-10.1log
Frw-r—--r-— 1 root root Jul 10 localhost_access_log.2011-07-10.txt
Frw-r--r-- 1 root root Jul 10 localhost.2011-07-10.1og

1 root root out

catalina.2011-07-10.1cg

M

Frw-r--r-- 1 root root 20K Jul 10 15
[root@localhost logs]# pwd
/opt/apache-tomcat-7.0.12/1logs

"SR T R £ SRS W S N

The previous screenshot shows the Tomcat log file location, after the start of the
Tomcat services.

May 22, 2011 4:15:47 PM org.apache.catalina.core.5tandardEngine startInternal

INFO: Starting Servlet Engine: Apache Tomcat/7.0.12

May 22, 2011 4:15:47 PM org.apache.catalina.startup.HostConfig deployDirectory

INFO: Deploying web application directory examples

May 22, 2011 4:15:48 PM org.apache.catalina.util.SessionldGenerator createSecureRandom
INFO: Creation of SecureRandom instance for session ID generation using [SHAIPRNG] took [136] milliseconds.
May 22, 2011 4:15:48 PM org.apache.catalina.startup.HostConfig deployDirectory

INFO: Deploying web application directory host-manager

May 22, 2011 4:15:49 PM org.apache.catalina.startup.HostConfig deployDirectory

INFO: Deploying web application directory docs

May 22, 2011 4:15:49 PM org.apache.catalina.startup.HostConfig deployDirectory

INFO: Deploying web application directory ROOT

May 22, 2011 4:15:49 PM org.apache.catalina.startup.HostConfig deployDirectory

INFO: Deploying web application directory manager

May 22, 2011 4:15:49 PM org.apache.coyote.AbstractProtocolHandler start

INFO: Starting ProtocolHandler ["http-bio-8080"]

May 22, 2011 4:15:49 PM org.apache.coyote.BRbstractProtocolHandler start

@NFD: Starting ProtocolHandler ["ajp-bio-8009"]

May 22, 2011 4:15:49 PM org.apache.catalina.startup.Catalina start

INFO: Server startup in 1903 ms

The previous screenshot shows the output of the catalina.out file, where the
Tomcat services are started in 1903 ms.
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Access log

Access logs are customized logs, which give information about the following;:

e  Who has accessed the application
e What components of the application are accessed

e Source IP and so on

These logs play a vital role in traffic analysis of many applications to analyze the
bandwidth requirement and they also help in troubleshooting the application under
a heavy load. These logs are configured in server.xml in TOMCAT HOME/conf. The
following screenshot shows the definition of the access logs. You can customize them
according to the environment and your auditing requirements.

<1—— SingleSign0On wvalwe, share authentication between web applications
Documentation at: fdocs/config/valve.html —->

<1

<Valve className="org.apache.catalina.authenticator.3ingleSignin™ />

-

<!—— BAccess log processes all example.

Documentation at: /fdocs/config/valve.html

Hote: The pattern used is equivalent to using pattern="common®™ -->
me="ar: yache . catalina .AccessLogValve™ directory="logs"

Let's discuss the pattern format of the access logs and understand how we can
customize the logging format:

<Valve className="org.apache.catalina.valves.AccessLogValve"
directory="logs" prefix="localhost access log." suffix=".txt"
pattern="%h %1 %u %t &quot;%r&gquot; %s %b" resolveHosts="false"/>

e Class Name: This parameter defines the class name used for the generation
of logs. By default, Apache Tomcat 7 uses the org.apache.catalina.
valves.AccessLogValve class for the access logs.

¢ Directory: This parameter defines the directory location for the log file. All
the log files are generated in the log directory — TOMCAT HOME/logs—but
we can customize the log location based on our environment setup and then
update the directory path in the definition of the access logs.

e Prefix: This parameter defines the prefix of the access log filename, that is, by
default, the access log files are generated by the name localhost_access_
log.yy-mm-dd. txt.
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e Suffix: This parameter defines the file extension of the log file. Currently it is
in . txt format.

o Pattern: This parameter defines the format of the log file. The pattern is a
combination of values defined by the administrator, for example, $h = remote
host address. The following screenshot shows the default log format for
Tomcat 7. The access logs show the remote host address, date/time of the
request, the method used for the response, URI mapping, and HTTP
status code.

[root@localhost logs]s cat localhost_access log.2012-01-24.txt

127.0.0.1 - - [24/Jan/2012:09:53:21 -0800] "GET / HITP/1.1" 200 12079
127.0.0.1 - - [24/Jan/2012:09:53:22 -0800] "GET /tomcat.css HITE/1.1" 304 -
127.0.0.1 - - [24/Jan/2012:09:53:22 -0800] "GET /favicon.ico HITP/1.1" 304 -
127.0.0.1 - - [24/Jan/2012:09:53:23 -0800] "GET /fasf-logo.png HITP/1.1" 304 -
127.0.0.1 - - [24/Jan/2012:09:53:23 -0800] "GET /tomcat.png HTTE/1.1" 304 -
127.0.0.1 - - [24/Jan/2012:09:53:23 -0800] "GET /bg-nav.png HITP/1.1" 304 -
127.0.0.1 - - [24/Jan/2012:09:53:23 -0800] "GET /bg-upper.png HITP/1.1" 304 -

In case you have installed the web traffic analysis tool for applications,
then you have to change the access logs to a different format.

Host manager

These logs define the activity performed using the Tomcat Manager, such as the
various tasks performed, the status of the application, the deployment of the
application, and the lifecycle of Tomcat. These configurations are done on the
logging.properties, which can be found in TOMCAT HOME/conf.

java.util.logging.Con=soleHandler.level = FINE
java.util.logging.ConsoleHandler. formatter = java.util.logging.SimpleFormatter

The previous screenshot shows the definition of the host, manager, and host -
manager details. If you see the definitions, it defines the log location, log level, and
the prefix of the filename.
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In logging.properties, we are defining file handlers
L and appenders using JULL

The log file for manager looks similar to the following:

28 Jun, 2011 3:36:23 AM org.apache.catalina.core.ApplicationContext log
INFO: HTMLManager: list: Listing contexts for virtual host 'localhost'’
28 Jun, 2011 3:37:13 AM org.apache.catalina.core.ApplicationContext log
INFO: HTMLManager: list: Listing contexts for virtual host 'localhost'’
28 Jun, 2011 3:37:42 AM org.apache.catalina.core.ApplicationContext log
INFO: HTMLManager: undeploy: Undeploying web application at '/sample'
28 Jun, 2011 3:37:43 AM org.apache.catalina.core.ApplicationContext log
INFO: HTMLManager: list: Listing contexts for virtual host 'localhost'’
28 Jun, 2011 3:42:59 AM org.apache.catalina.core.ApplicationContext log
INFO: HTMLManager: list: Listing contexts for virtual host 'localhost'’
28 Jun, 2011 3:43:01 AM org.apache.catalina.core.ApplicationContext log
INFO: HTMLManager: list: Listing contexts for virtual host 'localhost'’
28 Jun, 2011 3:53:44 AM org.apache.catalina.core.ApplicationContext log
INFO: HTMLManager: list: Listing contexts for virtual host 'localhost'’

Types of log levels in Tomcat 7

There are seven levels defined for Tomcat logging services (JULI). They can be set
based on the application's requirement. The following figure shows the sequence of
the log levels for JULI:

WARNING H CONFIG ||| FINE FINER || FINEST
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Every log level in JULI has its own functionality. The following table shows the
functionality of each log level in JULI:

Log level Description

SEVERE(highest) Captures exception and Error

WARNING Warning messages

INFO Informational message, related to the server activity
CONFIG Configuration message

FINE Detailed activity of the server transaction (similar to debug)
FINER More detailed logs than FINE

FINEST (least) Entire flow of events (similar to trace)

For example, let's take an appender from logging.properties and find out the log
level used; the first log appender for localhost is using FINE as the log level, as
shown in the following code snippet:
localhost.org.apache.juli.FileHandler.level = FINE
localhost.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

localhost.org.apache.juli.FileHandler.prefix = localhost.

The following code shows the default file handler configuration for logging in
Tomcat 7 using JULL The properties and log levels are mentioned:

EES SRR SRS SRR SRR E RS SRR E RS SRR E SR EEL SRR SR SRR R R

# Facility specific properties.

# Provides extra control for each logger.

LRSS ERE SRS RS SRR EES SRR E RS SRS E SR EEL SRS SR SRR B R

org.apache.catalina.core.ContainerBase. [Catalina] . [localhost] .level =
INFO

org.apache.catalina.core.ContainerBase. [Catalinal . [localhost] .handlers =
2localhost.org.apache.juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalinal. [localhost]. [/manager]
.level = INFO

org.apache.catalina.core.ContainerBase. [Catalinal. [localhost]. [/manager]
.handlers = 3manager.org.apache.juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalinal. [localhost]. [/host-
manager] .level = INFO

org.apache.catalina.core.ContainerBase. [Catalina]. [localhost]. [/host-
manager] .handlers = 4host-manager.org.apache.juli.FileHandler
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Logdj

Log4j is the project run by The Apache Software Foundation. This project helps in
enabling the logs at the various levels of the server and application.

The major advantage of log4j is manageability. It provides the developer a freedom
to change the log level at the configuration file level. Also, you can enable/disable
logs at the configuration level, so there is no need to change the code. We can
customize the log pattern based on the application, separately. Log4j has six log
levels. The following figure shows the different types of log levels in log4j:

FATAL ERROR WARN INFO DEBUG TRACE

Log level for log4j

Every log level in log4j has its own functionality. The following table shows the
functionality of each log level in log4;j:

Log Description

level

OFF This level is set when you want logging to be set as false (Stopped logging).

FATAL  This log level will print the severe errors that cause premature termination.

ERROR  This log level is used to capture runtime errors or unexpected conditions.
Expect these to be immediately visible on a status console.

WARN  This level is used in the previous version.

It gives you almost errors, other runtime situations that are undesirable or
unexpected, but not necessarily wrong.

Expect these to be immediately visible on a status console.
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Log Description
level
INFO This log level will define the interesting runtime events (startup/shutdown).

It is best practice to put the logs at the INFO level.

DEBUG  Detailed information on the flow through the system is defined in this level.

TRACE  This log level captures all the events in the system and application.

How to use logdj

Following are the steps to be performed to use log4j:

1.

Download apache-log4j-1.2.X.tar.gz from its official URL http://logging.
apache.org/log4j/1.2/download.html, where X is the minor version.

Unzip the folder and place the 1og47.jar in the 1ib for TOMCAT HOME/lib
and delete the juli*.jar from 1ib.

Delete the 1ogging.properties from the TOMCAT HOME/CONF.

Create a file 1og4j .properties in the TOMCAT HOME/CONF and define the
log appenders for the Tomcat instance. The following screenshot shows the
appenders for catalina.out. Also, the highlighted code shows the roll-over
of logs per day:

log4]j

log4]j
log4]j
log4]j
log4]j

log4d]
log4d]j
log4d]

log4d]
log4]j
log4]j
log4]j
log4]j
log4d]
log4]j

# Define all the appenders

# Roll-over the log once per day

rootLogger=INFO, CATALINA

.appender.CATALTNA=org.apache.log4].DailyRollingFilelppender
.appender . CATALINA.File=%{catalina.base}/logs/catalina.
appender,CATALINA . Append=true
.appender.CATALINA.Encoding=UTF-8

.appender.C LINA.DatePattern=". 'dd-MM-yvyvy".log"
.appender.C LINL.layout = org.apache.logd4]j.PatternlLayout
appender,CATALINA. layout . ConversionPattern = %d [%t] %-5p %c- Emin

appender . LOCALHOST =org.apache.log4].DailyRollingFilefAppender
.appender . LOCATLHOST.File=§{catalina.base}/logs/localhost.
.appender. LOCALHOST . Append=true

appender ., LOCALHOST . Encoding=UTF-8
.appender.LOCALHOST . DatePattern=". "yyyy-MHM-dd' .log'
appender ., LOCALHOST .. layout = org.apache.logdj.PatternLayout
.appender . LOCALHOST . layout . ConversionPattern = %d [%t] %-5p %c- im3

5.

% You can customize the log rotation based on size, day, hour, and so
= on, using the previous log4j appenders marked in bold.

Restart the Tomcat services.
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Important tip for the production environment

DEBUG and TRACE modes are ideal modes for troubleshooting,
\l but we have to disable them after log analysis. For a production
~ environment, the ideal mode is INFO (DEBUG and TRACE generate
Q heavy logging and also affect the server performance).

Appenders should be enabled everyday in a production environment.
This helps the administrator to perform a log analysis very easily (the
file size is less). -

Log level mapping
Until now, we have discussed the various log levels for JULI and log4j. Let us do a

quick log level mapping for JULI and log4j. The following table shows the one-to-one
mapping for log4j and JULI:

Loglevel in JULI = Log level in log4j

SEVERE FATAL, ERROR
WARNING WARN

INFO INFO

CONFIG NA

FINE DEBUG

FINER DEBUG

FINEST TRACE

Values for Tomcat 7

Values are defined as identifiers which change the pattern of the string in the log.
Suppose you want to know the IP address of a remote host, which has accessed the
website, then you add the combination of the following values mentioned in the log
appenders. For example, let's customize the access logs for Tomcat 7. By default,
access logs for Tomcat are defined as follows:

<Valve className="org.apache.catalina.valves.AccessLogValve"
directory="logs" prefix="localhost access log." suffix=".txt"
pattern="%h %1 %u %t &quot;%r&quot; %s %b" resolveHosts="false"/>
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We want to change the log pattern to show the time taken to process the request. We
have to add the %T in the patterns. The changed code is shown as follows:

<Valve className="org.apache.catalina.valves.AccessLogValve"
directory="1logs"

prefix="localhost access log." suffix=".txt"

pattern="%h %1 %u %t %T &quot;%r&quot; %s %b" resolveHosts="false"/>

The following table shows the values used in Tomcat 7 for log pattern customization:

Values  Description

%a Remote IP address

%A Local IP address

%b Bytes sent, excluding HTTP headers, or " if zero

%B Bytes sent, excluding HTTP headers

%h Remote hostname (or IP address if enableLookups for the connector is
false)

%H Request protocol

%1 Remote logical username from identd

%om Request method (GET, POST, and so on)

%P Local port on which this request was received

%q Query string (prepended with a '?" if it exists)

%1 First line of the request (method and request URI)

%s HTTP status code of the response

%S User session ID

%t Date and time, in Common Log format

%u Remote user that was authenticated (if any)

%U Requested URL path

%ov Local server name

%D Time taken to process the request, in milliseconds

%T Time taken to process the request, in seconds

%l Current request thread name (can compare later with stack traces)
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Log analysis

Log analysis is a very important and tricky issue, which needs to be handled with

a lot of care. If you overlook a few lines, then you will never be able to find the root
cause of the issue. Some of the best practices which need to be kept in consideration
while doing the log analysis are mentioned as follows:

Check the logs of the last 1 hour from the issue
Always go to the first exception in the logs when the error has started

Always keep in mind that issues are not caused due to malfunction of
Tomcat, also check the other infrastructure resources

In non-DOS operating systems (Linux, Unix, Ubuntu, and so on), there are two
utilities which are very useful in log analysis, grep and awk. Let's discuss grep and
awk utilities briefly:

grep: This utility prints the lines which match the string searched.

grep Error catalina.out

The previous command is an example of the grep command for searching
the word "error" in the file catalina. out and displays the lines which
contain the word "error".

awk: This command is used for pattern scanning. Suppose we want to print
10 columns in the entire data file, then this command is very useful. The
following screenshot shows the output of the command when run for the /
opt directory:

find "location of directory " -type f -size +10000k -exec 1ls -lh
{} \; | awk '{ print $9 ": " $5 }.

find "/opt" -type £ -size +10000k -exec 1s -1h {} \; | awk '{
print $9 ": " §5 }!

[zoot@
/opt/h
/opt/J
/opt/
/opt/
/opt/
/opt/
/opt/3

localhost conf]# find fopt -type £ -size +10000k -exec l= -1h {} \: awk '{ print £3 ": " £5 }!'
ttpd-2.2.19.tar: 36M
dkl.6.0_24/=sr 9M
Jjdkl.6.0_24/lib/tools.jar: 13M
jdkl.6.0_24/1lib/ct.sym: 15M
Jjdkl.6.0_24/3r ib/rt.jar: 50M
ib fclient/classes.jsa: 15M

jdk1.6.0_2
dk-6u24-1inux-i586.bin: B1M
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Helpful commands for log analysis
Administrators are looking for shortcut commands to do their work efficiently. The

following are some useful commands that I have collected during log analysis:

The following commands are used for searching big log files. Sometimes in
a production environment, we get alerts for disk out of space. The following
commands can be used:
¢ Finding large files and directories in Linux:
find "location of directory " type f -size +10000k -exec ls -1lh {}
\; | awk '{ print $9 ": " $5 }'
¢ Finding directories with a size over 100MB:
find / -type d -size +100000k

e Sort directories as per size using du:

du --max-depth=1 -m | sort -n -r

e Finding directory sizes:
du -sh folder name
du -ch folder name

du -csh folder name

¢ The following command is used for truncating huge log files on the live
system (log rotation can be done without recycle of services):

cat /dev/null > file name

The following mentioned commands are used for searching the string in
different files:

¢ Finding ERROR exception
grep ERROR log file

e Last 200 lines in log file:
tail -200 log file

e Current logs to be updated

tail -f log file
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Summary

In this chapter, we have discussed the different methods of enabling logs in Tomcat
7 using log4j and JULIL. Also, we have discussed the best practices used for log
analysis, tips, and tricks.

In the next chapter, we will discuss the real-time issues, which are faced by the
web administrator, in managing and maintaining the application production
environment. So, get ready for the real fun!
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Troubleshooting in Tomcat

Every day, IT administrators face new problems with servers in the production
environment. Administrators have to troubleshoot these issues to make sure that the
applications work perfectly.

Troubleshooting is an art of solving critical issues in the environment. It comes with
experience and the number of issues you have come across in your career. But there
is a set of rules for fixing the issues. We will discuss the real-time issues, which

may occur in the production environment. We will also discuss tips and tricks for
resolving issues.

In this chapter, we will discuss:

e Common issues

e Third-party tools for thread dump analysis

e Tomcat specific issues related to the OS, JVM, and database
e How to troubleshoot a problem

e Best practices for the production environment
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Troubleshooting in Tomcat

Common problem areas for web
administrators

Web administrators always find issues with applications, not due to server failure
of the Tomcat server, but because applications start malfunctioning due to other
components as well. The following figure shows different components for a typical
middleware environment:

Common Problem Areas

//\l Database

Application User Access

A\ /.

OS/Hardware| | Network

Let's briefly discuss the issues encountered by web administrators in real-time
production support:

Application: These issues occur when an application doesn't work correctly
due to reasons such as class loader conflicts, application deployment
conflicts, configuration parameters missing, and so on.

Database: Database issues are very critical for the web administrator. It is
very difficult to find the issues related to the DB. Some of them are; JNDI not
found, broken pipe errors, and so on.

User Access: Access issues can occur due to database or application mis-
configuration. Some examples of these issues are; users are not able to access
the application, login page doesn't appear, access denied, and so on.

Network: This plays a vital role in the IT infrastructure. If the connectivity
between the servers goes down, then the communication between the servers
also goes down, and we face an interruption of services.

OS/Hardware: The OS/hardware creates the lower layer where the
application layer resides. If there are any issues with reference to the OS/
hardware, it will affect the services of the Tomcat server.
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How to troubleshoot a problem

We cannot troubleshoot any issue by just referring to the user comments or problem
statement. In order to troubleshoot the issue, we have to narrow down the problem
to its root level and fix the issue.

Many web administrators always ask this question; how do we know that the system
has a particular problem?

The solution to these issues will be found, if you dig the problem in the correct

path. Secondly, if you come across a number of problems in your career, then you
can correlate them and solve the problem. If you ask me, practically it's impossible
to teach troubleshooting, as it comes from your own experience and your interest

to solve the problem. Here, we discuss one of the common problems, application
slowness, that occurs in every environment and the web administrator has to face this
problem in his/her career.

Slowness issue in applications

Let's take a real-time situation where users complain about the performance of the
application. The application comprises of an enterprise setup, which is a combination
of the Apache HTTP server as a frontend, Tomcat 7 is used as a servlet container, and
the Oracle database running as a backend database server.

Issue:

Let's discuss one of the common issues of the middleware application, which make it
very difficult for the administrator to solve. This issue is called slowness of application,

where users complain that the application is running slow. It's a very critical problem
from the administrator's point of view, as slowness can be caused by any component

of the web application, such as the OS, DB, web server, network, and so on.
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Until and unless we find out which particular component is causing the problem, the
slowness will persist and from the user's point of view, the application will not run
in a stable manner. The following figure shows the typical web infrastructure request
flow for a web application:

How to solve slowness issues in Tomcat 7

Slowness in the application can be caused by any component, so it is best practice to
start troubleshooting from the user end.

User end troubleshooting
Perform the following steps to troubleshoot:
1. Try to access the application from the user's browser and check how much
time it takes to load the application page.

2. Check the ping response of the server from the user side, for example, abc.
com, using the command ping. If you get an appropriate response, it means
the connectivity for the application server and user machine is working fine.

ping abc.com
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sUserssuser?ping abc.com

inging abc.com [199.181.132_2501 with 32 bytes of data:

199.181.132.258: ITL=232
199.181.132.25@: ITL=238
199.181.132.258: ime=296ms TTL=232
199.181.132.250: bytes=32 time=2%4ms TTL=230

Ping statistics for 199.181.132.258:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

MHinimum = 28%m=z. Maximum = 349m=. Average = 38Yms=

e The previous screenshot indicates the ping response for abc . com. There
are some important points we have to keep in mind during ping status
monitoring, which are mentioned as follows:

o

The packet sent and received should have an equal count. In the
previous screenshot we can see it's 4. If the count is less, it means that
there is some issue within the network.

There should be no packet loss. Also, the average response time
should not be high.

doesn't mean the system is down. In that case, try the telnet port, by

M Many external sites disable the ping response for their nodes. This
Q using the command telnet URL port.

Windows 7, by default, does not come with telnet, we need to
e install it.

The previous screenshot shows the ping response for the server working
appropriately. That means there are no issues from the user end in terms of the
system and network.

Web server troubleshooting

Once we know that there are no issues at the user end, we will move to the next level
in the application, that is web server. Now, we have to dig down in the server to
check if there are any issues.
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Web server issues are more often related to the load of the server, user threads, or
mounting problems. Let us see how to solve the issue.

1. Check whether the web server process is running or not. If it is running,
check how many processes are running by using the following command.
This command will show the number of processes and their status.

ps -aef |grep httpd

The previous command shows the number of the processes running for the
Apache httpd server. If the processes are greater than 50, it means that there
is some issue with the web server such as a high CPU utilization, high user
traffic, high disk I/O, and so on.

2. Then, check the CPU utilization and memory status of the system to see
if any Apache processes are consuming a high CPU usage by using the
following command:

top|head

The previous command will display the process which consumes the highest
CPU usage and load average of the machine. The following screenshot shows
the output of the previous command. If the load average is high or Apache
process has a high CPU utilization, then it is one of the reasons for slowness
in the application, otherwise we can proceed to the next level.

a1

~ In such cases, as mentioned earlier, you have to kill all Apache
processes and then recycle the Apache instance.

[rootiélocalhost ~]§ top|head
top — 09:01:3%9 up 1:42, 3 users, load average: 1.9%, 2.09, 1.74
Tasks: 117 total, 3 running, 113 =sleeping, 0 stopped, 1 zombie

Cpu(=): 1.1%us, 19.9%sy, 2.5%ni, 73.5%id, 2.5%wa, ©0.1%hi, 0.5%=i, 0.0%st
Mem: 1571836k total, 604168k used, 967668k free, 85108k buffers
Swap: 2040212k total, Ok used, 2040212k free, 388400k cached
USER C £MEM TIME+ COMMAND
6765 root 39 15 4664 1400 1016 5 3.5 0.1 1:03.79 makewhatis
27389 root 15 0 2156 1004 740 R 1.8 0.1 0:00.04 top
1 root 15 0 2032 €76 576 5 0.0 0.0 0:01.90 init

[roct@localhost ~]# D

3. The next step is to check the Apache logs and search for errors in the error
and access logs. The following screenshot shows the system has
started successfully:
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1 Apache/2.2.1

Win32) configured —- resuming normal operations
1 Server b :

20 2011 135

ied domain name, using 1

, using 1
hild process is r
cquired the start x.

: Starting €% worker threads.

860: Starting thread to listen on port 80.

httpd.exe: Could not reliably determine the server's fully
qualified domain name, using 10.0.0.3 for ServerName.

The previous message is a notification message (info) in apache error_log.
The log in the previous screenshot shows that " the Apache HTTP server
could not find a fully qualified domain". This means that in the httpd. conf,
we have missed defining the server name with a fully-qualified domain, for
example, we have defined the localhost as the server name; instead of that,
we have to define localhost@localdomain.com.

Also, there are two commands which are useful for searching the error in the
logs. They are as follows:

tail -f log file |grep ERROR
The previous command is used when you want to search the error in
the logs.

grep " 500 " access log

The previous command is used to search error codes in the logs.

In case logs are not generated for Apache, it may be due to the
= hard drive running out of space.

4. One of the major reasons for the hard drive running out of space on the
server mount, where application logs are mounted, is improper log rotation.
Use the af command to check the mount space, where df = disk free and
switch -h = human readable. The syntax to use the df command is as follows
and the output is shown in the following screenshot:

df -h

[root@localhost opt]# df -h

Filesystem Size Used &wvail Use% Mounted on
fdev/sdaz 3.86 2.4G 1.3G 66% /
fdev/adal 46M 95.2M 35M 22% /boot
tmpfs TagM 0 T&BH 0% /dev/shm
Sdev/=sda3 14G T778M 130G 6% /home

[root@localhost optl# I

[169]



mailto:localhost@localdomain.com

Troubleshooting in Tomcat

1
‘\Q If any mount is running greater than 95 percent, then reduce the disk

utilization, otherwise the system may cause a disruption of services.

If we don't find any error in the previously mentioned components, than we can
conclude that there are no issues with the web server.

Tomcat 7 troubleshooting

In Java-based applications, slowness is caused due to many issues. Some of them
are due to the JVM memory, improper application deployment, incorrect DB
configuration, and so on. Let's discuss some basic troubleshooting steps for Tomcat 7:

1. Check the Java processes for Tomcat and the load average for the
instance machine:

ps -ef |grep java

The previous screenshot shows the Java processes running in the machine.
The previous command checks all the Java processes running in the system
and the load average for the Tomcat instance. The load average gives us
some important clues. In case you find the load average is very high, then
check which process has a high CPU usage and find out the reason for using
a high CPU. Also, it shows the RAM and Swap usage.

The following screenshot shows the output of the head command on the
Tomcat server:

top|head

[root@localhost bin]# top|head
top - 10:54:56 up 3:35, 3 users, load average: 0.00, 0.02, 0.01
Tasks: 111 total, 1 running, 109 =sleeping, 0 =topped, 1 zombie

Cpuls): 0.6%us, 12.2%sy, 1.3%ni, 84.1%id, 1.3%wa, 0.1%hi, 0.4%=i, 0.0%s=t
Mem: 1571836k total, 683860k us=sed, 887976k free, 86100k buffers
Swap: 2040212k total, 0k used, 2040212k free, 426956k cached

) USER C COMMAND

1 root 15 0 2032 €76 576 5 0.0 0.0 0:01.95 init

2 root RT 1] 1] 1] 05 0.0 0.0 0:00.00 migration/0

3 root 39 19 0 0 05 0.0 0.0 0:00.00 ksoftirgd/O
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The head command displays the content from the first line of a file or output.
It is very frequently used with -n switch where n= the number of lines to
display. By default, it displays 10 lines if -n is not used.

Then check the Tomcat logs which can be found in TOMCAT_HOME/1logs,
and search for the exception in the log files, mainly in catalina.out,
localhost.yyyy-mm-dd. log using the following command:

grep INFO catalina.out

:45:47 AM org.apache.catalina.startup.HostConfig deployDirectory
web application directory
:45:49 AM org.apache.catalina.startup.HostConfig deployDirectory
web application director ost-manager

:45:49 AM org.apache.cata a.startup.HostConfig deployDirectory
web application director
:45:49 AM org.apache.cata
web application director
:45:49 AM org.apache.catalina.startup.HostConfig deployDirectory
web application directory manager

10:45:49 AM org.apache.coyote.BbstractProtocolHandler start

g ProtocolHandler ["http-bio-80807

10:45:49 AM org.apache.coyote.BbstractProtocolHandler start

g ProtocolHandler ["ajp-bio-8008"]

10:45:49 MM org.apache.catalina.startup.Catalina start

startup in 3133 ms

a.startup.HostConfig deployDirectory
ROCT

The previous screenshot shows the Tomcat startup in the logs. If there are
any errors in the logs, they can be checked using the following command:

grep ERROR catalina.out

Troubleshooting at the database level

As a web administrator, you don't have access to the database servers. But a web
administrator can connect to the DB server externally, without logging into a
physical machine, as the administrator has the connection string (credentials for
accessing the database). For example, you can do the telnet on the port where the DB
server is running, and check whether the services are running or not.

Telnet DB server IP port

If the telnet is successful, then you can verify the following processes:

Number of database connections: We can always ask our DBA to check the
number of connections on the database. If the connections count is high, then
we can work with the DBA to reduce the connections on the server.

SQL query optimization: We can check with the DBA to see which queries
consume more time to execute in the database and ask our developers to
optimize the query. This really helps in improving the performance of

the application.
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¢ Load balancing database across multiple servers: Another important point
which may cause slowness in the application is the load balancing of the
database across multiple servers. If the load balancing is not configured
correctly, then it may cause slowness in the application. If there is a delay
in the network between the two database servers, then sync may not
happen appropriately.

JVM analysis in the Tomcat instance

There are some chances where the JVM is over utilized in the application. To view
the memory allocation for the JVM instance, you can use the command-line utility,
jmap. This command comes with JDK 1.6. It's a Java utility, which determines the
entire memory allocation of the Tomcat instance.

[root@localhost logsl# jmap -heap "TOMCAT INSTANCE PID "

Let us discuss how the previous command performs. The jmap command internally
collects the JVM memory details, ~heap is the switch that tells jmap to collect and
display the heap memory footprint, TOMCAT INSTANCE PID is the process ID of the
Tomcat instance for which process jmap has to fetch the memory details.

[root@localhost logsl# jmap -heap 10638

The following screenshot shows the output of the jmap command for the previous
process ID:

How to find the process ID
We can find the process ID using the following command:

Al ps -ef |grep "tomcat instance name " |awk -Fn "

~ '{print $2}'|head -1
This command can be described as, ps -ef |grep "tomcat
instance name " will find all the processes running for the Tomcat
instance. awk -F" " '{print $2}' awk prints the process ID of a
particular process and head -1 will display the first process ID.

The jmap command is present in JAVA_HOME/bin and if you set the JAVA _HOME/bin
in the path, then you can execute the command from anywhere.
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Mark Sweep Compact GC

Heap Configuration:

MinHeapFreeRatio = 40

MaxHeapFreeRatio = 70

MaxHeapSize = 134217728 (128.0MB)

NewSize = 1048576 (1.0MB)

MaxNewSize = 4294901760 (4095.9375MB)

0ldSize = 4194304 (4.0MB)

NewRatio =2

SurvivorRatio =8

PermSize = 18777216 (1l6.0MB)

MaxFermS5ize = 268435456 (Z256.0MEB)
Heap Usage:

New Generation (Eden + 1 Survivor Space):
capacity = 40239104 (38.375MB)

used = 22928384 (21.8662109375MB)
free = 17310720 (16.5087890625MEB)
56.98035423452769% used
Eden Space:

capacity = 35782656 (34.125MB)

used = 22928384 (21.8662109375MEB)
free = 12854272 (12.2587890625MEB)
64.07680860805861% used

From Space:

capacity = 4456448 (4.25MB)
used = 0 (0.0MB)
free = 4456448 (4.25MB)
0.0% used
To Space:
capacity = 4456448 (4.25MB)
used =0 (0.0MB)
free = 4456448 (4.25MB)
0.0% used
tenured generation:
capacity = 89522176 (85.375ME)
used = 1666064 (1.5888824462890625MB)
free = 87856112 (83.78611755371094MB)

1.8610628946284773% used
Perm Generation:
capacity = 16777216 (16.0MB)

used = 11317504 (10.793212890625MB)
free = 5459712 (5.20678T7109375ME)
£7 _AroronceeAnencs aomed

The previous utility gives the entire footprint of the JVM memory and its allocation
for the Tomcat instance. The JVM memory comprises of the following components:

e Heap configuration
e Heap usage

¢ From space

e To space

e Tenured generation
e Perm generation

e Eden space

Out of memory issues such as perm generation and max heap are very commonly
known issues in the production environment. Check the memory to see whether any
of the previous components are utilizing more than 95 percent. If so, then we have to

increase the respective parameter.
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Now it comes to the place where we can determine which JVM component is
creating the issue for the Tomcat instance. If the memory is working fine, then it is
time to generate a thread dump to drill the application-level issue.

How to obtain a thread dump in Tomcat 7

The thread dump is a way through which we can determine the application-level
thread status for any Java process. There are many ways to obtain a thread dump in
Tomcat; here we will discuss two different ways which are widely used in the

IT environment.

Thread dump using Kill command

This command generates and redirects the thread dump in catalina.out log. But,
the limitation to this command is it works in a non-DOS environment such as Linux,
Unix, and so on.

Kill -3 java process id
For example:

Kill -3 10638

Full thread dump Java HotSpot (TM) Client VM (19.1-b02 mixed mode, sharing):

""a3p-bio-8009"-AsyncTimeout” daemon prio=10 tid=0x0919b300 nid=0x29cf waiting on condition [0xb4816000]
java.lang.Thread.State: TIMED WAITING (slesping)
at java.lang.Thread.sleep(Native Method)
at org.apache.tomcat.util.net.JIoEndpoint§AsyncTimeout. run (JIcEndpoint. java:143)
at java.lang.Thread.run(Thread.java:662)

""aip-bio-8009"-Acceptor-0" daemon prio=10 tid=0x09192400 nid=0x2%9ce runnable [0xb4867000]
java.lang.Thread.Scate: RUNNABLE
at java.net.PlainSocketImpl.sockethccept (Native Method)
at java.net.PlainSocketInpl.accept (PlainSocketImpl.java:408)
- locked <Ox6elécc80> (a java.net.SocksSocketImpl)
at java.net.ServerSocket.implhccept (ServerSocket.java:462)
at java.net.ServerSocket.accept (ServerSocket.java:430)
at org.apache.tomcat.util.net.DefaultServerSocketFactory.acceptSocket (DefaultServerSocketFactory.Jjava:se)
at org.apache.tomcat.util.net.JIcEndpoint$Aceeptor.run(JIcEndpoint.java:211)
at java.lang.Thread.run(Thread.java:662)

""http-bio-8080"-AsyncTimeout” daemon prio=10 tid=0x09196000 nid=0x29%d waiting on condition [0xb4952000]
java.lang.Thread.State: TIMED WAITING (slesping)
at java.lang.Thread.sleep(Native Method)
at org.apache.tomcat.util.net.JIoEndpoint§AsyncTimeout. run (JIcEndpoint. java:143)
at java.lang.Thread.run(Thread.java:662)

daemon prio=10 tid=0x09197c00 nid=0x29cc runnable [0xb4E8b8000]

socketAccept (Native Method)
mpl.java:408
t.5ocksSockesImpl)

tSocket (DefaultServerSocketFactory.java:59)
dpoint.java:211)

"ContainerBackgroundProcessor [StandardEngine [Catalina) ]" daemon prio=10 tid=0x09196400 nid=0x29cb waiting on condition [0xb4909000]
java.lang.Thread.Scate: TIMED WAITING (slesping)
at java.lang.Thread.sleep(Native Method)
at org.apache.catalina.core.ContainerBaseiContainerBackgroundProcessor.run(ContainerBase.java:1369)
at java.lang.Thread.run(Thread.java:662)
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The previous screenshot shows the output of the thread dump command in
catalina.out logs. We can see that the highlighted section shows the http-
bio-8080- Acceptor thread status, which is currently in a runnable state, which
means that the thread is alive and performing its functionality for the application.

Heap
def new generation total 39424K, used 11208K [0x63550000, Ox66010000, Ox6dEff0000)
eden space 35072E, 31% used [0x63550000, 0x640423f0, Ox65790000)
from space 4352K, 0% used [0x65bd0000, Ox65pd0000, Ox66010000)
to  space 4352K, 0% used [0x65790000, O0x65790000, Ox65bd0000)
tenured generation total 87424K, used 3212EK [0xe&dff0000, Ox73550000, Ox83550000)
the space 87424K, 3% used [0x6dff0000, Ox6e3133f0, Ox6e313400, OxT3550000)
compacting perm gen total 12288K, used 6484K [0x83550000, 0Ox84150000, 0Ox93550000)
the space 12288K, 52% used [0x83550000, Ox83ba52%8, O0x83ba5400, 0x84150000)
ro space 10240K, 61% used [0x93550000, 0x93b78a38, 0x93b78c00, 0x93£50000)
rw space 12288K, 60% used [0xS3£50000, Ox94688ecO, Ox9468S5000, OxS94b50000)

Once the thread generation is complete, it then collects the memory dump for the Java
processes. The previous screenshot shows the memory status at the time of the thread
dump. This memory dump gives us the complete footprint of the memory used.

Thread dump using jstack

There is another way of generating a thread dump, that is using the Java command-
line utility called jstack, which comes with JDK 1.5 or later versions. jstack prints
the Java stack thread for a Java process. This utility is very useful in a production
environment, where we have not redirected the thread output in the server logs. The
major advantage of this utility is that it can be used with any J2EE server. There are
some switches which are commonly used with the jstack command, as mentioned
in the following table:

Options Description

Generates a Java stack forcefully. Majorly used when the process is in
-f the hang state

-1 Long listing (displays the additional information on locks)

-m Mixed mode Java stack generation

The following command syntax generates a Java stack for a Java process and
redirects the output in a text file:

jstack -f Pid > threaddump.txt
For example:

jstack -f 10638 > threaddump.txt
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JStack on a 64 bit OS: If you are using a 64 bit operating system, then
N you have to run the jstack -J-d64 -m pidcommand to generate

~Q the thread dump.
JStack on Windows: On the Windows system, only one switch will
work, and thatis, jstack [-1] pid.

How to analyze the thread dump for Tomcat

instance

The thread-dump analysis is tricky to understand. It gives a deep insight of
application-related issues to the IT administrators. The following approach is
applicable to do the thread-dump analysis. The steps are mentioned as follows:

1. Obtain the thread dumps six times for the Java process ID with an interval of
10 seconds, using the command kill -3 or jstack.
Then compare all the six thread dumps to find the long running threads.

3. Find all the threads in the stuck state and try to find the reason for all the
stuck threads for the application and server-level threads.

If the stuck thread is at the application level, then the issue is

related to the application code and if the thread is stuck at the
’ server level, then it may be a server or application-level issue.

There are two open source tools which are widely used for the thread dump analysis;
Java Thread Dump Analyzer (TDA) and Samurai.

For a thread dump analyzer, check the link http://java.net/

projects/tda.
= For Samurai, check the link http://yusuke.homeip.net/

samurai/en/index.html.
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Thread dump analysis using Samurai

In the previous section, How to analyze the thread dump for a Tomcat instance, we
have discussed the various steps for the thread-dump analysis. Let's do a real-time
analysis using a Samurai tool.

It's a GUI-based tool, which has the capability to segregate the thread dump and
verbose GC from the log file and display it on a user-friendly screen. Let's start the
analysis process:

1. Run the Samurai thread dump analyzer online using the link http://
yusuke.homeip.net/samurai/en/index.html.
Once the Samurai console is open, upload the logs to the Samurai tool.

The Samurai tool internally separates the logs and visualizes the thread
dump and memory dashboard. The following screenshot shows the GC
verbose utilization displayed by Samurai:

[ |
et SRR E T T TR

Parmanant Ganeration
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4. Now, click on the Thread Dumps tab, it will display the graphical status of
the thread dump. The following screenshot shows the thread status. Also, on
the left-hand corner, we can find the description of the symbol used for the

thread dumps:
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5. Now that we have the complete information, compare long threads manually
and find the issue.

Thread dump analysis using the Thread Dump
Analyzer

There is another very powerful tool, and very commonly used by the web
administrator, known as Thread Dump Analyzer. This tool is capable of generating a
summary for the thread dump. Following are the advantages of using this analyzer:
¢ Long running threads can be compared among multiple thread dumps
e It visualizes each thread separately

e It generates a summary for each thread dump
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Let's start the analysis process using the Thread Dump Analyzer:

1. Run the TDA online using the link http://java.net/projects/tda and

click on TDA Webstart.

2. Once the TDA console is open, upload the logs to the TDA console. It will
segregate the thread dumps, display the thread dumps in ascending order of
the thread dump generation, and the summary of the first thread dump. The
following screenshot shows the multiple thread dumps on the upper frame

and summary for the first thread dump:

@ TDA - Thread Dumps of C\Users\user\Desktoplog'testlog

= [ ]

File View Tools Help

eH X 90 v Q|e

=

ﬁ Logfile

<& Dump No. 2 at line 4228
<& Dump No. 3 at line 5860

@ Dump No. 4 at line 7714

ChUsersiusenDeskiopilogitest.log

[<>2Dump No. 1 at line 2505

m

Overall Thread Count
Overall Monitor Count

Mumber of threads waiting for a monitor
Mumber of threads locking a monitor
Mumber of threads sleeping on a monitor

Number of deadlocks

Number of Monitors without locking threads

12% of all threads are waiting for a monitor to become available again.

This might indicate a congestion or even a deadlock. If a monitor doesn't have a locking thread, it might be
hold by some external resource or system thread. You should check the waiting threads.

This thread dump contains monitors without a locking thread information.
This means, the monitor is hold by a system thread or some external resource.

You should check the monitors without locking threads for more information.

103
77
13
64

TDA - Thread Dump Analyzer 2.2

EEEE e
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3. Now, compare the long running threads by selecting multiple thread dumps
on the TDA console. Click on the long thread detection icon in the console
tab, a pop-up window will appear on the screen. Click on Start Detection.
The following screenshot shows multiple thread dumps selected on the TDA
console and the pop-up window shows the long thread detection button:

¢ TDA - Thread Dumps of C:\Users\user\Desktop\log\testlog == 2]
File View Tools Help
e X 96 29I e
%>y Dump No. 1 at line 2505 ~
22> Y Dump No. 2 at line 4228 1
[E22<>Y Dump No. 3 at line 5960 1
22> Dump No. 4 at line 7714 =
224 Dump No. 5 at line 8530 =
[EZR<>Y Dump No. 6 at line 11236 -
Overall Thread Count 103
Overall Monitor Count 70
” . @ Detect long running Threads ﬁ
Number of threads waiting for a monitor 19
i Settings
Number of threads locking a monitor | Setings | 58
Number of threads sleeping on a monitor| | Minimum occurence of a thread |6
Mumber of deadlocks Regular Expression thread identifier matches
Number of Monitors without locking thre; ) 1
Example is "AJPRequestHandler].*}
Start Detecti Cancel
18% of all threads are waiting for a monif|, artetecton | [ Cancel |
This might indicate a congestion or even a deadlock. If a monitor doesn't have a locking thread, it might be
hold by some external resource or system thread. You should check the waiting threads.
This thread dump contains monitors without a locking thread information.
This means, the monitor is hold by a system thread or some external resource.
You should check the monitors without locking threads for more information.
TDA - Thread Dump Analyzer 2.2 | 30.9mB/41 JEIEE

4. It generates the long running threads summary. Based on the summary,
you can detect the problem. The following screenshot shows the complete
summary of long running threads. The table displays the name of the thread,
type, process ID, thread ID, native ID, thread status, and the address range:
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File Wiew Tools Help
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LDAPConnThread-1 ldap://... [Daemon 6 933929200  [6556 runnable |[ﬂxDDDDDDD03d1Bf...

[ACTIVE] ExecuteThread: "... |Daemon 6 10416587104 |7T780 wating for ... |[Dxﬂﬂﬂﬂﬂﬂﬂﬂ461}7...

[STANDBY] ExecuteThrea... (Daemon 6 1041695728 |7484 in Object.w. |[DxDDDDDDDD45fff
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“ i b | [[STANDEY] ExecuteThrea _ [Daemon 5 225455568 1044 in Object w__ [[0x0000000007 f5§
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Long running thread detection

Dump No. 1, Dump No. 2, Dump No. 3, Dump No. 4, Dump No. 5, Dump No. §

Qverall Thread Count 74
Minimum Occurence of threads 6
TDA - Thread Dump Analyzer 2.2 KB | A

Thread states can be classified into five types. The following figure shows the

different thread states:
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¢ Runnable: A thread goes in the runnable state once the start () method
is invoked.

e Waiting: A thread goes in the waiting state when it waits for a resource to get
allocated or another thread to execute its function.

e Blocked: A thread goes in the blocked state when it waits for the monitor lock.

e Alive but not runnable: A thread in this state is still alive but not runnable, it
might return to the runnable state later, if that method is invoked again.

e Dead: A thread goes in the dead state once its operation is complete, or when
its operation is terminated abnormally. If any thread comes to this state, it
cannot ever run again. It's also called a deadlock state.

Dead threads are critical threads for the instance, as they cause slowness in the
application. They can be released as part of the garbage collection and the system
will generate new threads causing memory leaks.

Till now we have discussed the troubleshooting steps performed for any issue. If you
have performed these, there is a 99 percent chance that the issue may be resolved.

Errors and their solutions

There are many issues which occur in the production environment and the web
administrator has to dig the logs. It's always difficult for the administrator to
understand what those exceptions mean and why they are generated in the
application. The best way to understand the exception is to go to the logs and check
for the first exception which will give you the exact idea of the issue.

Errors can be classified into three major types based on different components of the
enterprise application:

e Application
e JVM (memory)

e Database

Let's discuss some of the exceptions and their solutions that help in making the
environment stable.

[182]



Chapter 7

JVM (memory) issues

Nowadays, applications are very resource-intensive; Tomcat instances run out of
memory due to these issues. Administrators have to work very hard to fine tune
the Tomcat 7 instances and make the environment very stable to run critical web
applications on the Internet.

Out of Memory exception

In an enterprise environment, out of memory issues are encountered on a regular
basis due to a high memory requirement of applications and the administrator has
to tune the JVM. Failure of this causes an Out of Memory exception for the
Tomcat instance.

Exception:

SEVERE: Servlet.service() for servlet jsp threw exception

java.lang.OutOfMemoryError: Java heap space
Reason:

This error may often occur while running an application, which requires high
memory-intensive resources. Hence, it causes the Out of Memory exception on the
server and leads to an interruption of services.

Solution:

You have to increase the maximum heap size for the Tomcat system. It's important to
note that you can only allocate 70 percent of physical memory as JVM memory and
30 percent is reserved for the OS. Check the JVM configuration using the command
jmap and then increase it in the configuration.

You have to add the following Java parameters in the startup script of Tomcat, which
can be found in TOMCAT HOME/bin, to increase the JVM allocation based on the
memory requirement and recycle the Tomcat instance.

JAVA OPTS="-Xms512m -Xmx1048m

OutOfMemoryError: PermGen space

Tomcat administrators often face the problem with the application's permanent
object generation, as every application has different requirements of object
generation. Hence, application slowness also results in the generation of
OutOfMemoryError: PermGen space exceptionin catalina.out.
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Exception:
MemoryError: PermGen space
java.lang.OutOfMemoryError: PermGen space

Reason:

The permanent generation is unique because it holds metadata describing user
classes. Applications with a large code base can quickly fill up this segment of the
heap which causes java.lang.OutOfMemoryError: PermGen, no matter how high
your -Xmx and how much memory you have on the machine.

Java code methods and classes are stored in the
/a5 permanent generation.

Solution:

The following parameter should be added to the startup script of Tomcat 7. The
parameter will increase the permanent generation space at the time of startup
of Tomcat 7.

-XX:MaxPermSize= (MemoryValue)m

For example:

-XX:MaxPermSize=128m

Stack over flow exception

We have come across this issue in many applications. This exception is mainly
caused due to recursive class loading (improper coding). This issue also causes
performance degradation for the application: we observe that the application was
working fine an hour ago but then it becomes unresponsive. This is a key indication
of the stack overflow exception. The following screenshot shows the error in the logs:

Exception:

at java.lang.Thread.run(Thread.java:534)
----- Root Cause -----

java.lang.StackOverflowError
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javax.servlet.ServletException: Invoker service() exception
at org.apache.catalina.servlets.InvokerServlet.serveRequest (InvokerServlet.java:524)

at org.apache.catalina.core.StandardPipeline$StandardPipelineValveContext.invokeNext (StandardPipeline.java:643)
at LocaWebValve.invoke (LocaWebValve.java:101)

StandardPipelineV

org.

Reason:

The exception thrown when the execution stack overflows is because it contains too
many nested method calls.

Solution:
You have to increase the value of the-xss parameter in the startup file of Tomcat.

-Xss= (memory value in k)

For example:
-Xss=128k

By default, the stack overflow exception comes with the value of 64 k followed by
the recycle.

Database-related issues

Until now we have discussed various JVM-level issues. Now it's time to discuss
common database-related issues.

Broken pipe exception

The broken pipe exception is one of the most common issues reported in the
production environment. What does this exception mean? It means that the database
connectivity from the J2EE container is terminated. Possible causes for this issue are
frequent network disconnects, Ethernet failure on the database, or the J2EE server-
level container.
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The following screenshot shows the error in the logs:
Exception:
at java.lang.Thread.run(Thread.java:619)

Caused by: ClientAbortException: java.net.SocketException: Broken pipe

at
org.apache.catalina.core.S5tandardContextValve. invoke (StandardContextValw
e.java:175)

at
org.apache.catalina.core.StandardHostValve.invoke (StandardHostValve . java
:128)

at

org.apache.catalina.valves.ErrorReportValve. invoke (ErrorReportValve. java
:102)

at
org.apache.catalina.core.S5tandardEngineValve.invoke {StandardEngineValve.
Jjawa:109)

at
org.apache.catalina.connector.Coyoteldapter.service ({CoyoteAdapter.java:2
86)

at
org.apache.coyote . httpll.HttpllProcessor.process (HttpllProcessor. java: 84
4)

at
org.apache.coyote.httpll.HttpllProtocol $HttpllConnectionHandler.process (

HotpllProtocol.java:583)

at
org.apache. tomcat.util.net. JIoEndpointéWorker. run (JIoEndpoint. java: 447)

at java.lang.Thread.run (Thread.java:&19)

Caused by: ClientibortException: java.net,SocketException: Broken pipe

Reason:
This issue is caused due to a connectivity loss between Tomcat 7 and the database.
Solution:

Recycle the Tomcat instance to restore the connectivity.
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Timeout waiting for an idle object

Many times, when we click on the application for any transaction, the application
displays a blank page after a while. It seems that the application server does not
respond but the truth may differ. In many cases, the actual culprit is the database.
What happens is the application server sends the request to the database and waits
for the response, but the connection is abnormally terminated at the server causing a
connection timeout exception. The following screenshot shows the errors in the logs:

Exception:

at org.apache.commons.dbcp.PoolingDataSource.getConnection
(PoolingDataSource.java:104)

Caused by: java.util.NoSuchElementException: Timeout waiting for idle
object

. org.springfram
. nested tion is org.apach

Could not op n for transaction:

. Caused by: org.apache.commons.dbep.SQLNestedException

. at org.apache.commons.dbcp. PoolingDataSor get ion(PoolingDataSource.java:104)
Caused by: java.util.NoSuchElementException: Timeout waiting for idle object

Reason:
This issue is caused due to connection pooling for Tomcat.
Solution:

Change the connection idle values for Tomcat, these settings are in server.xml,
followed by the recycle.

Database connectivity exception

This kind of issue is often reported in an enterprise environment, where installation
of a new application is in process or the migration of an application is in process. It's
an issue with an incorrect configuration with JNDI in Tomcat 7.

Exception:

java.lang.RuntimeException: Error initializing application.
Error Unable to load any specified brand or the default brand:
net.project.persistence.PersistenceException: Unable to load brand
from database.
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The previous error often indicates that the database could not be accessed.

Please check your database configuration or contact your system
administrator: java.sql.SQLException: Error looking up data source
for name: jdbc/abc

Reason:

Tomcat 7 is unable to connect to the database due to an incorrect JNDI name or the
JNDI name doesn't exist.

Solution:

Work with the database administrator to get the correct JNDI name and configure it
correctly, followed by a recycle.

Web server benchmarking

Now we know how to troubleshoot problems and find potential solutions in the
systems. There is one more point left to discuss, Web server benchmarking. Without
discussing this topic, troubleshooting in Tomcat 7 cannot be marked as complete.

It's a process through which we gauge the performance of a web server, also known
as Load testing. In this process, we run the server virtually on a heavy load and
estimate the real-time performance. This process is very useful if we want to do
capacity planning for the web server. There are many tools available for performing
load testing on the server such as ApacheBench (ab), JMeter, LoadRunner,
OpenSTA, and so on. Let's discuss the commonly used open source tools such as
ApacheBench and JMeter. If we do the benchmarking of the server before the go live
stage, then we will face less issues in production support. Also, it helps in improving
the performance and designing the scalable environment architecture.

ApacheBench

ApacheBench is a command-line tool for web server benchmarking. It comes under
the Apache HTTP server and is very useful when we want to generate only HTTP
threads. It's a single thread process.
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JMeter

JMeter is one of the widely used open source tools used for load testing. This tool

is developed under the Apache Jakarta project. It is capable of generating traffic for
JDBC, web services, HTTP, HTTPS, and JMS services. It's a desktop software, which
does not support all features of browsers. Following are the advantages of [Meter:

e Portable (can be run on any platform)

e Supports multitasking that allows the administrator to test multiple processes

For more information on JMeter and ApacheBench, visit http://

%j%‘\ jmeter.apache.org/ and http://httpd.apache.org/
' docs/2.0/programs/ab.html respectively.

Summary

In this chapter, we have discussed different issues faced by the application and
web administrators in a real-time environment, how to avoid these issues in the
production environment using different techniques with errors and their solutions,
thread dump analysis and tools used for analysis, memory issues, steps for
troubleshooting real-time problems, and web server benchmarking.

By the end of this chapter, the reader will be quite confident to work on the issues
that are faced in a real-time environment and I am confident that, by now, they
would have resolved some of the major issues in their environments. If not, then they
are planning to fix the issues. In the next chapter, we will discuss different ways of
managing and monitoring Tomcat 7.
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Monitoring and Management
of Tomcat 7

Monitoring plays a vital role in an IT administrator's life. It makes the life of a web/
infrastructure engineer predictable. When I started my career in web infrastructure
support, I always wondered, how does my boss know that a process is 90 percent
utilized for a particular system or how does he know that a particular process will
die after about 90 minutes from now, without logging into the application? Later, I
found out that they have set up a monitoring system using various third-party tools
available in the market for servers and application monitoring.

In this chapter, we will discuss:

e How to monitor Tomcat 7
e Management of applications using the Tomcat Manager

e A third-party utility used for monitoring Tomcat 7

Before we learn how to monitor Tomcat 7, let us understand why monitoring is
actually required for any system, as we have configured the systems well for
the user.

The answer to this question is very tricky. In a real-time environment, the system
may break down due to many reasons such as a network glitch, sudden CPU spike,
JVM crash, and so on. There are some revenue-generating applications, for example,
if bank sites go down, then there will be a huge revenue loss, also administrators
will not know unless users start complaining about the issues. This will also have a
bad impact on the business. If monitoring systems were set up on the server, the web
administrator would get a notification stating that the following systems are going
down, and he/she would take the necessary actions to fix the problem. Hence, it
minimizes the impact on the application downtime.
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IT administrators support thousand of servers, it's practically

impossible to validate the system every day. Hence,

monitoring is very helpful.

Different ways of monitoring

In today's world, with increasing infrastructure, it becomes very difficult for
administrators to manage servers. In order to identify the issue beforehand, and to
minimize the downtime, monitors are configured on the system. We can configure
multi-level monitoring on the systems, based on the infrastructure requirements

for example, the OS, Web, Application, and Database level servers and individual
application level. There are different ways of configuring multi-level monitoring. The
following figure shows different ways to configure monitoring for any infrastructure:

Different Ways of Monitoring

Third-party
Tools

Monitoring

Monitoring can be mainly done in three ways on a system, which are as follows:

e Third-party tools

o

Monitoring setups are configured using third-party tools present in
the market, such as Wily, SiteScope, Nagios, and so on.

These kind of monitoring tools are used in an enterprise
infrastructure setup, where there are more than 100 servers with
different infrastructure components (domains) such as web,
application, database, filesystem servers, and so on.
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e Scripts

°  Scripts are used in monitoring, where a specific use case needs to be
monitored, such as the results of how many users are logged in for a
particular interval of time or application-specific user roles.

° Used everywhere in small and big IT organizations.

e Manual

°  This process is used when any application's performance is slow for a
particular module.

°  Mostly used at the time of troubleshooting and where the number of
systems are less than three.

Monitoring setup for a web application
and database server

In the previous section, we have discussed the types of monitors, but still we don't
know which monitors are configured on these systems. Let's prepare a table for the
different infrastructure system monitors and why they are configured. The following
table shows the basic monitors, which are normally configured for web application
and database servers:

Monitored Benefit Web Application Database
component server server server
CPU Proactive measure to Yes Yes Yes
identify system issues
Physical Proactive measure to Yes Yes Yes
Memory identify system issues
(RAM)
JVM Proactive measure to No Yes Yes
identify system issues
HTTP Helps us identify the Yes Yes (only if No
connection performance of the web HTTP services
server are running)
AJP Helps us find out the Yes Yes No
connection connectivity of the web/
application server
Database Helps us identify the No No Yes
connection performance of the database
count server
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Monitored Benefit Web Application Database
component server server server
Connection  Helps us identify the issues ~ No No Yes

Idle of the database server

Disk space Proactive measure to Yes Yes Yes

identify system issues (Disk
out of space)

Error codein Helps us identify potential No Yes Yes
logs issues on systems

Tomcat Manager in Tomcat 7

The Tomcat Manager is a default tool for managing operations of Apache Tomcat 7.
It provides freedom to the IT administrators to remotely manage the application and
monitor the systems. Following are the advantages of the Tomcat Manager:

e Allow remote deploy, rollback, start, and stop features for the administrator.
e Provide detailed monitoring status for the application and server.

e Administrators need not stay in the office 24x7. In case of any issues, he/she
can log in to the Tomcat Manager to resolve the issue. In short, we can say
remote administration of Tomcat becomes very easy for administrators.

_ It's not recommended to open the Tomcat Manager from the
% Internet. In case you have to do so, then we have to enforce strong
—" security policies on Tomcat 7 or we can configure the Virtual
Private Network (VPN) for the administrators.

Perform the following steps to access Tomcat Manager:

1. You can access the Tomcat Manager using the URL http://
localhost:8080/. The following screenshot shows the main page for
Tomcat 7 with Manager App highlighted.
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2. Click on Manager App, it will prompt for the username and password.
Provide the credential given in tomcat_user.xml, where tomcat_user.xml
can be found in TOMCAT HOME/CONF.

&> @
B avG - |-

locathost

Home

Documentation Configuration Wikl

» [ 5esch || o Page Status || EXN Mews -

Apache Tomcat/7.0.14

Recommended Reading

Saecurity Considarations HOW-TO
Manager Application HOW-TD
Clustering/Session Replication HOW.-TO

Developer Quick Start

Tomsal Selup

Eirst Wb Application

Roalms & AAK

v L Eemal -

Malling Lists

Servlot Examplos

JSF Examples

e B

Find Help

Wpache Software Foundation
http://www.apache.org/

Server Status

Manager App

Host Manager

Serviol Specilications

Tomcal Versions

The Tomcat Manager console is displayed. If you look at the console, it gives
you the complete picture of the application's deployment, server status,
diagnostics, server information, and so on. The following screenshot shows
the application's status and the different deployment-related tasks performed
during application support:

Path Version Display Name Running | Sessions !r
Sran Siop Reload Undeploy |
i e ——] Wlearne to Tomeal true t -
Expira sessions | with idle 2 30 minutes
Stat | Stop | [ Reload | | Undeploy
/docs None specified Tomcat Documentation frug ] =
| Expurn sismions | walh fle 2 30 manudes
Sran Siop Reload | Lindeploy
fexamplis Narur specrivd Serdel and JSP Examples true ] r = . -
Expira sessions | with idle 2 30 minutes
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The following screenshot shows the other features of the Tomcat 7 Manager such as:

e Deployment of a new application
e Diagnostic (memory or connection leak)

e Server information

[Deploy
|Dep|oy directory or WAR file located on server

WML Genfigueati s
WAR or Directory URL
Deaploy

WAR file to deploy

Select WAR file to upload Browsae:

Deploy

| Diagnostics

| Check to s il a wel applicati

usedd & memory leak on stop, reload o undegploy

Fine hiaakss This dhi ek wall lnigger a Rl garbage calleetan, Use  wth extroms caution an praduchion systems

| server inf
| | [ JVM Vendue 05 Name | 05 Virsion S Architectun:
Apache Tomesti7 0,14 | 16.0_24-607 | Sun Microsyslens Inc Wirndows Vista | 50 A5

Monitoring in Tomcat 7

Monitoring in Tomcat 7 can be done using the Tomcat Manager. By default, the
Tomcat Manager provides the status of the server with a detailed description of
requests and their status. This information is very useful to administrators at the time
of troubleshooting. Apart from this, the administrator need not log in to the machine
for collecting this information. It takes a minimum of 30 minutes to collect the entire
information of the application, if you are checking the server status manually, but
using the Tomcat Manager, you are getting it online. That's truly amazing and a
great help for IT administrators.

Let's discuss the various components used for monitoring that are available in the
Tomcat Manager.

Summary of the Server Status of Tomcat 7

The basic synopsis of Tomcat 7 includes the details of the JVM, HTTP, and the
HTTPS connection, which can be accessed using the URL http://localhost:8080/
manager/status. The following screenshot shows the synopsis of Tomcat 7:
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Free memory: 8.36 MB Total memory: 15.56 MB Max memory: 247.50 MB
"ajp-bio-8009"

Max threads: 200 Current thread count: 0 Current thread busy: 0
Max processing time: 0 ms Processing time: 0.0 s Request count: 0 Eror count: 0 Bytes received: 0.00 MB Bytes sent: 0.00 MB

Stage Time B Sent B Recv Client VHost Request
P: Parse and prepare request S: Service F: Finishing R: Ready K: Keepalive

"http-bio-8080"

Max threads: 200 Current thread count: 10 Current thread busy: 1
Max processing time: 1008 ms Processing time: 3.635 s Request count: 31 Error count: 3 Bytes received: 0.00 MB Bytes sent: 0.30 MB

Stage Time B Sent B Recv Client VHost Request
R ? ? ? ? 2 L)
R ? ? ? ? ? ?
R ? ? ? ? ? ?
S 2056 ms 0KB 0KB 0:0:0:0:0:0:0:1 localhost GET /manager/status HTTP/1.1

P: Parse and prepare request S: Service F: Finishing R: Ready K: Keepalve

The displayed synopsis of Tomcat 7 contains the details of the JVM, HTTP
connection, and the AJP connection summary. The details of the output summary for
each component are as follows:
e JVM
¢ Free memory

Used memory

°  Total memory

e Connections on the HTTP port
°  Max threads
Current thread count
°  Current thread busy
Max processing time (ms)
°  Processing time (s)
Request count
¢ Error count
°  Bytes received (MB)
°  Bytes sent (MB)
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e Connections on the AJP

°  Max threads

[e]

Current thread count
°  Current thread busy

Max processing time (ms)
Processing time (s)
Request count

Error count

° Bytes received (MB)

°  Bytes sent (MB)

Complete Server Status of Tomcat 7

This page gives the complete report of Tomcat 7's status. It includes all the
parameters which are part of the Server Status. In addition to that, it displays the
detailed application list, application response time, servlet response time, and so on.
It can be accessed using the URL http://localhost:8080/manager/status/all.
Let's discuss each component of the dashboard briefly.

Application List

This gives us the list of all applications hosted in Tomcat 7 and their URL mapping
for the application's access. The following screenshot shows the application list
deployment in the Tomcat 7 instance:

pplication list

localhost/sample
localhost/
localhost/rmanager
localhost/docs
localhost/host-manager
localhost/examples

The following points gives the details of the applications hosted in Tomcat:

e Application details: Once we click on the application list, it displays the
complete summary of the application including its internal deployment
component. The following screenshot shows the internal components with
their statuses such as the status of the application response, servlet response,
and the JSP responses:
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localhost/sample

Start time: Sun Sep 25 22:39:10 IST 2011 Startup time: 32 ms TLD scan time: 78 ms
Active sessions: 0 Session count: 0 Max active sessions: 0 Rejected session creations: 0 Expired sessions: 0 Longest session alive time: 0 s Average session alive time: 0 s Processing time: 0 ms
JsPs loaded: 0 1SPs reloaded: 0

Processing time: 0.0 s Max time: 0 ms Requast count: 0 Error count: 0 Load time: 124 ms Classloading tima: 0 ms

e Application response: Application response for a deployed application gives
us the current state of the application. For example, the previous screenshot
shows the following parameters with reference to the current behavior of the
sample application:

° Start time

°  Startup time (ms)

°  TLD scan time (ms)

° Active sessions

Session count

° Max active sessions

° Rejected session creations

°  Expired sessions

Longest session alive time (s)

° Average session alive time (s)

Processing time (ms)

° JSPsloaded

° JSPsreloaded

e Servlet details: In this section, the dashboard displays the response time of
the servlet deployed for a sample application with the following parameters:

°  Processing time (s)
°  Max time (ms)

°  Request count
Error count

° Load time (ms)

° Classloading time (ms)
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e JSP: In this section, the dashboard displays the response time of the JSP
deployed for a sample application with the following parameters:

[e]

Processing time (s)

o

Max time (ms)
°  Request count
Error count

Load time (ms)

Classloading time (ms)

JVM

In this section, the dashboard displays the JVM memory utilization for the Tomcat
instance. The first column in the following screenshot shows the JVM memory
utilization for the sample application with the following parameters:

¢ Free memory

e Used memory

e Total memory

Connections on the HTTP port (8080)
In this section, the dashboard displays the HTTP connection status for the Tomcat
instance. The second column in the following screenshot shows the HTTP connection
status for the application sample with the following parameters:

e Max threads

e Current thread count

e Current thread busy

e Max processing time (ms)

e Processing time (s)

¢ Request count

¢  Error count

e Bytes received (MB)

e Bytes sent (MB)
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Connections on the AJP
In this section, the dashboard displays the AJP connection status for the Tomcat
instance. The third column in the following screenshot shows the status of AJP
connection for the application sample with the following parameters:

e Max threads

e Current thread count

e Current thread busy

e Max processing time (ms)

e Processing time (s)

e Request count

e Error count

e Bytes received (MB)

e Bytes sent (MB)

Frad marmary: 7.72 M Total mamany: 15.56 MR Max mamary: 247.50 MR

"ajp-bio-8009"

Max threads: 200 Current thread count: 0 Current thread busy: 0
Max processng Ume: 0 ms Processng tme: 0.0 s Request count: 0 Emor Count: 0 Bytes recenved: 0.00 MB Bytes sent: 0.00 MB

Stage Time B Sent B Recv Client VHost Request
P: Parsee and prepare request 5: Service F: Frishing R: Ready K: Keepabve

Max threads: 200 Curment thrasd count: 10 Current thread busy: 1
Max processing Ume: 2369 ms Processing time: 6.004 s Request counts 32 Ermor counts 3 Bytes recened: 0.00 M8 Bytes sents 0.31 M8

Stage Time E Sent B Recv Client VHost Reguest
] 22 ms OKB 0OKB 0:0:0:0:0:0:0:1 localhost GET /manager/status/all HTTP 1
R 7 7 7 7 7 ”

R a 2 P o 2 a

JConsole configuration on Tomcat 7

JConsole is one of the best monitoring utilities that comes with JDK 1.5 or later. The
full form of the JConsole is the Java Monitoring and Management Console. It's a
graphical tool, which gives complete details of the application and server performance.
It gives us the following information about the application hosted in Tomcat 7:

e Detect low memory

e Enable or disable the GC and class loading verbose tracing
e Detect deadlocks

e Control the log level of any loggers in an application

e Access the OS resources —Sun's platform extension

e Manage an application's Managed Beans (MBeans)
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Remote JMX enabling

In order to use the JConsole for Tomcat 7 monitoring, we have to enable the Java
Management Extension (JMX) on Tomcat 7. By doing this, we can monitor the Tomcat
7 server details from our desktop machine also, or in simple terms, we can monitor the
server status remotely without logging into the server machine. It gives great flexibility
to the administrator to work from any location and troubleshoot the problem. In order
to enable it in Tomcat 7, we have to add the CATALINA OPTS parameter in catalina.
sh. By default, the following values are added to enable the details:

CATALINA OPTS=-Dcom.sun.management.jmxremote \
-Dcom. sun.management . jmxremote .port=%my.jmx.port% \
-Dcom. sun.management . jmxremote.ssl=false \
-Dcom. sun.management . jmxremote.authenticate=false

Let's do the real-time configuration on Tomcat 7 and understand the meaning of
each parameter:

CATALINA OPTS="-Djava.awt.headless=true -Xmx128M -server
-Dcom. sun.management . jmxremote -Dcom.sun.management.jmxremote.
port=8086 -Dcom.sun.management.jmxremote.authenticate=false
-Dcom. sun.management . jmxremote.ssl=false"

e -Djava.awt.headless: Itis a system configuration option that helps the
graphics rendering program to accept the graphics console and redirects
the program to work in the command-line mode. It is very useful while
connecting to the remote server.

e -Dcom.sun.management . jmxremote: This JMX allows the host to connect to
the system.

e -Dcom.sun.management.jmxremote.port: It defines the port where your
Remote Method Invocation (RMI) is connected.

e _Dcom.sun.management . jmxremote.authenticate: It defines the
authentication mechanism for the connection.

e -Dcom.sun.management . jmxremote.ssl: It defines the protocol used
for communication. If it is set to £alse, then, by default, it uses the
HTTP protocol.
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How to connect to the JConsole

Once Tomcat 7 configurations are done, it's time to connect to Tomcat 7 through the
JConsole remotely using the command jconsole, as follows. It will open the GUI
interface. We have to provide the IP address and port for the server where we want
to connect; in our case, it's localhost and 8086. The following screenshot shows the

default console for the JConsole:

[root@localhost bin] # jconsole

jconsole can be found in JAVA HOME/bin.

%@“ If we have included JAVA HOME/bin in the path, then we can
execute this command from anywhere in the system.

|£:| Java Monitoring & Management Console o

Connection Window Help

1=/ JConsole: New Cennection .

New Connection

(") Local Process:

MName PID
sun. tools. jconsole, JConsole 7028

(") Remote Process:

Usage: <hastnames =part> OR service:jm: <profocol :<ssp=

Username: Password:
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The following screenshot shows the JConsole connecting to Tomcat 7 using the
port 8086:

% To connect to remote servers, we have to enable the firewall
s to allow the JConsole port on the server.

5| Java Monitoring & Management Console - localhost:5050 ==

|&| Connection Window Help = I3[ =

Overview || Memery I'I'hreadsl Classes I VM Summar

0‘ Connecting to localhost:8086

Heap Memory Usage
You are currently being connected to localhost:8086.

8.0 Mb This will take a few moments.

Cancel

Used
4 7542744
25
Live threads
4 22
7.0 Mb 20
04:43 04:43
Used: 7.5Mb  Committed: 16,.3Mb  Max: 259.5Mb Live: 22 Peak: 22 Total: 30

Classes CPU Usage

3,000 0.2%

2
2,500 0.1%

Loaded
4 2202

2,000

0.0%

0443

04:43
Loaded: 2,202 Unloaded: 26 Total: 2,228

Once the system is connected, it gives the complete overview of the system such as the
CPU, memory, thread, and classes. The following screenshot shows the details. We can
also do a deep analysis for the following components of Java-based applications:

e Memory

e Thread
e C(Classes
e MBeans
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The advantages of using this tool are:

e Online analysis of the application
e Customized report for the analysis

e Deadlock can be retrieved in the systems

Different tabs for the JConsole and their
features

We will now discuss the different components of monitoring for the JConsole.

Memory overview
It's necessary for web administrators to analyze the memory status for Tomcat 7 to
avoid future issues with the server. The following screenshot shows the real-time
heap memory utilization for Tomcat 7. This tab provides the following features:

e Graphical presentation of memory with their JVM footprints

e Customization of the Memory chart based on the requirement analysis

o Ability to perform the GC

1=/ localhost:3086 - [E] (
Overview | Memory | Threads | Classes | VM Summary | MBeans ==
Chart: ;Heap Memary Usage - . Time Range: |Al - Perform GC
9.0Mb Mon-Heap Memary Lisage Used
Memary Pool "Eden Space”™ 4 B,474,978

Memary Pool "Survivor Space”™
Memary Pool "Tenured Gen™

Memary Pool "Cade Cache™

Memary Pool "Perm Gen [shared-rw]™
Memary Pool "Perm Gen [shared-ro]” —

m

6.0 Mb
4.0Mb
044 04:45 04:46 04:47 04:48
Details
Time: 2011-09-26 04:48:32 100%
Used: 2,099 kbytes o
Committed: 15,936 kbytes
Max: 253, 440 kbytes 50% -
GC time: 0.051 seconds on Copy (14 collections) 5% -
0.092 seconds on MarkSweepCompact (2 collections) 0% -
Heap | | IMan-Heap

[205]



Monitoring and Management of Tomcat 7

Threads overview

This tab gives the complete picture of the server threads and the web application
hosted in Tomcat 7, for a particular instance. The following screenshot shows the live
status of the threads utilization, and the Deadlock Detection button is highlighted.
In real-time, this thread analysis tool is a very handy tool for the administrators.

Following are the features offered by the Threads tab:
e Graphical presentation of threads and their picture
e Individual thread analysis with their status
e Deadlock detection

|/ localhost8086

[=[E =

Qverview | Memory| Threads | Classes I WM Summary I MBeans|

Time Range:

MNumber of Threads = 2

30

Peak
22

Live threads
19

0444 04:45 04:46 04:47 04:48 04:49

Threads

main <1
Reference Handler
Finalizer

Signal Dispatcher
Attach Listener

RMI TCP Accept-0
RMI TCP Accept-8085
RMI TCP Accept-0

GC Daemaon
ContainerBackgroundProcessor[Stanc
1] 1 b

ter Detect Deadlock

m
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VM Summary and Overview

These two tabs are very important for an administrator. In practice, it's not possible
for the administrator to view each and every component of the application every
time. What the administrator does is, he/she checks for the overall performance

of the system. If any anomalies are found, they will drill down the component.
Following are the features of these tabs:

e Complete summary of the instances (Heap Memory Usage, Threads, CPU

Usage, Classes)
e VM argument summary
5| Connection Window Help = =5 ﬂ
Dverview || Memory | Threads | Classes | YM Summary | MBeans
Time Range: | Al -
Heap Memory Usage Threads
9.0 Mb 30
Used el
4 7,577,856 =
20 \ Live threads
4« 19
6.0 Mb
15
4.0 Mb 10
04:44 04144
Used: 7.6 Mb  Committed: 16,3 Mb  Max: 259.5Mb Live: 19 Peak: 22 Total: 30
Classes CPU Usage
3,000 2.0%
1.5%
2,500 1.0%
Loaded 0.5%
4 2,204
CPU Usage
4« 0.2%
2,000 0.0%
0444 0444
Loaded: 2,204 Unloaded: 26 Total: 2,230 CPU Usage: 0.2%
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The previous screenshot shows the real-time status of Tomcat 7. It consists of four
graphs displaying the real-time utilization of the heap, threads, classes and CPU
usage for the Tomcat 7 instance. On the other hand, the following screenshot shows
the complete summary of the Tomcat instance:

| £ Connection Window Help = |l & ] =
Querview I Memary |Threads I Classes‘ WM Summary | MEeansl =07

VM Summary
Monday, 26 September, 2011 4:51:04 AM IST

Connection name: localhost:3036 Uptime: 19 minutes
Virtual Machine: Java HotSpot(TM) Client VMM version 19.1-502 Process CPU time: 4399 seconds
Vendor: Sun Microsystems Inc. JIT compiler: HotSpot Client Compiler
Name: 392@user-PC Total compile time: 0.333 seconds
Live threads: 19 Current classes loaded: 2,202
Peak: 22 Total classes loaded: 2,234
Daemon threads: 18 Total classes unloaded: 26

Total threads started: 30

Current heap size: 5,757 kbytes Committed memory: 15,336 kbytes
Maximum heap size: 253, 440 kbytes Pending finalization: 0 objects

Garbage collector: Nam:
Garbage collector: Name = MarkSweepCompact', Collections = 2, Total time spent = 0.092 seconds

='"Copy’, Collections = 16, Total time spent = 0.054 seconds

mn

Operating System: Windows Vista 6.0 Total physical memory: 2,097,151 kbytes
Architecture: x36 Free physical memory: 931,132 kbytes

Number of processors: 2 Total swap space: 4,194,303 kbytes
Committed virtual memory: 47, 520 kbytes Free swap space: 3,477,092 kbytes

VM arguments: -Deatalina home=C:Program Files' Apache Software Foundation' Tomeat 7.0 -Deatalina base=C:'Program Files' Apache Software Foundation' Tomeat 7.0
-Djava. endorsed.dirs=C:'Program Files' Apache Software Foundation' Tomeat 7.0'endorsed -Dijava.io.impdir=C:'Program Files\ Apache Software
Foundation'Tomeat 7.0'temp -Deom.sun jmzremote -Deom.sun jomremote. port=8036

-Deom.sun. management jmxremote. ssi=falsz -Deom.sun g jmuremote.authenticate=false
-Djava util logeing manager=org apache juli ClassLoaderl oghianager -Djava util logging config file=C: Program Files' Apache Software Foundation' Tomeat
1.0'conflogging properties

Class path: C:Program Files\Apache Software Foundation' Tomeat 7.0'bin'bootstrap jar;C:Program Files\ Apache Software Foundation' Tomeat 7.0'bin'tomeat-juli jar
Library path: C:'Program Files:Apache Software Foundation' Tomeat 7.0'bin; ;C: Windows'Sun' Java binC: Windows'system32;,C: Windows;C: Program Files PC
Connectivity Solution':C:'Windows!system32:C: Windows:C: Windows'Syztem32 Whem:C: Program Files Broadcom Brozdcom
802.11'Driver;C:'Program Files\Java'jdk] 6.0_24'bin
Boot class path: C:'Program Files\Java\jre6 lib\resources jar;C: Program Files\Java'jre6\lib'st jar;C:' Program Files\Javaljre6lib\sunrsasign jar;C:'Program
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MBeans

This tab gives you the complete picture of Managed Beans (MBeans) deployed in
the Tomcat instance. It includes both Tomcat and application-level MBeans. The
following screenshot shows the attributes of MBeans. It's very useful if a particular
MBean is the source for an issue. Following are the advantages of the MBeans tab:

e All parameters used in one tab

e Easy-to-deploy, rollback, and invoke

e We can create a user at the database level using MBeans

e We can create notifications for events using MBeans

e Configuration for resources can be done dynamically

| £ Connection Window Help
Qverview | Memory IThreads I Classes I WM Summary | MBeans |
- | Catalina » || Attribute values
=+ | Cache F
(- || localhost MELE Value
& | Connector aliases \java.lang.String[0]
Deployer appBase webapps
Engine autoDeploy true
[ || Filter backgroundProcessorDelay -1
[+ | GlobalRequestPrg children [javax. t.Objectlame[3]
= Ju Host configClass org.apache, cataling. startup, ContextConfig
Q @ localhost contextClass org.apache. cataling. core. StandardContext
E} copy XML false
-.managedf createDirs trues
--deployon deployIgnore
—orkDir deployOnStartup true
copy¥ML | = deployxXML true
~-deploy¥M errorReportvalveClass org.apache. catalina. valves.ErrorReportvalve
~autoDeple managedResource Unavailable
~-children modelerType org.apache, cataling. core. StandardHost
~-modelerT| name localhost
dliases | realm Unavailable
-.xmiBase startChildren true
--backgrour stateMame STARTED
-createDire unpackWARs true
~-startChild valveNames ljava.lang.String[3]
errorRept workDir
-realm xmiBase
--name
~-configClas
unpack\Ws
--appBase
~-contextC
~-yalveNam
--deployIgn
[-Operations
[-Notifications
[+ | JspMonitor
[H- || Loader
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Types of MBeans

There are four types of MBeans. The following figure shows the different types of
MBeans. Let's discuss each MBean briefly:

e Standard MBeans: A standard MBean is a combination of an MBean
interface and a class, where the interface defines the entire list of
attributes and operations, while the class provides the functionalities for
communication for a remote interface. It is one of the simplest MBeans.

¢ Dynamic MBeans: A dynamic MBean implements a separate interface (a
specific method) and can be invoked at runtime.

¢ Open MBeans: It is a composition of Dynamic MBeans and the universal
dataset used for manageability.
e Model MBeans: It is a composition of Dynamic MBeans with complete

access to configurable parameters at runtime and self-described methods.
This MBean requires classes.

Types of MBeans

Standard
MBeans

Dynamic
MBeans

MBeans
|

- Open MBeans

— Model MBeans
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Let's take an example of the Connectors deployed in Tomcat 7, where we can
configure and perform operations on the Connectors remotely using MBeans. By
default, the HTTP and AJP Connectors are configured. In our example, we have
the HTTPS Connector also configured. The following screenshot shows the three
Connectors—HTTP, AJP, and HTTPS:

|£| Connection Window Help = = =
| Overview I Memaory IThreads I Classes | VM Summaryl MBeans | efi=
=~ ). Catalina » || atribute values
- Ju Cache W
Eb | Connector Name Value
- 8009 URIEncoding
acceptCount 100
-Operations address
[#-Notifications allowTrace -
=03 8080 dlasshame
-Attributes connectionlinger ]
-Operations connectionTimeout 1
-Motifications emptySessionPath
-6 8443 enableLookups Faee
Attributes executorName Tnternal
-Operations keepAliveTimeout 1
ation: KeepAliveRequests
- | Deployer maxPostSize 2097152
-[@ Engine maxSavePostSize 4096
- | Filter = | | maxThreads 200
~ . GlobalRequestPrg minSpareThreads i
. Host modelerType
- JspMonitor packetSize 3192
- |/ Loader port 8008
@ MBeanFactary processorCache 500
- | Manager protacal RE
- | Mapper protocolHandlerClassMame org.apache, coyote,3jp. AjpProtocol
-1 MamingResources| proxyMame
. ProtocolHandler proxyPort 0
. Realm redirectPort 3243
- |, Resource scheme http
-[43 Server secret
- |, ServerClassLoade secure false
-1 Service sslProtocols
- | Servlet stateMame STARTED
-8 StringCache || | [tzpNoDelay e
| ThreadPool threadPriority 5
- .. Valve useBodyEncodingForURI False
- WebModule uselPVHosts False
- | WebappClassLoa xpoweredBy False
IMImplementation
MBeanServerDele _
e

If we observe the Connector folder, we can view the three sublevels for each
Connector. Following are the functions of each section:

e Attributes: This section contains information about the different parameters
loaded in the memory during the startup of the Tomcat instance. In short, we
can say that information of the configured parameter is loaded at runtime.
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e Operations: The functionality of this mode is to perform runtime operations
for MBeans. Following are the different operations we can perform:

°  Destroy
°  Start

°  Stop

¢ Init

°  Resume
°  Pause

The following screenshot shows the pause operation successfully invoked for
the HTTP Connector for Tomcat 7:

| £ Java Monitoring & Manageme‘nl Console - localhost:8086 o

O] e ]
=l

|&| Connection Window Help

| Overview I Memory IThrEads | Classes | WM Summary ‘ MBeans |

El- | Catalina = || Operation invocation

- |} Cache B

=+ | Connector ol 8]
=63 8009

+-Attributes

E-Operations MBeanOperationInfo

--destroy

Name Value

--stop Operation:
resume MName pause
-.start Description Start
ednit Impact ACTION
-Motifications ReturnType woid

- 3080
-Attributes
~Operations |~
-Notifications
=3 3443
-Attributes
-Qperations
-Notifications
[ | Deployer 3
@ Engine |£| Info —
) Filter Descriptd —

. “ 3
./ GlobalRequestPre Method successfully invoked
| Host Name At

'/ JspMonitor
| Loader
@ MBeanFactory \,
|, Manager =
|| Mapper

@ MamingResources
| ProtocolHandler
| Realm

N

[#- |, RequestProcesso
[~ |, Resource

(-6 Server

[ | ServerClassLoade
- Service
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e Nofitications: It is used to configure notifications for an event such as the
state of MBeans, deadlock, and so on. To enable notifications, we have to
subscribe to it.

For more information on monitoring, please refer

to the link http://java.sun.com/developer/

technicalArticles/J2SE/monitoring/.

Summary

In this chapter, we have discussed the various processes of monitoring in Tomcat
7 and their components using the Tomcat Manager and JConsole, such as different
ways of monitoring, how monitoring is done in Tomcat 7, JConsole, and how it is
used. In the next chapter, we will discuss the high availability setup for Tomcat 7
using clustering, load balancing, high availability concepts, architecture design,
scalability, and so on.

[213]






Clustering in Tomcat 7

I would like to start this topic with a story. There were two teams; A and B, in an IT
organization, managing different systems. Both teams consisted of highly qualified
experts in middleware. One day, the CEO of that organization called a meeting for
both teams, stating that they had to manage two different middleware environments,
one middleware environment was individually assigned to teams A and B. Each
team had to follow their own approaches to fix the environmental issues. After

3 months, each client performed a process review and the results surprised the
higher management. Team A had maintained 50 percent uptime for the application
and Team B had maintained 99 percent uptime for the application hosted in their
environment. While comparing the approaches followed by each team, it was found
that Team B had followed a high availability architecture using clustering while
Team A had followed a single-server architecture.

In mid-year, the management announced the financial appraisal; Team A received
no appraisal and, on the contrary, Team B members received high bonuses with
promotions. Today, it's your chance to decide whether you want to join Team A or B.
If you want to join Team B and follow a high availability architecture, read this
chapter carefully.

In this chapter, we discuss:

e High availability architecture and its advantages

o Different types of high availability architectures including load balancing
and clustering

e Approaches used by IT industries while building a high availability
architecture in an enterprise setup

e How to do Apache Tomcat clustering
e Various clustering architectures

¢ How to solve common problems in clustering
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What is a cluster?

The cluster is a group of servers or computers connected together, which may
perform similar functionality in the system. These systems are normally connected
to each other through high speed Ethernet. Cluster systems are used where quick
processing or system availability is required. Some of the examples where clusters
are highly used are the financial sector, banking, security areas, and so on. The
following figure shows the J2EE containers clustered in the environment:

sl | J2EE Container

Cluster topology varies from environment to environment, based
/" on the application requirements.

Benefits of clustering

There are many advantages of clustering in a middleware environment. It also
depends on which cluster techniques we are using. We will discuss the various
advantages of clustering:

e Scalability: It gives freedom to the system architect to accommodate future
enhancements for applications and servers. Suppose the web application
currently has 100 concurrent users, and at the time of an event, you are
expecting 500 concurrent users. What would you do to make sure that the
system runs as expected? Clustering is one of the best solutions.

[216]



Chapter 9

High availability: High availability systems are implemented in
environments that need to be up 99.99 percent, such as banking, financial
sectors, and so on where entire transactions need to be recorded on the
systems. They cannot afford to have their websites down for a minute.
Hence, they implement a high availability system to make sure the system
will not be down at any time.

High performance: One of the major advantages of clustering is that it boosts
up the system performance by n times where, n = number of systems. For
example, if you are running the system with a single server and the system
supports 100 concurrent users, then just by adding another server system you
can support 200 concurrent users. Also, if you want to decrease the response
time for the application, you can use the JVM performance tuning.

Cloud computing: Clustering is also very useful in a cloud computing
environment. It is used while setting the grid computing architecture for
cloud computing to improve performance.

Disadvantages of clustering

Until now, we have discussed how useful clustering is for a web environment. Let's
discuss the disadvantages of clustering:

Cost: It plays a major role in the implementation of a new environment. If
we want to setup web clustering, then we need more servers. This, again,
increases the cost of the project.

Monitoring: With an increase in the number of servers, the monitoring of
servers will also increase, making it difficult for the web administrator to
manage the servers.

Clustering architecture

In this topic, we will discuss the various architectures of clustering used by IT
industries. These architectures may vary on each implementation, depending on the
application and business requirements. There are basically two types of clustering
architectures implemented in a real-time IT infrastructure:

Vertical clustering

Horizontal clustering
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By default, Apache Tomcat 7 supports both horizontal and vertical clustering. In
the next section, we will discuss the implementation of both types of clustering in
Apache Tomcat 7. Before that, let's discuss clustering architectures, where they can
be implemented, and their advantages.

Vertical clustering

Vertical clustering consists of a single hardware with multiple instances running,
using shared resources from the system. This kind of setup is mainly done in
development and quality systems for the developer to test the functionality of the
application. Also, vertical clustering can be implemented in production in certain
cases, where there is a resource crunch for the hardware. It uses the concept of a
shared resource such as CPU, RAM, and so on. The following figure shows the
pictorial presentation of vertical clustering:

Vertical Clustering

Load Balancer

E Web Server
v

Single machine
with multiple
Tomcat instances

Every architecture has its pros and cons. Let's discuss some of the pros and cons of
vertical clustering.

Advantages of vertical clustering

Following are the advantages of vertical clustering:

¢ No network bandwidth issue, as instances are hosted on a single machine

e Hardware is shared by different Tomcat instances
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Addition of physical hardware is not required

Single JVM can be shared by multiple instances

Disadvantages of vertical clustering

Following are the disadvantages of vertical clustering;:

No failover in case of hardware issues
More maintenance issues

High-end hardware used for implementation

Horizontal clustering

In this type of clustering method, instances are configured separately on each

physical machine and connected through high speed Ethernet. It's a very popular
implementation technique in the production environment. Resources of one machine
are not shared with the other machine. Also, failover can be done in the case of
hardware failure. The following figure shows the horizontal clustering for different
Apache Tomcat instances using separate physical hardware:

Horizontal Clustering

|9 |9
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Load Balancer

Different
physical
machines
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Let's discuss some of the pros and cons of horizontal clustering;:

Advantages of horizontal clustering

Following are the advantages of horizontal clustering;:

e Failover is possible in the case of hardware failure

e Alow-end system can be used, as a single instance runs for each
physical or VM instance

¢ [Low maintenance issues

Disadvantages of horizontal clustering

Following are the disadvantages of horizontal clustering:

¢ Network bandwidth issues
e Network connectivity issues between machines

e Each instance requires a separate physical hardware component

Horizontal clustering is the most preferred method in a
s production environment.

Vertical clustering in Apache Tomcat 7

In the previous topics, we have discussed the different types of cluster architecture,
supported by Apache Tomcat 7. It's time to take a real-time challenge to implement
clustering. Let's start with vertical clustering.

For vertical clustering, we have to configure at least two instances of Apache Tomcat
and the complete process consists of three stages. Let's discuss and implement the
steps for vertical cluster in Tomcat 7:

1. Installation of the Tomcat instance.

2. Configuration of the cluster.

3. Apache HTTP web server configuration for the vertical cluster.
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Installation of the Tomcat instance

The installation of Apache Tomcat 7 can be done in three easy steps:

1. Download and unzip the software in the required directory.
2. Install the JDK and set the JAVA HOME.

3. Copy the Apache Tomcat source code in two different directories, for
example, /opt/tomcatX (Where x= instance number) and verify that the files
are properly copied on both instances, using the following command:

[root@localhost optl# 1ls -1 apache-tomcat*

The following screenshot shows the output of the previous command:

apache-tomcatl:

total 160

drwxr-xr-x 2 root root 4096 Oct & 14:15

drwxr-xr-x 3 root root 4096 Oct & 13:5%

drwxr-xr-x 2 root root 4096 May 22 15:08

-rw-r—--r-- 1 root root 57851 Apr 1 2011 LICENSE
drwxr-xr-x 2 root root 4096 Oct 11 15:30

-rw-r--r-- 1 root root 1230 &pr 1 2011 NOTICE
-rw-r--r-- 1 root root 9031 &pr 1 2011 RELEASE-NOTES
-rw-r—--r-- 1 root root 6860 Apr 1 2011 RUNNING.txt
drwxr-xr-x 3 root root 4096 Oct & 13:5%

drwxr-xr-x 7 root root 40986 Apr 1 2011

drwxr-xr-x 3 root root 4096 May 16 21:03
apache-tomcat2:

total 116

drwxr-xr-x 2 root root 4096 Oct & 13:54

drwxr-xr-x 3 root root 4096 Oct & 13:56

drwxr-xr-x 2 root root 4096 May 22 15:08

-rw-r—--r-- 1 root root 57851 Apr 1 2011 LICENSE
drwxr-xr-x 2 root root 4096 Oct 11 15:30

-rw-r--r-- 1 root root 1230 &pr 1 2011 NOTICE
-rw-r--r-- 1 root root 9031 &pr 1 2011 RELEASE-NOTES
-rw-r—--r-- 1 root root 6860 Apr 1 2011 RUNNING.txt
drwxr-xr-x 3 root root 4096 Oct & 13:57

drwxr-xr-x 7 root root 40986 Apr 1 2011

drwxr-xr-x 3 root root 4096 May 16 21:03

Configuration of a vertical cluster

This section is the most critical section for vertical clustering, as all the configurations
are done in this section and a simple error can make the cluster non-functioning.

So, be careful while carrying out the configuration. Let's do the step-by-step
configuration on each node.
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Configuration of instance 1

For the first instance; node 1, we can use the default configuration, such as
Connector, AJP, or shutdown port in server.xml. Let's discuss each component
where the configuration needs to be done and why it is used:

1. Shutdown port: The following screenshot shows the configuration for the
shutdown port for the Tomcat instance. While running multiple instances,
if by any chance, you have skipped configuring the shutdown port, then the
Tomcat instance will be unable to start it.

—=Z

ESE:"JE"_" port="8006" shutdown="SHUTDOWH">
<l-— Security listener. Documentation at /docs/config/listeners.html
<Listener className="org.apache.catalina.security.SecurityListener” />
—-=ZF
<!'-—APR library loader. Documentation at Sdocs/apr.html -->

2. Connector port: The following screenshot shows the connector port
configuration for Tomcat 7. This port is used to access the Tomcat instance,
for example, normally we access the Tomcat instance by using http://
localhost:8080, the 8080 port is called the Connector port. While running
multiple instances, if you have skipped configuring this port, then the
Tomcat instance will be unable to start it and you will get the Port already
in use exception.

<1-— B "Connector™ represents an endpoint by which regquests are received
and responses are returned. Documentation at :
Java HTTP Connector: /fdocs/config/http.html (blocking & non-blocking)

Java AJP Connector: /fdocs/config/ajp.html
APR (HTTE/AJP) Connector: /docs/apr.html
Define a non-5S5L HTITE/1.1 Connector on port B0B80
-
<Connector port="8080" protocol="HTTE/1.1"
con
redirectPort="8443" />
<!-— B "Connector™ using the shared thread pool-->

3. AJP port: The following screenshot shows the AJP port configuration for
Tomcat 7. This port is used for AJP communication between the Apache
HTTP server and the Tomcat instance. While running multiple instances,
if you have skipped to configuring port, then the Tomcat instance will be
unable to start it and you will get the Port already in use exception.
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<!—— Define an AJP 1.3 Connector on port 8009 —--»

<Connector port="8009" protocol="AJE/1.3" redirectPortc="8443" />

4. Cluster attributes: Enable the cluster attributes for clustering in server.xml
and the following screenshot shows the cluster class used for clustering:

<!—-=-For clustering, please take a look at documentation at:
/docs/cluster—howto.html (simple how toa)
/docs/config/cluster.html (reference documentation) --3>

<Cluster className="org.apache.catalina.ha.tcp.5impleTcpCluster™/>

5. Configuration test: Run the configtest.sh script from TOMCAT _HOME/bin
to check the configuration. The following screenshot shows the output for the
following config.sh command:

[root@localhost binl# ./configtest.sh

6. Tomcat instance startup: Start the instance 1 configuration using the script
startup. sh. The following screenshot shows the output for the following
startup.sh script:

[root@localhost binl# ./startup.sh

[Toot@localhost Din]# ./Startup.sh

Using CATALINA BASE: fopt/apache-toncatl

Using CATALINA HOME: fopt/apache-toncatl

Using CATALINA TMPDIR: /opt/apache-tomcatl/temp

Using JRE_HOME: /opt/jdkl.6.0 24

Using CLASSPATH: _,-"opt,,-"apac'ne—t,orr.cat,l,-"bin,-"boot,strap .jar:/opt/apache-tomcatl/bin/tomcat-juli.jar
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Check the Tomcat instance process using the following mentioned command.
The following screenshot shows the output for the ps command:

[root@localhost binl# ps -ef |grep java

[root@localhost binl# ps -ef |grep java

root 11766 1 11 17:00 pts/3 00:00:17 fopt/jdkl.6.0_24/bin/java -Djava
m -Xmx512m -X¥X:MaxPermSize=25é6m -Dorg.jboss.resolver.warning=true -Dsun.rmi.dgc.
.logging.manager=org.apache.juli.ClassLoaderlLogManager -Djava.awt.headless=true
e.port=7091 -Dcom.sun.management . jmxremote.authenticate=false -Dcom.sun.manageme
sspath /opt/apache-tomcatl/bin/bootstrap.jar:/opt/apache-tomcatl/bin/tomcat-juli
-Djava.io.tmpdir=/opt/apache-tomcatl/temp org.apache.catalina.startup.Bootstrap
root 114802 10148 0O 17:02 pts/3 00:00:00 grep java

[root@localhost binl# D

Configuration of instance 2

We cannot use the default configuration on node 2. There will be port conflicts as
we are running the instance with single a IP on the same physical machine. Let's
configure instance 2 step-by-step:

1. Change the shutdown port for instance 2 in server.xml (increment it by 1).
The following screenshot shows the configuration:

-
<Server port="8007T" shutdown="SHUTDOWHN">
<1—-— Security listener. Documentation at /doca/config/listeners.html
<Listener className="org.apache.catalina.s=security.3ecuritylistener™ />

2. Change the Connector and redirect the port for instance 2 in server.xml
(increment it by 1). The following screenshot shows the configuration:

——x

<Connector port="8081" protocol="HTTE/1.1"
connectionTimeont="20000"
redirectPorc="§444" />

<!—— & "Connector™ using the shared thread pool-->

3. Change the AJP and redirect the port for instance 2 in server.xml
(increment it by 1). The following screenshot shows the configuration:

<!—— Define an AJPF 1.3 Connector on port 80089 —->
<Connector port="8010" protocol="AJP/1.3" redirectPort="8444" />
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4. Enable the cluster attributes for clustering in server.xml. The following
screenshot shows the configuration:

<!--For clustering, please take a look at documentation at:
fdocs/fcluster-howto.html (simple how to)
fdocsfconfig/cluster.html (reference documentation) —-3>

<Cluster className="org.apache.catalina.ha.tcp.5impleTcpCluster™/>

Save server.xml.

Run the configt

est . sh script from TOMCAT HOME/bin to check the

configuration. The following screenshot shows the output for the following
startup. sh script:

[root@localhost bin]l# ./configtest.sh

[root@localhost bin]l# ./configtest.sh

Ising CATALINA BASE: fopt/apache-tomcat2
Ising CATALINA HOME: fopt/apache-tomcat2
Ising CATALINA TMPDIR: /opt/apache-tomcat2/temp

Jzing JRE_HOME:
Jzing CLASSPATH:

bet 11, 2011 5:21:07 PM org.apache.catalina.core.Aprlifecyclelistener init

[NFC: The APR based Apache Tomcat Native library which allows optimal performanc
|.6.0_24/jre/lib/i386/server: /opt/jdkl.6.0_24/jre/lib/i386: /opt/jdkl.6.0_24/jre/
bet 11, 2011 5:21:13 PM org.apache.coyote.hbstractProtocolHandler init

[NFC: Inmitializing

bet 11, 2011 5:21:14 PM org.apache.coyote.hbstractProtocolHandler init

[NFC: Imitializing

bet 11, 2011 5:21:14 PM org.apache.catalina.startup.Catalina leoad
[NFC: Imitialization processed in 14385 ms
_ =

/opt/jdkl.6.0_24
fopt/apache-tomcat2/bin/bootstrap.jar:/opt/apache-tomcat2

ProtocolHandler ["http-bio-8081"]

ProtocolHandler ["ajp-bio-8010"]

7. Start the configuration of instance 2 using the script startup.sh. The
following screenshot shows the output for the following startup. sh script:

[root@localhost binl# ./startup.sh

[rootélocalhost binl#
Using CATALINA BASE:
Using CATALINA HOME:
Using CATALINA TMPDIR:
Using JRE_HOME:

Using CLASSPATH:
/bin/tomcat-juli.jar
[root@localhost bin]# I

./atartup.=sh

/opt/apache-tomcat2

/opt/apache-tomcat2

/fopt/apache-tomcat2/tenp

fopt/jdkl.6.0 24

/opt/apache-tomcat2/bin/bootstrap.jar: fopt/apache-toncat2
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8. Check the Tomcat instance process. The following screenshot shows the
output for the ps command:

[root@localhost binl# ps -ef |grep java

9. Now, check catalina.out for both the nodes.

The logs for node 1 are similar to the following;:

Oct 11, 2011 5:00:24 PM org.apache.catalina.ha.tcp.
SimpleTcpCluster

startInternal

INFO: Cluster is about to start

Oct 11, 2011 5:00:24 PM
org.apache.catalina.tribes.transport.ReceiverBase bind

INFO: Receiver Server Socket bound to:/127.0.0.1:4000

Oct 11, 2011 5:00:24 PM
org.apache.catalina.tribes.membership.McastServiceImpl setupSocket
# Instance node 1 started on port 4000

INFO: Setting cluster mcast soTimeout to 500

Oct 11, 2011 5:00:24 PM

INFO: Sleeping for 1000 milliseconds to establish cluster
membership,

start level:8

Oct 11, 2011 5:00:26 PM
org.apache.catalina.tribes.membership.McastServiceImpl
waitForMembers

# waiting for other member to join the cluster
org.apache.catalina.ha.session.JvmRouteBinderValve startInternal
INFO: JvmRouteBinderValve started

Oct 11, 2011 5:00:37 PM org.apache.coyote.AbstractProtocolHandler
start

INFO: Starting ProtocolHandler ["http-bio-8080"]

Oct 11, 2011 5:00:37 PM org.apache.coyote.AbstractProtocolHandler
start

INFO: Starting ProtocolHandler ["ajp-bio-8009"]

Oct 11, 2011 5:00:37 PM org.apache.catalina.startup.Catalina start
INFO: Server startup in 13807 ms

Oct 11, 2011 5:23:42 PM org.apache.catalina.tribes.io.BufferPool
getBufferbPool
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INFO: Created a buffer pool with max size:104857600 bytes of
type:org.apache.catalina.tribes.io.BufferPooll5Impl

Oct 11, 2011 5:23:43 PM org.apache.catalina.ha.tcp.
SimpleTcpCluster

memberAdded

INFO: Replication member
added:org.apache.catalina.tribes.membership.MemberImpl
[tecp://{127, 0, 0, 1}:4001,{127, 0, 0, 1},4001, alive=1043,
securePort=-1, UDP Port=-1, id={33 91 -59 78 -34 -52 73 -9 -99 124
-53 34 69 21 -40 -82 }, payload={}, command={}, domain={}, ]
#Instance 2 joined the cluster node.

The logs for node 2 are similar to the following;:

INFO: Starting Servlet Engine: Apache Tomcat/7.0.12

Oct 11, 2011 5:23:41 PM org.apache.catalina.ha.tcp.
SimpleTcpCluster

startInternal

INFO: Cluster is about to start

Oct 11, 2011 5:23:42 PM org.apache.catalina.tribes.transport.
ReceiverBase bind

INFO: Receiver Server Socket bound to:/127.0.0.1:4001

Oct 11, 2011 5:23:42 PM
org.apache.catalina.tribes.membership.McastServiceImpl setupSocket
# Instance node 2 started on port 4001

INFO: Setting cluster mcast soTimeout to 500

Oct 11, 2011 5:23:42 PM
org.apache.catalina.tribes.membership.McastServiceImpl
waitForMembers

INFO: Sleeping for 1000 milliseconds to establish cluster
membership,

start level:4

Oct 11, 2011 5:23:43 PM org.apache.catalina.ha.tcp.
SimpleTcpCluster

memberAdded

INFO: Replication member
added:org.apache.catalina.tribes.membership.MemberImpl
[tcp://{127, 0, 0, 1}:4000,{127, 0, 0, 1},4000, alive=1398024,
securePort=-1, UDP Port=-1, id:{28 42 60 -68 -99 126 64 -35 -118
-97 7 84 26 20 90 24 }, payload={}, command={}, domain={}, ]

# Instance 1 joined the cluster node 2.
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Apache web server configuration for
vertical clustering

Until now, we have done the Tomcat-level configuration to configure vertical
clustering in the Tomcat instance. It's time to integrate the Apache web server to
Tomcat 7. Let's enable the integration by performing the following steps:

1.

We have to create a new file called mod_jk.conf in the conf directory of
APACHE_HOME/conf using the following commands:

[root@localhost apache-2.01# cd /opt/apache-2.2.19/conf

vi mod-jk.conf

The contents of mod_jk include the following lines of code:

LoadModulejk module modules/mod jk.so
JkWorkersFile conf/workers.properties
JkLogFile logs/mod_jk.log

JkLogLevel info

JkMount /sample/* loadbalancer
JkMount /* loadbalancer

Create a new file named as workers.properties in conf using the following
command:

[root@localhost confl# vi workers.properties

worker. list lists all the nodes in Tomcat through which Apache
communicates using the AJP protocol. In our example, it has two nodes, as
shown in the following line of code:

worker.list=tomcatnodel, tomcatnode2, loadbalancer

Define the worker. list for the entire nodes in the cluster:

worker. tomcatnodel.port=8009
worker.tomcatnodel.host=1localhost
worker.tomcatnodel. type=ajpl3
worker.tomcatnodel.lbfactor=1

The previous lines of code define the tomcatnodel properties. The highlighted
code shows the AJP port and hostname of tomcatnode1, which is essential
for vertical clustering:

worker.tomcatnode2.port=8010
worker.tomcatnode2.host=1localhost
worker.tomcatnode2. type=ajpl3
worker.tomcatnode2.lbfactor=1
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The previous lines of code define the tomcatnode2 properties. The highlight-
ed code shows the AJP port and hostname of tomcatnode2. This is essential
for vertical clustering.

worker.loadbalancer.type=1b
worker.loadbalancer.balanced workers=tomcatnodel, tomcatnode2
worker.loadbalancer.sticky session=1

The previous lines of code define the load balancing properties for mod_jk.

3. The last step is to include the mod_jk.conf in the main configuration file of
httpd, that is httpd. conf and reload the Apache services:

[root@localhostconfl# vi httpd.conf

Include conf/mod_jk.conf.
/S in the end of the httpd. conf.

Horizontal clustering in Apache Tomcat 7

For horizontal clustering, we have to configure at least two instances of Apache
Tomcat on two different physical or virtual systems. These physical machines can be
on the same physical network. It also helps in providing a high-speed bandwidth

to the system.

M If you want to configure clustering on different networks, then you
Q have to open the firewall between the two networks for the AJP
port and the clustering port.

There are prerequisites for configuring horizontal clustering. The following are
the details:
e Time sync between the two servers
e Proper network connectivity between the two servers
o Firewall ports between the two servers (if you are connecting from a
different network)

In order to configure horizontal clustering, you have to perform the following steps:

1. Installation of the Tomcat instance
2. Configuration of the cluster

3. Apache HTTP web server configuration for the horizontal cluster
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Installation of the Tomcat instance

We have already discussed the installation of Tomcat in the previous section.The
steps for installation will remain the same here and, hence, we are skipping the
installation. Let's move to step 2.

Configuration of the cluster

This section is the most critical section for horizontal clustering, as all the
configurations are done in this section and a simple error can make the cluster not
work. So, be careful before carrying out the configuration. Let's do the step-by-step
configuration on each node.

Configuration of instance 1

For the first instance, we can use the default configuration such as the Connector,
AJP, or shutdown port in server.xml. Let's discuss each component where
configuration needs to be done and why it is used:

1. Shutdown port: The following screenshot shows the configuration for the
shutdown port for the Tomcat instance. While running multiple instances,
if you have skipped configuring the port, then the Tomcat instance will be
unable to initiate it.

-
BSE:'-JE: port="8006" shutdown="SHUTDOWN":-
<!—— Security listener. Documentation at /fdocs/config/listeners.html
<Listener className="org.apache.catalina.security.Securitylistener™ />
-
<!--APR library loader. Documentation at /docs/apr.html -->

2. Connector port: The following screenshot shows the configuration of
the connector port. This port is used to access the Tomcat instance,
for example, normally you access the Tomcat instance by using http://
localhost:8080. The 8080 port is called the connector port. While running
multiple instances, if you have skipped configuring the port, then the Tomcat
instance will be unable to start it and you will get the Port already in
use exception.
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<!—— A "Connector™ represents an endpoint by which regquests are received
and responses are returned. Documentation at :
Java HTITP Connector: /docs/config/http.html (blocking & non-blocking)
Java BJP Connector: /docs/config/ajp.html
LPR (HTTP/RJP) Connector: /docs/apr.html
Define a non-S55L HITP/1.1 Connector on port B80S0
—-——>
<Connector port="8080"
connectionTim
redirectPort="8443" />
<!—— A "Connector"™ using the shared thread pool-->
<!

qw

3. AJP port: The following screenshot shows the AJP port configuration for
Tomcat. This port is used for AJP communication between the Apache HTTP
and the Tomcat instance. While running multiple instances, if you have
skipped configuring this port, then the Tomcat instance will be unable to
start and you will get a Port already in use exception.

<!—— Define an AJP 1.3 Connector on port 2009 —->
<Connector port="8009" protocol="AJP/1.3" redirectPort="£443" />

4. Cluster attributes: Enable the cluster attributes for clustering in server.xml.
The following screenshot shows the cluster class used for clustering:

<!--For clustering, please take a look at documentation at:
fdocsfcluster-howto.html ({simple how to)
Jdocs/config/cluster.html (reference documentation) —-->

<Cluster className="org.apache.catalina.ha.tcp.S5implelcplCluster”/>

In horizontal clustering every machine has a separate IP. We have to
configure the broadcast address and port for the instance to connect with
each other and create a cluster session. Add the following code to server.
xml to enable broadcast setting and replication:

<Cluster className="org.apache.catalina.ha.tcp.SimpleTcpCluster"
channelSendOptions="6">
<Manager className="org.apache.catalina.ha.session.
BackupManager" expireSessionsOnShutdown="false"
notifylListenersOnReplication="true" mapSendOptions="6"/>
<Channel className="org.apache.catalina.tribes.group.
GroupChannel">
<Membership className=
"org.apache.catalina.tribes.membership.McastService"
address="228.0.0.4" port="54446" frequency="500"
dropTime="3500"/>
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<Receiver className=
"org.apache.catalina.tribes.transport.nio.NioReceiver"
address="auto" port="6000" selectorTimeout="100"
maxThreads="6"/>
<Sender className=
"org.apache.catalina.tribes. transport.
ReplicationTransmitter">
<Transport className=
"org.apache.catalina.tribes.transport.nio.
PooledParallelSender"/>
</Sender>
</Channel>
<Deployer className="org.apache.catalina.ha.deploy.
FarmWarDeployer" tempDir="/opt/apachetomcatl/tomcat7-temp/"
deployDir="/opt/apachetomcatl/tomcat7-deploy/"
watchDir="/opt/apachetomcatl/tomcat7-listen/"
watchEnabled="false"/>
<ClusterListener classNames=
"org.apache.catalina.ha.session.ClusterSessionListener"/>

</Cluster>

The first highlighted code section shows the multicast IP. Multicast creates
a communication change for these two instances. The second highlighted
section shows the deployment properties for the cluster instances.

5. Configuration test: Run the configtest. sh script from TOMCAT HOME/bin to
check the configuration. The following screenshot shows the output for the
following config.sh command:

[root@localhost bin]l# ./configtest.sh

6. Host entry: Add the instance IP in the host files (/etc/hosts). The following
screenshot shows the output for /etc/hosts file:

Do not remove the following line, or various programs

that require network functionality will fail.
127.0.0.1 localhost.localdomain localhost
1 localhosté.localdomaing localhosté
192.168.1.15 comcatl
192.168.1.16 tomcatz]]
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Tomcat instance startup: Start the instance 1 configuration using the script
startup. sh. The following screenshot shows the output for the following
startup.sh script:

[root@localhost binl# ./startup.sh

[Toot@localhost DIN]# ./Starcup.sh

Using CATALINA BASE: Jopt/apache-tomcatl

Using CATALINA HOME: fopt/apache-tomcatl

Using CATALINA TMPDIR: /fopt/apache-tomcatl/temp

Using JRE_HOME: /opt/jdkl.6.0_24

[Using CLASSPATH: _,-"opt,,-"apac'ﬂe—t,orr.catl,-"bin,-"boot,strap.jar:,-"opt,,-"apache—t,orr.cat,l,-"bin,-"t,orr.cat,—j'.Jli.jar

Check the Tomcat instance process using the following mentioned command.
The following screenshot displays the output for the following ps command:

[root@localhost binl# ps -ef |grep java

[root@localhost binl# ps -ef |grep java

root 11766 1 11 17:00 pts/3 00:00:17 /fopt/jdkl.&.0 24/bin/java -Djava
m -Xmx512m -XX:MaxPermSize=25ém -Dorg.jboss.rescolver.warning=true -Dsun.rmi.dgc.
.logging.manager=org.apache.juli.ClassloaderLogManager -Djava.awt.headless=true
e .port=7091 -Dcom.sun.management.jmxremote.authenticate=false -Dcom.sun.manageme
=spath /opt/apache-tomcatl/bin/bootstrap.jar:/opt/apache-tomcatl/bin/tomcat-juli
—Dijava.io.tmpdir=/opt/apache-tomcatl/temp org.apache.catalina.startup.Bootstrap
root 11502 10145 0O 17:02 pts/3 00:00:00 grep java

[root@localhost binl# D

Configuration of instance 2

In order to start the configuration of instance 2, install Tomcat on the other machine
and perform the same steps as performed on node 1.

Check catalina.out for both the nodes. The following mentioned logs show
the activity performed during the startup of the Tomcat instance with the cluster
instance. It also gives us complete visibility of the clustering functionality.

Oct 11, 2011 5:00:24 PM org.apache.catalina.ha.tcp.SimpleTcpCluster
startInternal

INFO: Cluster is about to start

Oct 11, 2011 5:00:24 PM org.apache.catalina.tribes.transport.
ReceiverBase

bind

INFO: Receiver Server Socket bound to:/192.168.1.15:4000

Oct 11, 2011 5:00:24 PM
org.apache.catalina.tribes.membership.McastServiceImpl setupSocket

# Instance node 1 started on port 4000

to establish cluster membership, start level:4
Oct 11, 2011 5:00:25 PM
org.apache.catalina.tribes.membership.McastServiceImpl waitForMembers
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INFO: Done sleeping, membership established, start level:4

Oct 11, 2011 5:00:25 PM
org.apache.catalina.tribes.membership.McastServiceImpl waitForMembers
INFO: Sleeping for 1000 milliseconds to establish cluster membership,
start

level:8

Oct 11, 2011 5:00:26 PM
org.apache.catalina.tribes.membership.McastServiceImpl waitForMembers
# waiting for other member to join the cluster

INFO: Server startup in 13807 ms

Oct 11, 2011 5:23:42 PM org.apache.catalina.tribes.io.BufferPool
getBufferPool

INFO: Created a buffer pool with max size:104857600 bytes of
type:org.apache.catalina.tribes.io.BufferPooll5Impl

Oct 11, 2011 5:23:43 PM org.apache.catalina.ha.tcp.SimpleTcpCluster
memberAdded

INFO: Replication member
added:org.apache.catalina.tribes.membership.MemberImpl
[tep://{192.168.1.16, 0, O, 1}:4001,{192, 168, 1, 16},4001,
alive=1043, securePort=-1, UDP Port=-1, id={33 91 -59 78 -34 -52

73 -9 -99 124 -53 34 69 21 -40 -82 }, payload={}, command={},
domain={}, 1

#Instance 2 joined the cluster node

The following are the logs for node 2:

INFO: Starting Servlet Engine: Apache Tomcat/7.0.12

Oct 11, 2011 5:23:41 PM org.apache.catalina.ha.tcp.SimpleTcpCluster
startInternal

INFO: Cluster is about to start

Oct 11, 2011 5:23:42 PM
org.apache.catalina.tribes.transport.ReceiverBase bind

INFO: Receiver Server Socket bound to:/192.198.1.16:4001

Oct 11, 2011 5:23:42 PM
org.apache.catalina.tribes.membership.McastServiceImpl setupSocket
# Instance node 1 started on port 4001

INFO: Setting cluster mcast soTimeout to 500

Oct 11, 2011 5:23:42 PM
org.apache.catalina.tribes.membership.McastServiceImpl waitForMembers
INFO: Sleeping for 1000 milliseconds to establish cluster membership,
start

level:4

Oct 11, 2011 5:23:43 PM org.apache.catalina.ha.tcp.SimpleTcpCluster
memberAdded

INFO: Replication member
added:org.apache.catalina.tribes.membership.MemberImpl
[tep://{192,168, 1, 15}:4000,{127, 0, 0, 1},4000, alive=1398024,
securePort=-1, UDP Port=-1, id={28 42 60 -68 -99 126 64 -35 -118 -
97 7 84 26 20 90 24 }, payload={}, command={}, domain={}, 1

# Instance 1 joined the cluster node 2.
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In the previously mentioned code, four sections are highlighted. Let's discuss each
section briefly:

The first section shows that tomcatnodel is started and ready to receive the
cluster message on port 4000.

INFO: Receiver Server Socket bound to:/192.168.1.15:4000

The second section shows that tomcatnode2 had joined the cluster, and node
1 is getting the notification.
added:org.apache.catalina.tribes.membership.MemberImpl [tcp://
{192.168.1.16, 0, 0, 1}:4001,{192, 168, 1, 16},4001, alive=1043

The third section shows that tomcatnode?2 is started and ready to receive the
cluster message on port 4000.

INFO: Receiver Server Socket bound to:/192.198.1.16:4001

The fourth section shows that tomcatnode1 had joined the cluster, and node
2 is getting the notification.

added:org.apache.catalina.tribes.membership.MemberImpl [tcp://
{192,168, 1, 15}:4000,{127, 0, 0, 1},4000, alive=1398024

Apache web server configuration for
horizontal clustering

We have done the Tomcat level configuration to configure horizontal clustering on
the Tomcat instance. It's time to integrate the Apache web server to Tomcat 7. Let's
enable the integration by performing the following steps:

1.

We have to create a new file called mod_jk.conf in the conf directory of
APACHE_HOME/conf using the following commands:

[root@localhost apache-2.0]# cd /opt/apache-2.2.19/conf

vi mod-jk.conf

The following mentioned code defines the configuration parameters for mod_
jk.conf:

LoadModule jk _module modules/mod jk.so
JkWorkersFile conf/workers.properties
JkLogFile logs/mod_ jk.log

JkLogLevel info

JkMount /sample/* loadbalancer

JkMount /* loadbalancer
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2.

3.

Create a new file named workers.properties in the conf directory using
the following command:

[root@localhost confl# vi workers.properties

worker.list=tomcatnodel, tomcatnode2, loadbalancer

Define the worker.list for the entire nodes in the cluster:

worker.tomcatnodel.port=8009
worker. tomcatnodel.host=192.168.1.15
worker.tomcatnodel.type=ajpl3
worker.tomcatnodel.lbfactor=1

The previous lines of code define the tomcatnodel properties. The highlight-
ed code shows the IP address of tomcatnode1. This is essential for horizontal
clustering.

worker.tomcatnode2.port=8009

worker.tomcatnode2.host=192.168.1.16

worker.tomcatnode2.type=ajpl3
worker.tomcatnode2.lbfactor=1

The previous lines of code define the tomcatnode2 properties. The
highlighted code shows the IP address of tomcatnode2. This is essential
for horizontal clustering.

worker.loadbalancer.type=1b

worker.loadbalancer.balanced workers=tomcatnodel, tomcatnode2
worker.loadbalancer.sticky session=1

The previous lines of code define the load balancing properties for mod_jk.

The only difference in the Apache configuration for workers.
properties for horizontal and vertical clustering is vertical hosting.
%“ (worker.tomcatnode2 . host is configured as localhost, whereas in
g horizontal clustering worker . tomcatnode2 . host is configured with
the IP address of a different machine.)

The last step is to include the mod_jk. conf in the main configuration file
of httpd, that is httpd.conf and reload the Apache services using the
following command:

[root@localhost confl# vi httpd.conf

Include conf/mod_jk.conf in the end of httpd. conf.
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Testing of the clustered instance

To perform cluster testing, we are going to take you through a sequence of events. In
the following event, we only plan to use two Tomcat instances — tomcatnodel and
tomcatnode2. We will cover the following sequence of events:

1.

AN N

Start tomcatnodel.

Start tomcatnode2 (wait for node 1 to start completely).
Node 1 crashes.

Node 2 takes over the user session of node 1 to node 2.
Start node 1 (wait for node 1 to start completely).

Node 2 and node 1 are in running state.

Now we have a good scenario with us, we will walk through how the entire
process works:

1.

Start instance 1: tomcatnodel starts up using the standard startup sequence.
When the host object is created, a cluster object is associated with it. Tomcat
asks the cluster class (in this case SimpleTcpCluster) to create a manager for
the cluster and the cluster class will start up a membership service.

. The membership service is a mechanism in the cluster instance
% through the cluster domain, which adds the member node
L in the cluster. In simple terms, it is a service through which
members are able to join the cluster.

Start instance 2: When Tomcat instance 2 starts up, it follows the same
sequence as tomcatnode2 with one difference. The cluster is started and will
establish a connection (tomcatnodel, tomcatnode2). tomcatnode2 will now
send a request to the server that already exists in the cluster, which is now
tomcatinstance2.

M In case the Tomcat instance does not respond within
Q an interval of 60 seconds, then Tomcat instance 2 will
update the cluster, and generate the entry in the logs.
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3. Node 1 crashes: Once the Tomcat instance crashes, the cluster manager will
send a notification to all the members, in our case it's tomcatnode2. The
entire session of node 1 will be replicated to node 2, but the user will not see
any issues while browsing the website.

4. Node 2 will take over the user session of node 1 to node 2: tomcatnode?2
will process the request as with any other request. User requests are
served with node 2.

5. Start instance 1: Upon start up, tomcatnodel first joins the cluster, and then
contacts tomcatnode?2 for the current state of all the users in the session. It
starts serving the user requests and shares the load for node 2.

6. Node 2 and node 1 are in running state: Now both the instances are in
running state. Node 2 will continue to serve the user requests and once the
request is served, it will terminate the user session.

If the previous mentioned test is working, it means clustering is working fine.

Monitoring of Tomcat clustering

Once the cluster is up and working, the next stage is to set up the monitoring of the
clustering. This can be done in the following ways:

e Various monitoring tools
e Scripts

e Manual
Following are the steps to manually monitor the clusters:

1. Check the Tomcat process using the following command:

root@localhost binl# ps -ef |grep java

Check the logs to verify the connectivity of the cluster.
3. Verify the URL for both cluster members.
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Summary

In this chapter, we have discussed the clustering of Tomcat 7 and its implementation
techniques. We have discussed clustering architecture, horizontal and vertical
clusters and their benefits, the implementation of horizontal and vertical clustering
on Tomcat 7, and the verification of clusters.

In the next chapter, we will discuss the most awaited topic of Tomcat 7, that is,
Tomcat 6 upgrade to Tomcat 7 and different techniques used during the upgrade.
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Tomcat Upgrade

Technological changes and innovations happen at a very rapid pace. In order to
accommodate the current technology requirements and serve the user with the latest
technology, an upgrade of the systems is needed. The new version of the systems
comes with the latest features and bug fixes, making them more stable and reliable.

In this chapter, we will discuss:

e The life cycle of the upgrade process
e Best practices followed by the IT industry

e How to upgrade Tomcat 6 to Tomcat 7

Every organization follows their process to upgrade the servers, based on the
criticality of the system. Normally, evaluation of a product is done by the Technical
Architect. Based on the application's criticality, the architect defines the architecture,
which needs to be followed to upgrade the application. Upgrades in production can
be done only after a successful upgrade on the development server(s).

Different types of environment

There are basically four types of environments for any system in an IT industry,
based on their architecture. The following figure shows the different environments
created in most industries:

A Production
Staging

A Quality
Assurance
Development
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Development environment

It can be defined as the combination of software and hardware, which is required
for a team to build the code and deploy it. In simple words, it is a complete package
required to build the code and deploy it.

The following points describe why we need a development environment and
its advantages:

e Consolidation: For example, by looking at the infrastructure needs of the
development environment as a whole, you might find that you only need a
single web/application server to deploy the application.

o Estimation of resources: Resources are required to support the development
activities and test the development environment, before it is made available
on any production infrastructure in support of a business project.

Quality Assurance environment

This environment is mainly used for the integration of the development module and
followed by the functional testing undertaken by the Quality Assurance team. If the
QA team finds any issues with the functionality of the application, they notify the
developers to resolve the issue.

Staging environment

This environment is a replica of the production environment. It is mainly used for
performance testing to simulate the real-time issues during the user load.

Production environment

This can be defined as the real environment that is available to the users to perform
their operations in the application. For example, banking sites, where you perform
your money transactions can be called a production environment.

Life cycle of the upgrade

In this topic, we will discuss the various steps performed during the upgrade. The
life cycle consists of the end-to-end processes involved in the upgrade. Normally,
upgrades are initiated from the development environment followed by the QA/
stage/production environment. The following screenshot shows the basic sequence
of steps followed in the upgrade for any system in the IT industry:
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Life Cycle of Upgrade

Go Live

\

Load and Functional
Testing

Application Migration

\

Configuration and Performance
Tuning

\

Installation of Upgraded
Product

Installation of Prerequisites
for new version

\

Analysis of Enhanced Features
and Business Requirements

\

Analysis of Enhanced Features and Business Requirements: This step
plays a very crucial role in the upgrade process. In this process, the standing
committee (technical architect, business owner, and functional owner)
decides which features are essential for the new version and how they are
useful in supporting the business requirement.

Installation of Prerequisites for new version: By following the previous
process, the infrastructure team makes sure that the entire software is

available for the installation and their dependencies are also present.

Installation of Upgraded Product: In this process, the installation of a new

version of products will be done by the infrastructure engineer.

Configuration and Performance Tuning: Once the installation is complete,
it's time to do the configuration and performance tuning for the new product.

Application Migration: After the configuration is done for Tomcat 7, the
upgrade is still incomplete. Now, the most tedious part of the migration
starts here, that is, application migration from the current environment to the

new system.
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. Before migrating the application from the current environment to
the new environment, you need to confirm whether the new version
" is supported by the application or not. If not, confirm what are the

workarounds provided by the vendors.

6. Load and Functional Testing: After the application migration is complete,
you have to perform the load and functional testing on the upgraded system,
in order to make sure that the application is working as excepted, and also
that the new features, which are embedded through the upgrade process, are
working according to the business requirement.

7. Go live for the new environment.

Tomcat upgrade from 6 to 7

Until now, we have discussed various theoretical processes of the upgrade. Now it's
time to have some fun, which every administrator wants in his/her career.

In this topic, we will discuss the most waited topic of the book, that is the Tomcat
upgrade. It's always a wish for the web administrator to perform the upgrade
from its previous major version to the new version. It also changes the perception
of the administrator from day-to-day maintenance issues to the architecture-level
integration. If you are involved in the upgrade activity for the product, then you
are the first person in the organization who is working on that product, which gives
you better visibility among other people. But before performing the upgrade, let's
discuss what new features/updates are offered by Tomcat 7 as compared to Tomcat
6. Following are the features:
e Servlet3.0
° Asynchronous support
°  Dynamic configuration
°  Extended Servlet API
°  Simpler, faster, more developer-friendly
°  Simplified embedding
° Improved logging
e System improvement

°  No more memory leaks

°  Security improvement

[244]



Chapter 10

Now we know what are the advantages of using Tomcat 7, let's start the upgrade
from Tomcat 6 to Tomcat 7. In order to initiate the upgrade process, the first thing
that comes to mind is, on which hardware do we have to perform the upgrade?
There are basically two ways to perform the upgrade:

e On the same system where Tomcat 6 is already running: This approach is
used when we have high-end servers, which have enough RAM and CPU to
handle the load generated by the new version.

¢ On a separate system: In today's IT infrastructure, this approach is very
common due to increasing trends of virtualization. Here, low-end servers are
created, which can only handle the load for the new version of Tomcat 7.

The major advantage of this approach is that you can run your
% current operation in parallel during the upgrade, and there is no
A . .
impact to the current environment.

We will take the second approach for the upgrade since this is the most common
approach used in any IT industry.

Prerequisites for Tomcat 7

By default, Tomcat 6 runs on JDK 1.5 and Tomcat 7 requires JDK 1.6, so the major
prerequisite for the Tomcat 7 upgrade is the installation of JDK 1.6. In Chapter 1,
Installation of Tomcat 7, we have discussed the detailed steps of the Java installation.
Hence, we will move on to the next installation step.

In case you have to install Tomcat 7 on the same system where Tomcat 6 is running,
then you must be thinking how is it possible to set the two different JAvA_ HOME or
path? In that case, you have to install Tomcat with a different user and set the gava_
HOME in the user profile. Also, the same user should have sudo access to run the
Tomcat service.

Installation of Tomcat 7 for the upgrade

Once you are done with the installation and configuration of JDK 1.6 on the system,
it's time to install Tomcat 7 on the machine. Perform the following steps:

1. Download the latest stable version from the Tomcat official site, http://
tomcat .apache.org/download-70.cgi. Once the download is complete,
save it in the /opt location.
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2.

6.

Unzip the Tomcat 7 source, that is apache-tomcat-7.0.12.zip, using the
following command:

[root@localhost optl# unzip apache-tomcat-7.0.12.zip

After you unzip apache-tomcat-7.0.12.zip, it will create a folder named
apache-tomcat-7.0.12 in the opt directory.

Go to the bin directory of apache-tomcat-7.0.12 using the following
command:
[root@localhost optl# cd apache-tomcat-7.0.12/bin/

Run the following command. If you miss executing the following command,
then Tomcat will not start at the time of starting the services. The reason is that,
the package comes with read/write permissions but no execute permissions
are given to the package. We have to manually update the permissions.

[root@localhost bin]# chmod 0755 *.sh
[root@localhost bin]# pwd
/opt/apache-tomcat-7.0.12/bin

chmod 0755 file isequivalentto u=rwx (4+2+1),go=rx
s (4+1 & 4+1).The 0 specifies no special modes.

Start the Tomcat services and validate the Tomcat setup.

If you are doing the installation on the same machine, you have to

change the default connector port for Tomcat 7, or you will receive the
o>

Port already in use exception and the services will not begin. To
change the default connector port, you have to edit server.xml.

Configuration of Tomcat 7

You must be pondering as to whether we are installing or upgrading Tomcat. After
reading this section, you will understand the actual upgrade. We will discuss the
various configurations needed to be done with reference to Tomcat 7. It should also
perform the same functionality as Tomcat 6, with the integration of new features.
Let's discuss the configuration in a sequential manner.
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JVM configuration

JVM plays a vital role in the performance and maintenance of the J2EE container. It is
very important that we should accommodate the old environment's JVM parameters
and add the new enhanced features, which are introduced with the new Java SDK
version, while upgrading from Tomcat 6 to Tomcat 7. We have to customize the
environment, based on the application's requirement. There are many things we have
to keep in mind, while configuring JVM. Some of them are mentioned as follows:

e How many applications are currently running on Tomcat 6

e The number of concurrent users

e The current configuration

e Upgrade to 64 bit from 32 bit
Let's do a comparison on the default memory allocation for Tomcat 6 and Tomcat
7. You will find that there are not many significant changes done with reference to
memory allocation. But, in practice, when we upgrade the system, we define more

JVM memory as compared to the previous version. The reason is that, it has to
support the current application and also the enhanced features of the latest version.

using thread-local object allocation.
Mark Sweep Compact GC

Heap Configuration:
MinHeapFreeRatio
MaxHeapFreeRatio
MaxHeapSize
Hew5i
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4204901760 (4095.9375MB)
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The previous screenshot shows the memory structure for Tomcat 6 and the internal
division of its components. The following screenshot shows the memory allocation
for Tomcat 7. If you compare the systems, you will find that there are not many
differences in the architecture of the memory scheme, but in a real-time production
environment, this configuration varies from system to system.
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MaxHeapFreeRatio
MaxHeapSize
NewSize
MaxNewSize
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If you are upgrading the system from 32 bit to 64 bit, then the memory

allocation will be 30 percent more than the current allocated memory
’ on the system.

While doing the upgrade, you have to enable the same configuration parameters
with reference to the old version, also, you have to enable the entire customized
configuration to the environment. In order to provide support for the application, it
helps in maintaining the performance of the Tomcat server. Let's take an example of
the Tomcat 6 configuration and implement it with reference to Tomcat 7, as shown in
the following lines of code:

JAVA OPTS="-Xmsl28m -Xmx512m -XX:MaxPermSize=256m
-Dsun.rmi.dgc.client.gcInterval=3600000
-Dsun.rmi.dgc.server.gcInterval=3600000"

Now, if you want to do the same configuration with Tomcat 7, then you have to
increase the configuration based on the availability of the resource and application
requirement as shown in the following lines of code:

JAVA OPTS="-Xms1l024m -Xmx1024m -XX:MaxPermSize=256m
-Dsun.rmi.dgc.client.gcInterval=3600000
-Dsun.rmi.dgc.server.gcInterval=3600000"

The memory leak issue is completely resolved in Tomcat 7. If we

+  increase the JVM memory, then the application will utilize the memory
more intensively. Also, this will not cause any issues with the system
T~ over a period of time, as compared to the previous version of Tomcat,
where we have to recycle Tomcat at regular intervals.

Database connection settings

Database response is very critical in application performance tuning. An insignificant
error will also have a big impact on the application. But, if you do the configuration
correctly, it will lead to a miracle (we will see the performance results exceeding

the benchmark) in the application's performance. Let us compare the datasource
configuration between Tomcat 6 and Tomcat 7. The highlighted code in the following
lines of code show the difference in configuration for Tomcat 6 and 7:

Tomcat 6:

<Resource name="jdbc/myoracle" auth="Container"
type="javax.sqgl.DataSource" driverClassName="oracle.jdbc.OracleDriver
"url="jdbc:oracle:thin:@192.168.0.1:1521:mysid"username="scott"
password="tiger" maxActive="20" maxIdle="10" maxWait="-1"/>
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Tomcat 7:

<Resource name="jdbc/myoracle" auth="Container"
type="javax.sqgl.DataSource" driverClassName="oracle.jdbc.
OracleDriver" url="jdbc:oracle:thin:@192.168.2.1:1521:mysid"
username="scott" password="tiger" maxActive="50"
maxIdle="10" maxWait="-1"/>

Tomcat 6 and 7 are connected to different DB servers, but they are connected to the
same database using the same username and password. The reason is that, at the
time of the upgrade, it's recommended to use the new instances of the database. The
advantage of this approach is, if the database crashes, then the current application
will have no impact and you can do the upgrade in parallel. Also, you can try
different configuration parameters to improve the performance.

If you are upgrading the environment, it's recommended
VS to use the latest JDBC driver for connecting the database.

Application migration

Application migration is very difficult and a tricky task in the upgrade life cycle. We
cannot deploy the application directly. Some of the applications are not compatible
with the new version of Tomcat 7 and also with JDK 1.6. In such a situation, we
have to build and compile the application in the new version. It is a tricky issue
when it comes to application deployment. We cannot directly point the errors
without running the application in either TRACE or DEBUG mode. If we analyze
the application logs carefully, we will find exceptions such as Path not found and
Class not found.

It's always recommended to check the compatible matrix of the
A third-party application JAR for the new version of the application.

Following are the steps for application migration:

1. Application recompilation on the JDK supported for Tomcat 7.
Upgrade the third-party JAR to the latest version.

Deployment of the new application.

Ll

Testing of the newly deployed application.
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Alias configuration

In the current environment, you might have configured many virtual hosts. But you
cannot use the same URL for the application, as they point to the old environment.
To resolve this issue, you have to configure the dummy URL in the new Tomcat 7
environment for testing purposes. This will help us perform the pre-go live task for
the environment.

Following are the steps for Alias configuration:

e Creation of dummy URL: By creating the dummy URL, the administrator
can check the basic functionality for the application.

e User testing using dummy URL: By performing user testing on the new
environment, the functional team can verify the application's functionality.
e Creating CNAME from the current production environment to the new

dummy URL: By creating the Canonical Name(CNAME), we are pointing
the old application URL to the new environment.

¢ Configuration of the virtual host on Tomcat 7: By creating the virtual host
in Tomcat 7, we let Tomcat know where the application content will
be redirected.

The previous processes are followed during the upgrade of Tomcat 6 to Tomcat 7.

ITIL process implementation

Until now, we have discussed the technical process of Tomcat and its configuration.
Now it's time to understand the Information Technology Infrastructure Library
(ITIL) process followed during the upgrade process and its use in different sections
of the upgrade, based on the features and implementation methods.

Availability management

It can be defined as the process which allows the organization to make sure its services
support at minimal cost to the environment. It consists of the following features:

e Reliability: It's a process through which IT components are measured, based
on the Statement of Work (SOW).

e Maintainability: It's a process through which we manage the entire system
without any unplanned downtime.
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e Security: This service is associated to data. It always refers to the
confidentiality, integrity, and availability of that data. The term availability
means the entire system service available to the environment.

Capacity management

This support refers to the optimum and cost-effective provision of IT services by
helping organizations match their IT resources to their business demands. It is
also useful in estimating the project cost for any project or revenue usage for

the environment.

Process Environment
Application sizing Stage environment
Capacity planning Development environment or before the

Performance management

project begins

Stage environment

Service Transition

Service Transition (ST) is related to the service delivery and often consists of various
processes before the go live. Following is the list of ITIL processes in ST:

Process

Environment (used)

Transition planning and support

Change management

Post go live support in production

Before go live in production

Service asset and configuration management Before go live in production

Release and deployment management

Service validation and testing
Change evaluation

Knowledge management

Before go live in production
Before go live in production
Before go live in production

Development/QA/stage/production
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Summary

In this chapter, we have discussed the various strategies used in the upgrade of
Tomcat 6 to Tomcat 7 and the various steps followed during the upgrade process
such as the life cycle of the upgrade, the upgrade configuration of Tomcat 7, and the
DataSource configuration.

In the next chapter, we will discuss the various advanced-level configurations of
Tomcat 7 and how they are used in the real-time IT industry such as virtual hosting,
multiple instances of Tomcat 7, multiple application deployment, environment
configuration, and so on.
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Advanced Configuration for

Apache Tomcat 7

In the previous chapters, we have discussed various topics for Tomcat 7 such as
clustering, load balancing and so on. But, in practice, there are some different
configurations needed to perform on the system, apart from the Tomcat internal
configuration, in order to manage the systems. In this chapter, we will discuss
the advanced topics for Tomcat 7, used in real-world industries, to create the web
infrastructure and support multiple web applications.

In this chapter, we will discuss the following topics:

Virtual hosting
Running multiple applications on a single Tomcat server

Multiple Tomcat environments such as Development, QA, Stage,
and Production

Tuning cache

Optimization of Tomcat
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Virtual hosting

It's a method through which you can host multiple domain names on the same web
server or on a single IP. The concept is called shared hosting, where one server is
used to host multiple websites. For example, if you want to host abc . com and xyz.
com, and later you want to add one more website on the same web server, that can be
achieved by virtual hosting. Basically, there are two types of virtual hosting:

e Name-based virtual hosting

e [P-based virtual hosting

Types of Virtual Hosting

Name-based IP-based

Virtual

Hosting

Name-based virtual hosting

It's a method through which you can host multiple domains on a single IP. It uses the
concept of shared services. In practice, web hosting companies follow this approach
to host multiple sites for a low cost. For example, we have multiple sites such as www.
abc . com, www . xyz . com, and www.xzy . com, and we want to configure it on the single
web server using a single IP, then name-based virtual hosting is used. Following are
the advantages of name-based virtual hosting;:

e Putting more than one website on a server using a single IP address
e Easy to configure
e Shared SSL certificates

In case you want to implement a named-based virtual host on the web server, then
you have to complete the following prerequisites before doing the configuration.
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For example, if you want to host the previous mentioned sites on the web server,
then we have to perform the following mentioned methods to configure the Domain
Name Server (DNS). Let us assume the web server name is webserverl.yxz.com
and is hosted on the IP 192.168.0.1. You have to add the following records in

your DNS server:

Alias Resource record Domain
webserverl.yxz.com A 192.168.0.1

WWW . XyZ . Ccom webserverl.yxz.com

C
WWW . XZY.com C webserverl.yxz.com
www.abc.com C

webserverl.yxz.com

Once these records are created, you can configure the virtual server in the
web server configuration.

A = Address record, used to map the hostname with an IP address.
/~~— (C=CNAME is used to create multiple aliases for a single hostname.

IP-based virtual hosting

It's a method through which you can host multiple websites on the same server using
a different IP. This approach follows the concept of a Dedicated Environment. Here,
you can also configure multiple websites on a single server, but the only difference is
the domain is configured on a different network interface.

Following are the advantages of IP-based virtual hosting:

e Hosting more than one website on a single server using different network
interface addresses (different IP address)

e Dedicated network interface

e Dedicated SSL certificates

In case you want to implement IP-based virtual hosting on the web server, then you
have to complete the following prerequisites before doing the configuration.
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For example, if you want to host the previously mentioned sites on the web server,
then the DNS will be configured in the following manner. Let us assume the web
server name webserverl.yxz.con is hosted on the IP 192.168.0.1. All the other
domains are configured on a different IP (192.168.0.2, 192.168.0.3, and 192.168.0.4), as
shown in the following table:

Alias Record Domain

webserverl.yxz.com A 192.168.0.1
WWW . XYZ . Ccom A 192.168.0.2
WWW . XZY . Ccom A 192.168.0.3
www . abc . com A 192.168.0.4

Once these records are created, you can configure the virtual server in the web
server configuration.

Virtual hosting in Tomcat 7

Tomcat 7 supports name-based virtual hosting. This approach is very useful in
hosting multiple web applications on the single instance of Tomcat 7. It also gives
more privileges to the administrator to separate the applications from each other and
their access control restrictions. You cannot understand the real concept of virtual
hosting unless you implement it. So why wait, let's do the real-life implementation
for virtual hosting in Tomcat 7.

For example, if you want to host the previously mentioned sites on the web server,
then the DNS will be configured in the following manner. Let us assume the

web server name is webserverl.yxz.com and is hosted on the IP 192.168.0.1. To
implement the previous scenario, the following steps need to be performed:

1. Configure the domain names in the DNS server and reload the DNS services
so that it can be replicated on the server. Following are the DNS records with

the address and CNAME:
Alias Record Domain
webserverl.yxz.com A 192.168.0.1

WWW . XY Z . COom webserverl.yxz.com

WWW . XZY . Ccom webserverl.yxz.com

000N

www.abc.com webserverl.yxz.com
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2. For implementing virtual hosting, you have to edit server.xml, which is
present in TOMCAT_HOME/conf. The following entries need to be added for the
virtual host, as shown in the following screenshot:

<Host name="www.Xyz.com" appBase="../Webapps">
<Context path="" docBase="."/>
</Host>
</Host>
<!—— Betting for wirtuwal hosting -->
<Host name="www.xyz.com" appBase="../Webapps">
<Context path="" docBase="."/>
<fHost>D
<Host name="www.xzy.com" appBase="../Webapps">
<Context path="" docBase="."/>
</Host>
<Host name="www.abc.com" appBase="../Webapps">
<Context path="" docBase="."/>
</Host>
</Engine>

3. Once configuration is done, add the new DNS in the hosts file found
in /etc/hosts in Linux, and ¢:\Windows\System32\drivers\etc) in
Windows. The following screenshot shows the addition of a different
hostname and IP address in the hosts file:

127.0.0.1 localhaost.localdomain localhost
HiH ! localhosté6.localdomaing localhosté

# Below are the entries for tomcat virtual host
192.168.0.1 webserverl. yXzZ.com

1582.168.0.1 WWW .. XVZ . CO

182.168.0.1 WWW . XZY . Com

192.168.0.1 WWW . abc . com

4. Save the configuration, followed by the recycle, and check the logs if any
errors persist.

5. Check the URLS www.xyz.com, www.xzy.com, www.abc . com in the browser.
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Hostname aliases

There is one more important feature that comes with Tomcat 7 called Host name
aliases. It's a very good feature that gives freedom to the administrator for multiple
sites on the same network

For example, if you have a website which needs to be accessed through a subdomain
by different users, then host aliases are created. It's also called Sub domain aliases
for the main domain. It is not possible to implement aliases in the previous versions
of Tomcat. In case we want to implement aliases for any website, we have to use
Apache, IIS, or a separate web server before Tomcat as a front-end server.

The following mentioned code describes how to set the alias for a particular site:

<Host name="www.xyz.com" appBase="../Webapps">
<Context path="" docBase="."/>
<Alias>tomcatalias.com</Alias>

</Host>

Followed by recycle, once the system is up, you can browse the same application
with different names.

Multiple applications hosting on a single
Tomcat 7 instance

Once we are done with virtual hosting, a few potential problems may arise such

as multiple application hosting, security, and deployment of multiple applications
on a single instance of Tomcat 7. Configuration of multiple domains on one single
instance of Tomcat 7 is a bit tricky. If we give the applications one document root,
then all applications can be accessed by all developers. The solution is to implement
a separate document root for each domain. This way, we can implement a separate
security on each application that is hosted in the Tomcat instance. Let us implement
the solution by creating multiple document roots in Tomcat 7. To do so, we have to
edit the server.xml to enable multiple document roots in the server, as shown in the
following code snippet:

<Host name="www.xyz.com" appBase="../home/tomcatuserl">
<Context path="" docBase="/home/tomcatuserl/data"/>
<Alias>tomcatalias.com</Alias>

</Host>
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If we implement the separate document root on every application, then we can
implement user security for the application at the OS level. By making these changes,
we can give every developer different rights to access the code, based on their role.
Also, every developer can access the code and deploy the code separately.

]

<Host name="wWwW.XyZ.com"
<Context path=""

</Host>
<Host name="wWwW.XyZ.com"
<Context path=""

</Host>

<Host name="wWwW.XyZ.com"
<Context path=""

<Rliasr>tomcataliasl.com</

<Rlias>tomcatalias2.com</

appBase=",
docBase="/
<Blias>tomcatalias.com</Alias>

appBase="

docBase="/

Rlias>

appBase=",
docBase="/

Rlias>

. /home/tomcatuserl™:>
home / tomcatuserl/fdata™/>

.. /home/tomcatuserd ™
home /tomcatuser? /fdata™/>

./home/tomcatuser3i™>
home/tomcatuser3/data™/>

Multiple Tomcat environments—
Development/QA/Stage/Production

Information technology organizations follow a set of environments to manage

their applications. These environments are based on their functionality and usage.
Support available for any environment depends on the environment's functionality.
Based on the functionality, the production environment has a high priority and
development the least priority, as shown in the following figure:

Pyoduction

Stage

Quality

Development
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The following table compares the different environments and their functionalities
with respect to different tasks performed during creation and management of the
web infrastructure:

Task Development QA Stage Production
Auto deployment  Yes Yes No No
Single machine Yes No No No
Clustering No Yes Yes Yes
Developer access  Yes Yes No No
High-end No No Yes Yes
machine

Change control No No No Yes
Performance No No Yes No
testing

Functional testing No Yes No No

Tuning cache

When we are running multiple applications on Tomcat 7, it is always recommended
to utilize the resource correctly. In order to do so, we need to optimize the tuning
parameter. Every time the server receives a request, it consumes the amount of CPU
and memory in the system. In order to resolve this problem, we generate cache on
the server from the first request. One of the best examples used for caching in major
web hosting organizations is to generate cache for the static content.

The following code shows the configuration for adding Expires and cache-
Control: max-age= headers to images, CSS, and JavaScript. This code is added in
web.xml, which is present in TOMCAT HOME /CONF.

<filters
<filter-name>ExpiresFilter</filter-name>

<filter-class>org.apache.catalina.filters.ExpiresFilter</filter-
class>

<init-params>
<param-name>ExpiresByType image</param-name>
<param-value>access plus 15 minutes</param-value>
</init-param>
<init-params>
<param-name>ExpiresByType text/css</param-name>
<param-value>access plus 15 minutes</param-value>
</init-param>
<init-params>
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<param-name>ExpiresByType text/javascript</param-names>
<param-value>access plus 15 minutes</param-value>
</init-param>
</filters>
<filter-mappings
<filter-name>ExpiresFilter</filter-name>
<url-pattern>/*</url-pattern>
<dispatcher>REQUEST</dispatchers>
</filter-mapping>

Optimization of Tomcat 7

In Chapter 3, Performance Tuning, we have discussed various optimization methods
for Tomcat at the software level, but until now, we have not done any system-level
configurations. We will now discuss the various optimization methods, which are
required for system administrators to make their work more successful. One of the
most important things required is to run the Tomcat services as a non-privileged user.

Running Tomcat 7 as a non privileged user

It is not recommended way to run Tomcat as the root, because of security reasons
and IT compliance policies. To resolve this issue, you have to run Tomcat as a non-
privileged user. To implement this, you have to perform the following changes in the
user permission. Let us assume tomcatuserl will run the Tomcat server as a non-
privileged user.

# groupadd tomcatuserl
# useradd -g tomcatuserl -d /opt/apache-tomcatl

# chown -R tomcatuserl:tomcatuserl /opt/apache-tomcatl

Once you change the permission at the OS level, it's time to set tomcat to run
as a service. Now, copy the startup scripts in /etc/init.d using the following
commands:

cp /opt/apache-tomcatl/bin/startup.sh /etc/init.d/tomcat
cd /ete/re5.d

sudo 1ln -s ../init.d/tomcat S7ltomcat

You have now created tomcat as a service. But before running the service, you have
to change the permission to make it executable, then run the service as tomcat using
the following command:

chown 0755 /etc/init.d/tomcat

Now we are ready to run tomcat as a service.
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Summary

In this chapter, we have discussed the advanced configuration of Tomcat 7 and
optimization parameters, key points covered in the environment such as virtual
hosting, features of Development/QA /Stage/Production, Tomcat as a service, and
running Tomcat as a non privileged user.

With this chapter, we have completed the journey of Tomcat 7. In this book, I have
tried to complete major issues, which the web administrators and IT administrators
face in day-to-day environments. I hope by reading the topics, you have gained
enough confidence in running Tomcat 7 in real-time environments.

Best of luck!

Tanuj Khare
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